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There has been much recent media coverage of annourcements by UK banks that
within threeyears or so al credit cads will be smart cards, and transactions will be
authorised using PINs instead o signatures. This will hardly be big news for our
neighbaurs in France, who have been using smart cards and PINs snce the 198G Of
course, one differenceis that the smart cards already being introduced in the UK will
conform to the EMV induwstry standard, which will enable them to be used in many
courtries aroundthe world.

However, this article is not about smart credit cards, however interesting they may be.
What | want to talk abou are the PINs themselves, and aso ather isaues relating to
the management of seaet values used for seaurity purposes.

Everyone who hes ever leant anything abou cryptography and its uses will have
been told abou the importance of good key management. Cryptographic keys are
typicdly sequences of randam-looking bits, of length anything from a handful of
bytes to a kilobyte or more. Key management is concerned with managing the
generation and dstribution o key values, in such a way that only authorised
individuals have acessto their values.

Ancther aspea of key management which is often mentioned, bu less often taken
much ndice of, is the nead to manage keys after they have been replaced. In
particular, if akey has been used to encrypt data, then, even after it isno longer being
used, it may need to be kept to deaypt stored versions of encrypted data. When it is
no longer required, e.g. becaise dl the stored data has been re-encrypted using
replacement keys, then it must be seaurely destroyed.

Why is this? Well, even though a key is no longer in use, the seaecy of any data
which has ever been encrypted using this key is a risk. This is becaise an
unauthorised party may have made a opy of data encrypted using this now obsolete
key, andif the key isreveded then this party can recover the data.

This is dl wel known. Nevertheless | am not sure that this asped of key
management is always taken as sriously as it shoud be. There is a tendency to
believe that there ae very few ‘long term’ seaets — this week’s highly confidential
email may be just a boring piece of history a week later. Indeed, even highly
confidential government papers are eventualy published. However, the suggestion
that long-term secrets are few and far between is something | would like to challenge,
and this brings us back to PINs and credit cards.

How long have you been using the same PIN with your credit or debit card? Isit five
yeas, ten years, or even longer? Perhaps there ae such things as long-term secrets
after all! This, of course raises ome interesting questions abou the use of PINs.

Whenever aPIN for adebit or credit card isentered into a‘hdeinthewall’ (or ATM)
the PIN is snt to the cad iswuer for verificalion, aong with the acount number and
ceatain ather information. To prevent PINs being disclosed to haders of the network,
PINs are dways encrypted before transmisson. This precaition es, asfar as | know,
been rigorously foll owed from the very beginning.

This neverthelessraises an interesting question. While | imagine banks take cae to
use encryption algorithms which are believed to be strong, it is not clear what
precaitions are taken as far as long-term PIN seaurity is concerned. That is, if PINs
have alifetime of ten years or more, we neal to be sure that the key used to encrypt



PINs remains scret for at least ten years after it has been taken out of use. This
implies that the PIN encryption algorithm shoud aso be diosen to be seaure for at
least ten yeas.

The banks have widely used the DES encryption algorithm for many years, and, asis
now widely known, DES has been broken. Although most banks have been switching
from DES to ‘triple DES' (or other more seaure alternatives) for a number of years, it
does mean that if just one banking network was using single DES to encrypt PINs less
than ten years ago then your PIN might be & risk.

Of course, aPIN onitsownisno wse—to useit you aso neal the cad. On the other
hand, most of the information recessary to reaeate a card may also be sent aaoss a
payment network with the PIN, and thisinformation will not always be encrypted. So
forging large numbers of false cads for which the PINs are known may not be so
infeasible dter all!

However, to dothis successully would require matching current day card information
with dd cad information (and the old encrypted PIN), so the threat is probably not
that significant. Even better news is the fad that, with the new EMV smart cards,
knowledge of the acount number is not sufficient to be &le to manufadure
operational frauduent cards. The EMV standard provides a means for a retail card
terminal to authenticae the cad, which gives an additiona layer of protedion nd
present with conventional ‘magnetic stripe’ cards. So perhapsit isjust as well we ae
being gven smart cards!



