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Introduction

In this paperwe considerthe rangeof securitytechniquesavailableto future designersand implementorsof

telecommunicationaetworks. The primary focusof this paperwill be mobile networks,which is wheremuch
of therecentpublic effort on telecommunicationsecurityhasbeenexerted. However,the technigueslescribed
are of general applicability in telecommunications.

Before proceeding we need to establish our terminology and, in particudafirewhatwe meanby a security

technique;in doing so we will distinguish betweensecurity features and security techniques (or security

mechanisms, assecuritytechniguesare oftenknown). Securityprovisionsin systemsare presentnot for their

own sake,but to combatidentified securitythreats. To combatthesethreatsrequiresthe provisionof specific

securityfeatures (sometimes known aervices), such as

» confidentiality - to addresghe threatof unauthorisedlisclosureof informationby meansof eavesdropping,
etc.,

» dataintegrity - to address the threat of unauthorised modification to information,

» origin authentication - to address the threat of information being spuriously inserted into a network,

» entity authentication - to address the threat of one entity masquerading as another,

» non-repudiation - to address the threat of an entity repudiating its actions (i.e. denying actions it has taken).

Thesefeaturesexistasabstractonceptsandareindependendf the meansusedto providethem. Featuresare

provided by securityechniques (or mechanisms), which include

» encipherment algorithms - used to help provide confidentiality features,

 integrity mechanisms - (which include the well-known MACS), used to help prodad¢aintegrity andorigin
authentication features,

» digital signature algorithms -which can be used to help provide non-repudiation features,

» authentication exchanges - used to help provide entity authentication features.

At this point we should mention1SO 7498-2: 1989, which providesa standardisedanguagefor discussing
securityfeaturesandtechniquegor securityservicesandmechanismssISO 7498-2describegshem). We will
usethe terminology definedin ISO 7498-2 whereverpossible,althoughwe prefer to usethe term security
feature rather than security service to avoid confusion with services provided via a telecommuniettionks
ISO 7498-2definesa rangeof typesof securityfeature,aswell asa classificationof securitytechniquesand
describes which techniques might be used to provide each of the defined security features.

In looking attechniquesppropriatego telecommunicationeetworkswe will summariseghe progressvhich has
beenmadein recentyearsin providing general-purposatandardsfor security techniques. This work has
primarily taken place within ISO/IEC JTC1/SC27/WG2.

Security services
In orderto put our discussiorof securitytechniquesnto an appropriatecontext, it is first helpful to consider

what typesof security featureare requiredin telecommunicationsetworks. To do this we first review the
security features provided in the current “second generation’ mobile telecommunications stan@G8tisdnd
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DECT (produced by ETSI). We then briefly review possible requirementedoirityfeaturesn future mobile
telecommunications networks.

In the GSM standards, the following security features are provided:

» confidentiality of user and signalling data passed across the air interface,

» confidentiality for the user identity when passed across the air interface, and

» entity authentication between a mobile and a base station (across the air interface).

The DECT standardsprovide a similar set of security features,i.e. they are also restrictedto air interface
confidentiality and entity authentication.

Standarddgor future mobile telecommunicationsetworkswill almostcertainly needto allow for the provision
of a wider rangeof security features;in addition, the security techniquesspecifiedin the GSM and DECT
standardsmay be inappropriatefor future mobile networks. Examplesof additional security featureswhich
might be supported in future mobile networks standards (ETSI UMTS and ITU-T FPLMTS) include:

* integrity for data passed across the air interface,

» end-to-end dateonfidentiality between mobiles,

» non-repudiation of charging information.

Of course, just because certain security features and supporting meclarisatspecifiedin GSM, doesnot
meanthatthey cannotbe providedin GSM networks. However,becausehesefeaturesare not specifiedin the
standardsproprietarysolutionsare neededwhich canimposeconsiderableextra costson Network Operators
in designingadditional security facilities, and in commissioningtheir implementationin network equipment.
This meanghereis a considerabledvantagebothto operatorsand manufacturersin providing wider-ranging
security standardisation for future networks.

Security techniques

We now considera rangeof typesof securitytechniquewhich are relevantto the provision of the types of

security feature we have discussedabove. In particular we considerthe following categoriesof security

technique (note that some techniques can be used to help as components in other, more complex, techniques):

» encipherment techniques (for providingonfidentiality features),

» integrity techniques(for providing data integrity featuresand as a building block in authentication
exchanges),

 digital signature techniques (for providindata integrity andnon-repudiation features),

» hash-functions (usedin conjunctionwith digital signaturesand also as a meansof building integrity
techniques), and

» authentication exchanges (for providingentity authentication features).

GSM and DECT makeuseof enciphermentechniquegto provide air interfacedataconfidentiality and user

identity confidentiality), integrity techniquegto help constructauthenticationexchanges)and authentication

exchanges (to provide entity authentication).

We now look at each of these categories of mechanism in a little more detail.
Encipher ment techniques

No internationalstandard®xist for enciphermentechniquesdespitethe US standardisationf the DES block
cipher algorithnmsomel5 yearsago(ANSI X3.92-1981) andits subsequeradoptionasa defacto standardoy
the internationalbanking community. Insteadwork has focusedon creating an internationalregister of
enciphermentlgorithms,which will provide eachregisteredalgorithm with a unique name. The form of
registerentries,and the procedurefor having entriesaddedto the register,is standardisedn ISO/IEC 9979:
1991. The internation&egistration Authority is the NCC here in the UK



The GSM standardsnakeuseof a proprietaryalgorithm (called A5), which is ownedby ETSI, andthe details

of which arekeptsecretandreleasednly to authorisednanufacturersvho are obligedto sign non-disclosure
agreements.The A5 algorithmis not currentlyon the register(as of Novemberl994thereweretenregistered
algorithms), although there is no reason vitlghouldnot be, sinceregistrationof analgorithmdoesnot require

any disclosureof the algorithm’soperation. Given the statusof internationalstandardisatiofior encipherment
techniquesandthe long-standingpolitical sensitivity of enciphermentechnologythe GSM approachappears
to betheonly sensiblevay aheadandfor the foreseeabléuture this appeardo bethe mostappropriatemeans
for selection of encipherment techniques.

Before proceedingt is worth observingthat, althoughthereare no internal enciphermenalgorithm standards,
there is a standard governing ways in which a block cipher algorithm (such as DES) might be usedde$his
of operation standard1SO/IEC 10116:1991), hasevolvedfrom the ANSI standardprescribingmodesof use
for the DES block cipher (ANSI X3.106-1983). However, this ISO/IEC standardis probably of limited
relevanceto telecommunicationgietworks, since high-speedstream ciphers rather than block ciphers are
probablyappropriatefor the majority of telecommunicationaetworks(it is certainlytrue that A5 is a stream
cipher algorithm).

Integrity techniques

The purposeof a data integrity techniqueis to enablethe recipient of a data string (protectedusing the
technique)o bothverify its origin andthatit hasnot beenchangedn transit. Hencesucha mechanisntanbe
used to provide both data integrity and origin authentication features.

Standards for integrity mechanisms date back to the early 1980s;haNRiblishedtwo integrity mechanisms
for bankinguse(X9.9-1986(revised)and X9.19-1985). A correspondingnternationalbankingstandard)SO
8731-1:1987, hassubsequentlypeenpublished. All threeof thesestandardsspecify use of the DES block
cipher algorithm in Cipher Block Chaining (CBC) Mode to produbdessage Authentication Code (MAC). A
differentintegrity mechanismcalledthe Message Authenticator Algorithm (MAA), is specifiedin the banking
standardlSO 8731-2: 1992 (secondedition). Following from the banking work, the internationalstandard
ISO/IEC 9797: 1994 (secondedition) for an integrity mechanismhas beenproduced;this techniqueis also
based on the use of a block cipher in CBC mode.

The GSM andDECT standardslo not supportthe provisionof origin authenticatioror dataintegrity services.
Howeverthey both makeuseof an integrity mechanismas part of an authenticatiorexchangeechniquewhich
supports entity authenticationof a mobile to a base station (we discussthis further below). Future
telecommunicationsetworksmay well wish to offer a dataintegrity serviceas an optional featureof service
provision; it is also highly possiblethat ISO/IEC 9797 will not be appropriatefor use,as it requiresthe
implementationof a block cipher. However,one-wayhash-functionalgorithmsare at an advancedstageof
standardisatiorfseebelow), and they can be simply adaptedfor useas integrity mechanismsand this might
well providea possibleroutefor future telecommunicationsetworks. It certainlyseemgeasonabléo suppose
that future network designewdll wish, wherevermossibleto userstandardisedryptographiadechniquesather
than design their own.

Finally it is importantto notethat,in parallelwith the cryptographiccheck functions of the type describedthe
generalclass of integrity mechanismsalso includes non-cryptographicmechanismswhich are vital to the
provisionof integrity protectionfor sequencesf datapacketsfor eachof which anindividual MAC or check-
value may be computed. Examplesof these non-cryptographiomechanismsnclude the use of sequence
numbers or timestamps providedataintegrity for entiresequencesf packetsagainstmanipulation(including
threats such as duplication and deletion of entire packets).

Digital signaturetechniques



A digital signature technique is a function which, whepliedto a datastring, producesa resultwhich enables
the recipientto verify the origin andintegrity of a datastring,i.e. it canbe usedto provide dataintegrity and
origin authentication features. Moreover it has the property that only the originator ok&idgteanproduce
avalid signaturej.e. beingableto verify the correctnessf a signaturgproducedoy an entity, doesnot provide
the meansto computethat entity’s signatureon any datastring. Digital signaturetechniquescan be usedto
provide non-repudiation of origin for a messagei,e. the recipientof a messagavith entity A’'s signatureon it,
has evidence tht sent the message which evenannot repudiate.

Digital signature algorithms can be divided into two types.

 Digital signaturesvith message recovery - which havethe propertythat the messageanbe recoveredrom
the signature itself; such signatures can normally only be applied to messages of limited leraftleiigtd.
at most 500 bits).

» Digital signatureswnith appendix - wherethe messageaeedsto be sentin parallel with the signature,and
signature acts as a ‘check’ on the separately transmitted message.

A technigueof thefirst type hasbeenstandardiseih ISO/IEC9796:1991. The algorithmusedis a variantof

the well-known RSA algorithm, the first and bestknown of the public key (or asymmetric) cryptographic

algorithms.

A US standardvasrecentlypublished(the NIST Digital Sgnature Sandard (DSS)) for a different signature
algorithm(a variantof the EI Gamalsignaturealgorithm), this time of the secondand more generallyuseful,
type. This techniqueis almostcertainto be includedin an emerginglSO/IEC standardwhich will contain
severaltechniquedor Digital signaturesvith appendix. In parallelwith these generalpurpose’standardsiUS
andinternationalbankingstandardsommitteeshavebeendevelopingstandardsncorporatingthe useof RSA
signatures.

It is thereforenow possibleto saythat thereare a variety of well-establishedsignaturetechniquesavailable.
However theyall sharethe sameimplementatiordifficulties (albeitto varying extents)namelythat calculation
of a digital signaturecan be very computationallyintensive. This meansthat, until very recently, their
implementatiorin hand-portabldelecommunicationgerminalshasbeenimpractical. Smartcardscapableof
performingdigital signaturesn a smallfractionof a asecondwhich is whatis neededhaveproveddifficult to
make at an economic price.

However,assoonassuchdevicescanbe madeat or closeto the price of currentsmartcards,the useof digital
signaturetechniquescould becomevery attractive. As well as providing all the featuresthat a conventional
integrity mechanismsuchasthosebuilt into GSM andDECT, canoffer, key managemerfor digital signature
techniquess significantly simpler, sinceverification keysneednot be kept secret. Moreover,digital signature
techniquesnablethe provision of non-repudiatiorfeatureswhich in turn makestelecommunicationservices
such asrrefutable charging and/or non-repudiable financial transactions a possibility.

One-way hash-functions

One-wayhash-functiongre an essentiacomponenbf all digital signaturewith appendixtechniques.A hash-
functiontakesasinput a datastring of arbitrary length, and outputsa hash-code of somesmall fixed length
(e.g.128bits). In the contextof a digital signaturewith appendixtechniquethe messageo be signedis first
input to a hash-functionand thenthe derivedhash-codds input to the signaturealgorithmitself. However,
hash-functionglsohaveusesoutsidethe contextof digital signaturealgorithms. Oneimportantcharacteristic
of hash-functiongs that, unlike mostother cryptographicfunctions,they do not use a secretkey, and hence
their entire operation is typically public.

A multi-partinternationalstandardfor one-wayhash-functiongISO/IEC 10118)is underdevelopment. The
first two parts (ISO/IEC 10118-1:1994 and ISO/IEC 10118-2:1994) have now been published. Part 1
containsgeneralinformation,and Part 2 describegswo methodsfor generatinga hash-functionfrom a block
cipher.



Part 3, for which publicationis plannedin 1996, specifiesin completedetail two ‘dedicated’hash-functions,
both designedspecificallyfor the purpose. One,knownas SHS, is alreadythe subjectof a recentlypublished
US NIST standardijt is designedo be usedwith the NIST DSS (signature)algorithm, althoughit is equally
applicable taothersignaturealgorithms. The other,knownasRIPEMD, hasbeendevelopedaspartof the EU-
funded RIPEproject;RIPEMD is itself an ‘improved’ versionof MD4, a hash-functiordevelopedy RSA Inc.
Both of these algorithms are simple to implement in software, and can process datazebéylenon modest
microprocessors.

Part4, alsolikely to be publishedin 1996, specifiesa pair of hash-functiondasedon modularexponentiation.

The reason for designing such hash-functions is that some digital signature algorithms (e.g. RSA) are also base
on modularexponentiationandhencea hash-functiorwhich could makeuseof the samearithmeticfunctions,

perhaps implemented in hardware, might be very advantageous.

Parts3 and4 are mostlikely to be of valuein telecommunicationsetworks,in particulareitheras part of a

digital signaturealgorithm, or asthe basisof an integrity mechanism.In fact it is very simpleto usea hash-
functionto produceanintegrity mechanismthe datato beintegrity protecteds concatenatedith a secretkey,

and the resulting data string is input to the hash-function. The hash-code output can then sheekashie
ontheoriginal datastring, and, given the hash-functioris itself cryptographicallystrong,the check-valuedor a

message can only be calculated by someone possessing the correct secret key.

Finally we note one other possibleapplicationfor a one-wayhash-functionwhich may be of relevanceto
telecommunicationgsetworks. If a storeddataobject(e.g. a file) needsprotectionagainstchange,it canbe
input to a hash-functiorandthe outputstoredin a secureplace. Recomputinghe hash-codexnd comparingit
with the storedvalue can be usedto verify the correctnes®f the storeddata. This is valuablein protecting
against malicious changes made by malicious entities or programs (e.g. viruses).

Authentication exchanges

Authentication exchangetechniques(or authentication protocols as they often called) are exchangesof
cryptographicallyprotectedmessageswhich have the objective of enablingtwo communicatingentities to
verify oneanother’sidentity, i.e. they provide entity authentication features. Entity authenticatiorcanonly be
achievedfor a singleinstantof time. Typically theseexchangesre usedto initiate a secureconnectionand
Session Keys may be established as a by-product of the authentication process.

In orderfor theseauthenticatiorexchangeso work, someor all, of the messageseedto be protectedby a
cryptographicmechanism typically either an enciphermentmechanism,a digital signatureor an integrity
mechanism.In addition,non-cryptographienechanismétypically time-stampor random‘nonces’)needto be
included in the messages to guarantee that the messages are ‘fresh’.

The first standardisecwuthenticatiorexchangesvere specifiedin CCITT X.509 (1988) (ISO 9594-8),which
containsthree different protocolsall basedon digital signaturetechniques;a revisedversion of this ITU-T
Recommendation/ISGtandardhasrecentlybeenpublished. Sincethena multi-part standardSO/IEC 9798
has beendeveloped,containinga variety of different authenticationexchangetechniquesusing a range of
different underlying cryptographic mechanisms.

Partl (ISO/IEC9798-1:1991)containsa generaimodelfor techniquef this type. Part2 (ISO/IEC 9798-2:
1994) containsa setof authenticatiorexchangesn which the messagesre protectedusing an encipherment
technique. Part3 (ISO/IEC 9798-3:1993) containsanothersetof authenticatiorexchangdechniques. These
techniquesare all basedon the useof digital signaturetechniquego cryptographicallyprotectthe messages.
Yet anothersetof authenticatiorexchangdechniquesthis time basedon the useof integrity mechanismsis to
be found in Part 4 (ISO/IEC 9798-4: 1995). In eacRafts2, 3and4, someof the exchangearesuitablefor



usewhensynchronisealocksare available(and hencethe messagesontaintime-stampavhich canbe usedto
verify their ‘freshness’), and some use random or pseudo-ranolares (or challenges) instead.

The GSM and DECT standardsoth specifythe useof authenticatiorexchangemechanismso provide entity
authenticatiorserviceshetweera mobile anda basestation(overthe air interface). In both casesalthoughthe
mechanismare slightly different, the mechanismgonformto techniquesspecifiedin ISO/IEC 9798-4,i.e. the
mechanismare basedon the useof integrity techniques. In both casedreshnesss guaranteedby the useof

pseudo-random nonces (challenges). The integrity techniques uset@tfecasedasedon secretproprietary
algorithms.

In both GSM and DECT the authenticatiorexchangesre usedat the startof a connectionihey also provide
the basisof sessiorkey distribution systems. The sessiorkey is subsequentlyisedto encipherthe datasent
over the connection.

The use of authenticationexchangeds fundamentalto the provision of security in any situation where a
communications link is liable to attack. It is difficult to imagine any future mobile networks not employing such
a techniqueas a first line of defenceagainstuserswishing to fraudulently obtain service. Authentication
exchangesnay also be employedwheredifferent network operatorsan/or serviceprovidersneedto verify one
another’s identity when they are collaborating to provide service to a user.

Finally it is alsoimportantto observethat authenticatiorexchangdechniquesanbe integratedwith techniques
to provide useridentity confidentiality basedon the use of continually updated temporaryidentities’. Such
schemeslready operatan GSM, andan elaboratedrersionof the GSM andDECT schemesasrecentlybeen
proposed for adoption as a mechanism for use in FPLMTS.

Summary

We concludethis paperby observingthatit shouldbe clearthattherealreadyexist anincreasinglywide range
of standardise@ecuritytechniquesf potentialusein future telecommunicationsetworks. In the future the
existenceof thesestandardisedechniquesnay removethe needfor the designof new techniquesvhenevera
new systemis created. In the mediumterm, and perhapssoonerthan many expertswould like, this may well
obviatethe needfor specialisectryptographersat leastasfar as commercialcommunicationsare concerned!
Therealneed bothnow andin thefuture, is for skilled staff capableof selecting,jntegratingand managinghe
ever-increasing range of security products and systems available.
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