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In 1883 Auguste Kerckhoffs pulished a two-part article entitted Military
cryptography which has been enormoudly influential in the development and
understanding of cryptography. For the interested realer, Fabien Petitcolas has dore
a wondxful job d making the article accesshle - @ see
http://www.cl.cam.ac uk/~fapp2 for more detail s.

Probably the most widely quaed aspect of Kerckhoffs article is a series of
desiderata, now known as Kerckhoffs' principles. These principles give the basior
asessng a ayptographic system, and are still widely accepted today. Of these,
probably the most important is one which implies that, in assessng the seaurity of a
scheme, it is necessary to assume that the method wsed to encipher data is known to
the opporent, and that security must lie in the dhoice of key and nd in the seaecy of
the dgorithm. As Petitcolas puts it on his web page, this does not necessarily imply
that the method must be pubic, bu shoud be mnsidered as pulic during its creaion
and assesgnent.

The reason for this is clea — any automatic system which is widely deployed has a
significant probability of falling into the hands of the ‘enemy’, who can then reverse
engineg the implementation to find ou how it works. All that the legitimate users
can safely rely onis the key remaining secret, and hencethe design must be such that
finding the key isinfeasible even if the design of the system is pulic.

Recently, the meaning of this principle has on various occasions been subtly modified
to suggest that all algorithms oud be made public. Of course, there ae alvantages
with making algorithms puldic — nat least it means that an algorithm is likely to be
well-scrutinised for weaknesses by the global cryptographic community, who like
nothing better than bregking new schemes. However, there are dso clear advantages
with keegping an algorithm seaet — it is hard to cryptanalyse something when you
don't even know how it works, and why make life eaier for your opporent? Keeping
an algorithm seaet remains gandard practicefor government and military use.

One well-publicised example of this misuse of Kerckhoffs principle relates to the
GSM encryption algorithm known as A5/1. This algorithm, which is used to encrypt
telephore mnversations betwean a mobil e handset and a * base station’, has remained
aseaet sinceits design in the 198G, despite the fad that it is built into every mobile
handset. Receantly the design has been made pulic viathe web. Still more recently,
A5/1 has been successully attadked by Biryukov, Shamir and Wagner using some
rather clever and novel cryptanaytic techniques. | shoud say at this paint that it is
not clear how relevant this attadk is in pradice since using the jargon o
cryptography, the atadk neals a cetain amount of known plaintext, i.e. a number of
bits of the digitised vace signal making up a telephore cdl. To confuse matters a
little, a so-called alleged A5 was made publlic several years ago, although it has
important diff erences from, andis much weégker than, thereal A5/1.

The designers of A5/1 have been acased o ignaring Kerckhoffs' principle in na
pubdishing the A5/1 algorithm. Of course, it is impossble to knov how the A5/1
design was assessed, since the design processhas never been made puldic. However,
the mere fad that the dgorithm was not made public isin itself clealy not in breat
of the principle.




To conclude, it isinteresting to ask what the A5/1 designers ought to have dore. First
observe that strong pullic domain stream ciphers are very hard to find. Recent cdls
for proposals for stream ciphers to include in an ISO/IEC encryption standard
(ISO/EC 18033 have med with noresporses at al! By contrast, the world is knee
dee in good block ciphers - the next draft of the ISO/IEC encryption standard is
expeded to contain eight diff erent block ciphers!

The GSM system architeds were thus esentialy forced to design an algorithm for
themselves. They were facel with the alditional problem of choasing an algorithm
which would be simple and cost effedive to implement in all mohile handsets using
198Gstechndogy. The solutionthey came up with, ramely A5/1, probably represents
the state of the at at thetime. What might have happened had it been published along
with the rest of the GSM spedficaions? Well, my guessis that it would have been
broken much earlier, but probably too late to have prevented the wide scde
deployment of GSM equipment containing the dgorithm — just the situation the
designers ught to avoid. Keegping the dgorithm seaet probably bought ten yeas of
seaurity for GSM encryption, probably aslong as anyone could have expected.

Of course, it could be agued that we ae now in the ‘worst case’ scenario — world-
wide deployment of GSM based on an inseaure stream cipher. However, even now
the dgorithm is nat trivially easy to break — it is difficult to assesshow easy it might
be to get had o the necessary known plaintext to make an attadk. My guessis that
A5/1 is gill good enough to prevent casual eavesdropping on the radio link, which
was probably aways the main oljective of GSM encryption. As for Kerckhoffs
principle, | think | will stick with the original version.



