
1.

ISO Entry Name
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2.
International Data Encryption Algorithm (IDEA TM)

3.

a) Confidentiality (e.g. using modes of operation detailed in ISO 8372)

b) Entity Authentication (e.g. as detailed in ISO 9798-2)
c) Data Integrity / Data Origin Authentication (e.g. as detailed in ISO 9797)

d) Hashing (e.g. as detailed in ISO 10118-2)

e) Key Management (e.g. as detailed in ISO 11770-2)

4.

Cryptographic Interface Parameters

Input size: 64 bit

Output size: 64 bit

Key length: 128 bit

5.

Test Words

The test data were generated by encrypting the same 64-bit cleartext block using
four different 128-bit keys. The resulting ciphertext blocks (row n=l) were then
re-encrypted twice (rows n=2, n=3).

In the following tables, all numbers are integers in decimal representation. Each
number corresponds to a 16-bit subblock of the key, input or output of the
algorithm, respectively. The order of the input/output subblocks is the same as
shown in figure 1 below, the leftmost bit of each subblock being the most
significant bit of the number. The key sub blocks read from left to right
correspond to the first eight subblocks used by the cipher in encryption mode,
i.e.: ZI(I), Z2(2), ..., Z6(1), ZI(2), Z2(2) (cf. section 11).
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I 11 21 31 41 51 61 71 81Key A:

I 01 11 21 31

n=l: 4603 60715 408 28133
n=2: 23407 46110 155 41024
n=3: 39006 57127 58235 24568

Input text:

Output after
n encryptions
of mEA TM

Key B:

r 01 11 21 31

n=l: 53639 44649 47227 45445
n=2: 7523 801 39439 60622
n=3: 8323 20539 9858 16404

Input text:

,Output after
n encryptions
ofIDEATM

Key C:

I 01 11 21 31

n=1: 9805 2541 22514 21290
n=2: 14987 36547 50872 4082
n=3: 41876 28574 41139 56041

Input text:

Output after
n encryptions
ofIDEATM

Key D:

I 01 11 21 31

n=1: 1158 46494 38764 2347
n=2: 38196 29250 21619 39041
n=3: 10548 63249 16502 4634

Input text:

Output after
n encryptions
ofillEATM
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6.

Sponsoring Authority: Schweizerische Noffi1en- Vereinigung (SNV)
Miihlebachstrasse 54
CH-8008 ZUrich
Switzerland

Registration requested by: Ascom Tech Ltd.

Point of contact: Theodor Briiggemann
Ascom Tech Ltd.
P.O. Box 151
CH-4502 Solothurn
Switzerland

7. Dates of Registration and Modification

10 M,,-~ IC}93

8.

Whether the Subject of National Standards

9. Export License and Patent License Restrictions

Ascom Tech Ltd. owns the proprietary rights of the mEA TM algorithm and has
applied for patents world-wide.

Everybody is entitled to implement and distribute the algorithm as Freeware or
Shareware. as long as Ascom Tech Ltd. is clearly stated as the proprietor on
every copy. However. for commercial use of mEA TM a license and fee is

required.

10. References

ISO 8372:

ISO 9797:

ISO 9798-2:

Infonnation Processing -Modes of Operation for a 64-bit
block cipher algorithm.

Data cryptographic techniques -Data integrity mechanism
using a cryptographic check function employing a block
cipher algorithm.
Infonnation technology -Security techniques -Entity
authentication mechanisms -Part 2: Entity authentication
using symmetric techniques.
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ISO 10116:

ISO lr"18-2:

ISO 11770-2:

Information Processing -Modes of Operation for an n-bit
block cipher algorithm.

Information technology -Security techniques -Hash-functions
-Part 2: Hash-functions using an n-bit block cipher algorithm.

Information technology -Security techniques -Key
management -Part 2: Key management mechanisms using
symmetric techniques.

11. Description of Algorithm

The block cipher algorithm IDEA TN operates with 64-bit plaintext and

ciphenext blocks and is controlled by a 128-bit key. The cryptographic design
of this algorithm is based on the use of operations from three different algebraic
groups. The algorithm structure has been chosen such that, with the exception
that different key subblocks are used, the encryption process is identical to the
decryption process.

a) Encryption:
The functional representation of the encryption process is shown in figure 1.
The prQ(;ess consists of eight identical encryption steps (known as encryption
rounds~ followed by an output transfonnation. The structure of the first round is
shown in detail.

The 64 oit plaintext block is partitioned into four 16-bit subblocks, since all the
algebrflc operations used in the encryption process operate on 16-bit numbers.
The key subblock process (cf. section c) produces for each of the encryption
rounds, six 16-bit key subblocks out of the 128-bit key. Since four more 16-bit
key-subblocks are required for the subsequent output transformation, a total of
52 different 16-bit subblocks is generated from the 128-bit key. Figure 1 shows
ten of the ~;2 different 16-bit key subblocks designated as ZI (I), ..., 'Z9(I) and
ZI(9), ..., Z4(9).

In the first ':;ncryption round, the first four 16-bit key subblocks are combined
with two of the 16-bit plaintext blocks using addition modulo 216, and with the
other two plaintext blocks using multiplication modulo 216+ 1. The results are
then processed further as shown in figure 1, whereby two more 16-bit key
sub blocks enter the calculation and the third algebraic group operator, the bit-
by-bit exclusive OR, is used. At the end of the fIrst encryption round four 16-bit
values are produced which are used as input to the second encryption round in a
partially changed order. The process described above for round one is repeated
in each of the subsequent seven encryption rounds using different 16-bit key
subblocks for each combination. During the subsequent output transformation,
the four 16-bit values produced at the end of the 8th encryption round are
combined with the last four of the 52 key subblocks using addition modulo 216
and multiplication modulo 216+1 to form the resulting four 16-bit ciphertext
blocks.
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Bit-by-bit exclusive OR of 16-bit subblocks

Addition modulo 2"16 of 16-bit integers

Multiplication modulo 2"16 + 1 of two 16-bit integers
(subblock of all zeroes corresponds to 2" 16)

Fig. 1: The IDEA TM structure
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b) Decryption:

The computational process used for decryption of the ciphertext is essentially
the same as that used for encryption of the plaintext and hence the
computational graph in figure 1 is also valid here. The only difference
compared with encryption is that during decryption, different 16-bit key
subblocks are generated.

More precisely, each of the 52 16-bit key subblocks used for decryption is the
inverse of the key subblock used during encryption with respect to the applied
algebraic group operation. Additionally, the key subblocks must be used in the
reverse order during decryption in order to reverse the encryption process.

Encryption key
subblocks:

Decryption key
subblocks:Round

(9r' (9) (9) (9)-1
Zl -Z:i -Z-J Z4

Z~8) Z~8)
1

Z~2) ~2) ~2) Z~2)
Z(2) Z(2)5 {;

(8)-1 (8) (8) (8)-1
Zl -'z.3 -Zl Z4

Z~7) Zr)
2

Z(3)1
(7)"1 (7) (7) (7)-1

Zl -ZJ -Z}. Z43

Z~4) zi4) ~4) Z~4)
Z(4) Z(4)5 6

(6)01 (6) (6)-(6)01
Zl -Zj -Zl Z4

Z(5) Z(5)~ "
4

zi5) z5}) ~) Z~5)

~~~z~)

(5)01 (5) (5) (5)01
Zl -Z:i -Zl Z4

zi4) Z~4)

5

Z~6) zi6) ~6) Z~6)

~6) Z~6)

(4):-1- (4) (4) (4)-\
Zl -Z) -Z7: Z4

Z~) Z~3)
6

Z~7) zg) ~7) Z~7)
~) Z<})

(3)"1 (3) (3) (3)-1
Zl -ZJ -Zl Z4

Z~2) Z~2)

7

Z<8:1
(2)"1 (2) (2) (2)-1

Zl -Zj -7..1 Z4

Z~l) Z~l)
8

Output
Transf. Z~9) zJ]) ~) Z~) (1)-' (1) (1) (I)-'

Zl -Z;Z -Z) Z4

Table 1: illEATM key subblocks
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c) Generation of the key sub blocks:

The key subblocks used for the encryption and the decryption in tl~e individual
rounds are shown in Table 1. They are generated from the 128-bit key as
follows:
.First, the 128-bit key is partitioned into eight 16-bit subblocks which are

then directly used as the fIrst eight key subblocks.

.The 128-bit key is then cyclically shifted to the left by 25 positions, after
which the resulting 128-bit block is again partitioned into eight 16-bit
subblocks to be directly used as the next eight key subblocks.

.The cyclic shift procedure described above is repeated until all of the
required 52 16-bit key subblocks have been generated.

Modes of Operation

As a 64-bit block cipher algorithm IDEA TM can be used in any mode of

operation defined in ISO 8372 and ISO 10116, i.e.:

.Electronic Code Book (ECB)

.Cipher Block Chaining (CBC)

.Cipher Feedback (CFB)

.Output Feedback (OFB)

The algorithm can also be used to calculate a

.message authentication code (MAC) as specified in ISO 9797 and

.hash values as specified in ISO 10118-2.

Other Information

a) Design Methodology:
The mEA TM cipher is based on the concept of mixing operations from different
algebraic groups. In the computational graph of the encryption process
(figure 1), the three different group operations are so arranged that the output of
an operation of one type is never used as the input to another operation of the
same type. The mEA TM was specifically designed to be resistant to the recently
developed differential cryptanalysis technique.

b) Guidance on Key Selection:

The values 0 and 1 are special elements for the group operations used in
mEA TM for the following reasons:

.The value 1 has no effect for the multiplication modulo 216+ 1.

.The value 0 has no effect for the addition modulo 216, nor for the exclusive
OR operation.

.The value 0 (representing 216) is its own multiplicative inverse modulo
216+1.
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The values 0 and 1 are therefore referred to as "weak key blocks". In particular,
if the 128-bit key is the all-zero key, all the key subblocks are zero for both
encryption and decryption. The resulting encryption function is then an
involution. Therefore, the all-zero key is referred to as a weak key of the
illEATM cipher.

The effect on the cryptographic strength of other keys resulting in many zero-
valued key subblocks is less obvious. It is, however, advisable to avoid keys
containing long (~ 16 bit) strings of zeros.

c) Implementation:
mEA TM was designed to allow easy and efficient software implementation.
However, it has also successfully been implemented in hardware. The CUITent
version of the chip is capable of encrypting or decrypting data in various modes
and at very high speeds of up to 170 Mbit/s.
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