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1. The following three access control mechanisms were discussed in the 
course notes: 

 access control matrices, 

 capabilities, 

 access control lists. 

For each access control mechanism, describe the complexity of: 

 determining authorised access during execution; 

 adding accesses for a new subject; 

 deleting all accesses for a particular subject; 

 determining all subjects which have access to a particular object; 

 creating a new object to which all subjects have access by default. 

2. Give an advantage and a disadvantage of each of the following three 
types of non-repeating value, as used to counter replay attacks on 
authentication protocols (i.e. to provide ‘freshness checking’): 

 random numbers (unpredictable nonces), 

 sequence numbers (logical timestamps), and 

 clock-based timestamps. 

3. Suppose parties A and B, who share a secret key KAB, use the following 
unilateral authentication mechanism (i.e. a mechanism which enables B to 
authenticate A but not vice versa): 

A  B:  eKAB
(tA) 

where 

 A  B:  X  means that A sends B the message X; 

 eK(X) denotes the symmetric encryption of data X using the secret 
key K, where the encryption algorithm provides confidentiality and 
integrity protection; and 

 tA is a timestamp generated by A. 

Identify two possible types of attack (other than the use of a ‘weak’ 
encryption algorithm or loss of secrecy of the key). 

4. Suppose parties A and B use the following unilateral authentication 
mechanism: 
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A  B:  tA || sA(tA) 

where 

 sA(X) denotes a digital signature computed by A (using A’s private 
signature key) on data X; and 

 tA is a timestamp generated by A. 

Suppose also that B possesses the public verification key of A (so that B 
can verify A’s signature).  Identify two possible types of attack on this 
protocol (other than the use of a ‘weak’ signature algorithm or loss of 
secrecy of A’s private key).  Compare these with the possible attacks on 
the protocol in the previous question. 

5. Describe the Kerberos protocol for client-server authentication.  Include a 
high-level description of the messages in the protocol, and describe the 
nature of the pre-existing relationships needed to support it. 
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