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In this final main part of the course, we consider the issue of software
security.
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* |Introduction

We divide our discussion of this topic into three main parts. We start by
introducing the problem of insecure software, and explaining why it arises.
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Introduction

« The following are all essential for a secure
computer system:

— secure hardware;

— secure networks;

— security aware personnel; and
— good security management.

« Just as important is secure software.

As | hope | have convinced you in the previous parts of Y2760, the
following are all essential for a secure computer system:

* secure hardware;
* secure networks;
* security aware personnel; and
* good security management.
However, just as important is secure software.
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Background

« Computers are regularly subject to
significant security incidents arising from
vulnerabilities in software.

« Such vulnerabilities can arise from:
— design errors; and
— coding errors.

* These vulnerabilities ‘sit there’, waiting to
be exploited by worms and viruses.

Computer systems are regularly subject to significant security incidents
arising from vulnerabilities in software. Such vulnerabilities can arise from
both:

* design errors; and
* coding errors.

These vulnerabilities ‘sit there’, waiting to be exploited by worms and
viruses.

This does not imply that the world is full of either malicious or incompetent
programmers. However it does imply that if more attention was given to
the design of secure code, then many security failures could be avoided.
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Background

« Security vulnerability monitoring agencies, such
as CERT, regularly issue security advisories.

» Vast majority relate to ‘holes’ in software that
could have been prevented, and that can be
exploited by hackers or malicious coders.

» Exercise:

— Visit homepage of SANS centre at
http://www.sans.org/newsletters/risk/

to see how many vulnerability advisories posted in the

last month relate to software security issues.
5

Security vulnerability monitoring agencies, such as CERT, regularly issue
security advisories. The vast majority of these advisories relate to ‘holes’
in software that could have been prevented, and that can be exploited by
hackers or malicious coders.

As an exercise visit the homepage of the SANS centre at:
http://www.sans.org/newsletters/risk/

to see how many vulnerability advisories posted in the last month relate to
software security issues.
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Why so many vulnerabilities? |

Greater use of networking:

— The success of the Internet:

 provides greater connectivity between devices that
run software;

* means software is more widely exposed to a range
of threats from an increasing number of sources.

— Instead of one (benign) user with well-formed
input, software is exposed in an uncontrolled
network environment, with malicious users
supplying inappropriate input.

There are a variety of reasons for the huge number of software
vulnerabilities being found, reported and (we hope) fixed.

One reason is the ubiquitous use of networking technology. The success
of the Internet:

» provides greater connectivity between devices that run software;

» means that software is more widely exposed to a range of threats
from an increasing number of sources.

Instead of a single benign user providing the software with well-formed
input, software is exposed in an uncontrolled network environment, with
malicious users supplying inappropriate input.
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* Increasing size and complexity of systems
means that:

— information systems are harder to analyse for
security;

— errors are more likely to go unnoticed;

— comprehensive testing is more difficult, and
often impossible, to conduct.

A second reason for vulnerabilities is the increasing size and complexity of
systems. This complexity means that:

* information systems are harder to analyse for security;
* errors are more likely to go unnoticed;

» comprehensive testing is more difficult, and often impossible, to
conduct.
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« We expect greater flexibility from systems:

— Software designed for the internet is
extensible, allowing for additional features to
be “plugged in”;

— Web browsers can install additional code for
viewing or listening to multimedia;

— Running of mobile code is permitted;

— Security features may not adequately protect
the extended environment.

A third reason is that we expect greater flexibility from systems:

» software designed for the internet is extensible, allowing for
additional features to be “plugged in”;

* web browsers can install additional code for viewing or listening
to multimedia;

 running of mobile code is permitted;

» security features may not adequately protect the extended
environment.
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Why so many vulnerabilities? IV

 Lack of diversity in environment:

— as with environmental systems, this can be
dangerous (n.b. address space
randomisation);

— errors in Windows systems have a significant
impact on security and are not easily fixed;

— attacks on Windows may be seen as having a
greater payback (in both kudos and possible
criminal impact) than attacks on other
platforms.

A fourth reason is the lack of diversity in the computing environment — to a
first approximation, Windows is all there is:

» as with environmental systems, this lack of diversity can be
dangerous (Windows Vista and Windows 7 include measures
designed to increase diversity in internals, i.e. address space, of
running systems);

 errors in Windows systems have a significant impact on security
and are not easily fixed;

» attacks on Windows may be seen as having a greater payback
(in both kudos and possible criminal impact) than attacks on other
platforms.
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Why so many vulnerabilities? V

* Increasing market pressures:

— growing marketplace, with a high level of
competition among software vendors;

— commercial incentives geared to rushed
software production;

— not conducive to good design and careful,
thorough testing.

10

A fifth reason for the presence of vulnerabilities is the ever-increasing
market pressures on vendors:

* it is a growing marketplace, with a high level of competition
among software vendors;

e commercial incentives are geared towards rushed software
production;

» pressure to ship is not conducive to good design and careful,
thorough testing.

10
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Why so many vulnerabilities? VI

« Shortcomings in software development
processes:

— lack of awareness of causes of vulnerabilities
in developer community;

— lack of tools to support more secure software
development;

— competing pressures — e.g. inclusion of
runtime checks for buffer overflows impact on
software performance.

1"

A sixth reason for the existence of so many vulnerabilities are widespread
shortcomings in the software development processes:

« there is a lack of awareness of the causes of vulnerabilities amongst the
wider software developer community (hopefully this situation is changing,
e.g. security is now becoming a ‘standard part’ of a Computer Science
degree);

* historically there has been a lack of tools to support more secure
software development;

 there are competing pressures on software vendors relating to software
security — e.g. the inclusion of runtime checks for security issues such as
buffer overflows impact on software performance.
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Why do vulnerabilities matter?

« Historically, exploits of software
vulnerabilities relatively small scale, and
done primarily ‘for fun’ or prestige.

» Today, there is a huge and growing
criminal interest in exploiting
vulnerabilities, giving rise to large scale
criminal activities, e.g. involving spam,
phishing, botnets, identity fraud, etc.

12

Historically, exploits of software vulnerabilities were relatively small scale, and
done primarily ‘for fun’ or for prestige reasons.

Today, there is a huge and growing criminal interest in exploiting vulnerabilities,
giving rise to large scale criminal activities, e.g. involving spam, phishing, botnets,
identity fraud, etc.

12
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 Approaches
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We next consider possible ways in which the problems with software can

be addressed.

13
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» ‘Penetrate and patch’ is approach to
managing software vulnerabilities taken by
some major software vendors.

* |Involves releasing software into the
commercial market that is poorly designed
from a security perspective.

« Patches for downloading are released
when a security flaw is discovered.

14

‘Penetrate and patch’ is an approach to managing software vulnerabilities
taken by some major software vendors.

It involves releasing software into the commercial market that is poorly
designed from a security perspective. Patches for downloading by users
are released when a security flaw is discovered.

14
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Not a sound approach to security.

Should not be used routinely, but only as a
last resort.

If security is seriously considered at the
design stage, then, in principle at least,
there should not be a need for frequent
release of patches.

15

Penetrate and patch is not a sound approach to managing software
security. It should not be used routinely, but only as a last resort.

If security is seriously considered at the design stage, then, in principle at
least, there should not be a need for the frequent release of patches.

15
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« Some of the problems with this approach:

— Vulnerabilities must first be found:

— Hastily written patches may introduce new
vulnerabilities;

— No guarantee users will install patches;

— Lazy approach that essentially depends on
users doing the testing after release;

— Damaging to vendor’s reputation with users.

16

There are a number of significant problems with this approach:

* vulnerabilities must first be found;
* hastily written patches may introduce new vulnerabilities;
* there is no guarantee that users will install patches;

* this is a lazy approach that essentially depends on users doing
the testing after release;

* it is damaging to a vendor’s reputation with users.

16
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Penetrate and Patch |V

 However, despite the obvious
shortcomings (and despite improvements
in the robustness of software from some
vendors in recent years):

— all major commercial software appears to
need routine patching;

— this applies to both the open and closed
source communities.

17

However, despite the obvious shortcomings of this approach (and despite
improvements in the robustness of software from some vendors in recent years):

« all major commercial software appears to need routine patching;
« this applies to both the open and closed source communities.

This is despite the fact that organisations such as Microsoft have spent very large
sums trying to improve their development processes (and retrain their
development staff) to reduce the occurrence of vulnerabilities.

17
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The much quoted figures behind this graph come from a paper published
in IEEE Computer in 2000. The graph shown is abstracted from data in
this paper, and shows a typical intrusion pattern over time. The important
points in the timeline are disclosure of a vulnerability, release of a patch
and release of an attack script that allows attackers with little technical
background to exploit the vulnerability. The results clearly show the

problems with penetrate and patch.

18
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Open source v Closed source

« Open source software is

— developed in an collaborative manner, and
open to scrutiny;

— often not-for-profit and freely available.

« Examples of high profile initiatives include:
— Linux operating system;
— Gnu software suite.

19

Open source software is developed in an collaborative manner, and the
software is open to scrutiny. It is often developed on a not-for-profit basis
and is freely available.

Examples of high profile initiatives include the Linux operating system and
the Gnu software suite.

19
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Closed source software is not formally released for general scrutiny. The
source code is not publicly available — all that is released are executable
files containing machine code.

It may nevertheless be possible to ‘reverse engineer’ the executable back
to source code.

20



