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In this part of the course we consider the first of our security case studies.
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Background

« EMV is industry standard defining logical
and physical interfaces between payment
smart card and a merchant terminal.

« EMV is basis of ‘chip and PIN’, as
deployed worldwide.

« ‘EMV’ is derived from ‘Europay,
MasterCard and Visa’, the three payment
organisations who jointly produced the
specifications.

EMV is an industry standard defining the logical and physical interface between a
payment smart card and a merchant terminal. EMV is the basis of ‘chip and PIN’,
as deployed worldwide.

The name ‘EMV’ is derived from ‘Europay, MasterCard and Visa’, the three
payment organisations who jointly produced the specifications. Since the first
specifications were produced, Europay was swallowed up by MasterCard, but the
name EMV persists.
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Terminology

The bank that issues a credit (or debit) card is
the Issuing Bank for that card.

* The bank with which a merchant (e.g. a shop or
restaurant) has an arrangement to process card
transactions is the Acquiring Bank.

» The credit/debit card payment model is an
example of the Pull Payment Model, where the
vendor requests funds from his bank (the
Acquirer Bank), which in turn requests funds
from the Issuing Bank of the buyer.

The bank that issues a credit (or debit) card is the Issuing Bank for that card.
The bank with which a merchant, e.g. a shop or restaurant, has an arrangement
to process card transactions is the Acquiring Bank.

The credit/debit card payment model is an example of the Pull Payment Model,
where the vendor requests funds from his bank (the Acquirer Bank), which in turn
requests funds from the Issuing Bank of the buyer. The Issuing Bank then
includes all transactions on a bill provided to the cardholder.
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Authorisations

« Payment model for credit cards is an elaborated
version of the pull model.

* When card is offered for payment at a merchant,
decision first made whether ‘online authorisation’
is required, before any transaction is completed.

» This decision may be based on a ‘floor limit’.

« Authorisation involves an exchange of
messages between a merchant terminal (at the
seller) and the card issuer.

The payment model for credit cards is an elaborated version of the pull model.
When a card is offered (by a buyer B) for payment at a seller (referred to as a
merchant), a decision is first made whether or not an ‘online authorisation’ is
required, before any transaction is completed. This decision may be made by the
merchant based on a floor limit, or automatically by the merchant terminal (and/or
by the card, in the case of an EMV card). A floor limit is a merchant-specific limit,
where all transactions above this limit must be online authorised — such a limit
would be imposed by the card brand.

The online authorisation process involves an exchange of messages between a
merchant terminal and the card issuer (via a network provided by the card
brand).
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Role of card brand

« Each major card brand (MasterCard, Visa,
etc.) operates a payment network to which
all acquirer and issuing banks (for that
brand) are attached.

» All messages between acquiring and
issuing banks, e.g. for online
authorisations, pass through this network.

Each major card brand (MasterCard, Visa, etc.) operates a payment network to
which all acquirer and issuing banks (for that brand) are attached. All messages
between acquiring and issuing banks, e.g. for online authorisations, pass through
this network.
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Credit card model

Brand-specific payment
- network

7 Clear payment record -
Card issuing/ 8 Transferfunds  ~| % Acquiring
bank i i bank

3. Authorisation request

“.4. Authorisation response 4’

9a. Receive N . 6. Payment 9b. Receive
notification of e record | | notification of
transfer (bill or o o transfer (e.g.
account debit) 2. Authorisation | | 5. Authorisation account
request response credit)
Cardholder, A o adooee | Merchant, B

payment record

Note that the authorisation messages are labelled in a bold font. 6

The elaborated version of the pull model specific to credit card systems model involves the following steps:

1. Transfer of payment record: The cardholder, A, and merchant B create a credit card payment record
(e.g. a signed slip or an electronic payment record).

2. Authorisation request (B to acquirer): The merchant (or merchant terminal) submits an authorisation
request for this transaction to the Acquiring bank.

3. Authorisation request (acquirer to issuer): The acquiring bank forwards the authorisation request to the
appropriate issuing bank (using the brand network).

4. Authorisation response (issuer to acquirer): After making an authorisation decision, the issuing bank
sends the authorisation response back to the acquiring bank (using the brand network).

5. Authorisation response (acquirer to B): The acquiring bank forwards the authorisation response to the
merchant.

6. Submit payment record: If the authorisation response is positive, the transaction is now completed. The
merchant B, submits the payment record to B’s acquiring bank, to request the transfer of funds from A.
(This starts the pull of funds from A to B).

7. Clear payment record: The acquiring bank sends the payment record to the issuing bank for clearing,
using the brand network.

8. Transfer funds: The issuing bank, having verified the payment record (and also having checked that the
cardholder A has the necessary credit), transfers the requested funds from the account of A to the account
of B.

9a. Receive notification of transfer (buyer): The cardholder A is notified by A’s bank that the transfer has
occurred. This notification is part of a bill (requesting payment for the funds transferred).

9b. Receive notification of transfer (seller): The merchant B is notified by B’'s bank that the transfer has
occurred. This notification could simply occur as part of a routine account statement.

Note that steps 2-5 will not always be completed, depending on whether or not online authorisation is
necessary.

The brand-specific payment network provides connectivity and clearing/settlement services between all
participating banks.
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MOTO transactions

* In ‘conventional’ credit card transaction,
cardholder signs a payment slip or
completes EMV transaction using a PIN.

* Gives merchant evidence of transaction.

 However, in a MOTO (Mail Order,
Telephone Order) transaction, the
merchant gets no such evidence.

« E-commerce transactions are examples of
MOTO transactions. ,

Uni

In a ‘conventional’ credit card transaction, the cardholder is physically present
and signs a payment slip or completes an EMV transaction using his/her PIN.
This gives the merchant evidence of the transaction. However, in a MOTO (Mail
Order, Telephone Order) transaction, the merchant gets no such evidence. E-
commerce transactions are examples of MOTO transactions.
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Chargebacks

» After payment has been completed (and money
credited to a merchant’s account), cardholder
may dispute a transaction.

* Unless merchant can prove transaction was
valid (e.qg. if signature on payment slip matches
cardholder’s), transaction will be reversed (a
chargeback), and merchant will lose money.

» Merchant takes liability for disputed transactions.
» This is a major problem for MOTO transactions.

« If online authorisation is sought, the merchant
will typically be protected against chargebacks. .

After a payment has been completed (and money credited to a merchant’s
account), the cardholder may dispute a transaction. Unless the merchant can
prove the transaction was valid (e.g. if the signature on the payment slip matches
the cardholder signature), the transaction will be reversed (a chargeback), and
the merchant will lose the money. Il.e. the merchant takes liability for disputed
transactions. This is a major problem for MOTO transactions. If an online
authorisation is sought, the merchant will typically be protected against
chargebacks.
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Primary threats

* There are many security threats to the credit
card payment system, including:

— unauthorised card use (lost, borrowed or stolen
cards), including use of stolen card details for MOTO
transactions;

— use of fake cards (either a copy of a legitimate card or
an entirely bogus card);

transaction repudiation;
eavesdropping on transactions (loss of privacy);

— manipulation of transactions.

There are many security threats to the credit card payment system, including:

» unauthorised card use (lost, borrowed or stolen cards), including use of stolen
card details for MOTO transactions;

 use of fake cards (either a copy of a legitimate card or an entirely bogus card);
* transaction repudiation (possibly leading to unfair chargebacks);

» eavesdropping on transactions (loss of privacy);

* manipulation of transactions.

All these threats can potentially cause serious financial loss. The party who
actually bears a loss is determined by the brand rules, to which all issuing and
acquiring banks must sign up.

Note that we do not consider threats to the banks. There are many such threats
— however, these threats are a more general issue, and are something that would
arise independently of the particular payment system.
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Secondary threats

« Also mention other threats which can help
enable primary threats:

— loss of card number confidentiality (helps card
cloning and misuse of card details);

— manipulation of data transfers, e.g. between
merchant and acquirer or between acquirer
and issuer (helps transaction manipulation).

10

We also need to mention other threats which can help enable primary threats.
These include:

* loss of card number confidentiality (helps card cloning and misuse of card
details);

* manipulation of data transfers, e.g. between merchant and acquirer or between
acquirer and issuer (helps transaction manipulation).

10
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Countermeasures |

« Countermeasures to unauthorised card
use include:
— use of handwritten signatures;
— CVC values (3-digit value on back of card);

— online authorisations (only helps for reported
stolen cards);

— use of PIN (in EMV cards).

1"

Countermeasures to unauthorised card use include:
 use of handwritten signatures;

» Cardholder Verification Code (CVC) values, the 3-digit value on the back of all
modern cards;

« online authorisations (this only helps after the theft of a card has been reported
to the card issuer);

» use of PIN (in EMV cards).

11
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Countermeasures |l

« Countermeasures to card cloning
include:
— use of holograms on cards;
— CVC values (value on magnetic stripe);

— online authorisations (detect completely false
cards, and if clone already known about);

— card-based cryptogram generation and card
authentication (in EMV cards).

12

Countermeasures to card cloning include:
 use of holograms on cards;
» CVC values (the separate value on the card’s magnetic stripe);

 online authorisations (these will detect completely false cards and clones, if the
existence of the clone already known about);

» card-based cryptogram generation and card authentication (in EMV cards).
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Countermeasures I

 Countermeasures to transaction
repudiation include:

— use of handwritten signatures;
— use of PIN (in EMV).

13

Countermeasures to transaction repudiation include:
 use of handwritten signatures;
» use of PIN (in EMV).

13
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Countermeasures 1V

« Countermeasures to eavesdropping on
transactions include:

— of cryptographic protection for data transfer
between merchant and acquirer, and between
banks across brand network.

« However, this threat is not always deemed
a major issue, since eavesdropping at
merchant premises is difficult to address.

14

Countermeasures to eavesdropping on transactions include:

» use of cryptographic protection for transfer of data between merchant and
acquirer, and between banks across the brand network.

However, it appears this this threat is not always considered a major issue, since
eavesdropping at merchant premises is very difficult to address.
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Countermeasures V

« Countermeasures to manipulation of
transactions include:
— cryptographic protection for transfer of data

banks across the brand network.

between merchant and acquirer, and between

15

Countermeasures to manipulation of transactions include:

» use of cryptographic protection for transfer of data between merchant and

acquirer, and between banks across the brand network.

15
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PKIs

Public Key Infrastructure (PKI) is a means
of reliably distributing public keys for use
with asymmetric cryptography.

PKI typically involves Certification
Authorities (CAs) generating (digitally
signing) public key certificates.

Use of PKI requires certificate verifier to
have a trusted copy of the appropriate CA
public key.

University of London

16

As discussed in part 2 of this course, a Public Key Infrastructure (PKI) is simply a
means of reliably distributing public keys for use with asymmetric cryptography.
A PKI typically involves one or more Certification Authorities (CAs) generating
and distributing public key certificates. Use of a PKI requires the verifier of a
certificate to have a trusted copy of the appropriate CA public key, and also a
means of recognising the security policy in force.

16
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Open and closed PKls

* For the purposes of this part of

Y2760/CS3760:

— closed PKl is designed for a single purpose,
and operated under a single policy agreed by
all parties;

— open PKl is designed for general use, and in

which certificates may be issued and used
under a number of different policies.

17

For the purposes of this part of 1Y2760/CS3760:

» a closed PKI is one designed for a single purpose, and operated under a single
policy agreed by all parties;

» an open PKI is one designed for general use, and in which certificates may be
issued and used under a number of different policies.
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Closed PKIls are now used for a host of different purposes. Companies have
internal closed PKIs for internal company security. EMV uses a closed PKI.

Closed PKIls do not need to conform to general purpose PKI standards, such as
X.509, since interoperation is not necessary. The EMV PKI uses a special
certificate format to minimise the size of certificates. This is necessary since
EMV certificates are stored on, and exported from, smart cards, an important
issue given the very low data transfer rate offered by the standard smart card
interface.

18



