
In this part of the course we consider the second of our security case

studies.

IY2760/CS3760:  Case Study 2: Web security

studies.
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We start by introducing the web and its key components.
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The World Wide Web (or just the web) is essentially a means of providing access
to data across the Internet in a way that hides most of the complexity. In
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to data across the Internet in a way that hides most of the complexity. In
technical terms it does not do much more than the simple file transfer protocol
FTP.

However, the combination of transparency and hyperlinks enable the construction
of the enormously complex web we have today.
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The two key elements of the web are web browsers and web servers.
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A web browser is a programme that provides a means of viewing information

provided by web servers connected to the Internet.
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The web protocol, i.e. the set of rules by which data is transferred between web
browsers and web servers, is called HTTP, for hypertext transfer protocol.
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browsers and web servers, is called HTTP, for hypertext transfer protocol.

This is a very simple ‘request/reply’ protocol running over TCP (the Transmission
Control Protocol).

Requests are directed from a web browser to a resource at a specific address.
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URIs (Universal Resource Identifiers) are means of identifying network

resources, i.e. they are the addresses used by HTTP. A URI is either a URL
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resources, i.e. they are the addresses used by HTTP. A URI is either a URL

(Uniform Resource Locator) or a Name (URN).

The syntax for URLs is defined in RFCs 1738 and 1808.

A URL looks like:

http://<host><path>

�where <host> is an Internet host name or an IP address.
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When a web server receives a request, it responds with information (a ‘web

page’) in a language called HTML (hypertext markup language).
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page’) in a language called HTML (hypertext markup language).

An HTML file is essentially a text file containing a series of ‘markup tags’

instructing the recipient how to display the text.

A tag may also include a URI for a different web page, and the browser will

display this as a hyperlink.
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Some of the most fundamental web-related specifications are IETF RFCs

(requests for comments).
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(requests for comments).

Much of the standardisation work originally performed by the IETF has been

taken over by the W3C (World Wide Web Consortium), a more recently

established forum that develops and publishes web specifications.
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We next look in greater detail at HTTP and HTML.
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There are two main versions of HTTP: Version 1.0 (HTTP/1.0 defined in RFC

1945) and version 1.1 (HTTP/1.1 defined in RFC 2616).
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1945) and version 1.1 (HTTP/1.1 defined in RFC 2616).

HTTP is an application-level protocol.

The fundamental unit of HTTP communication is a message (which is a

structured sequence of bytes).
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HTTP is a request /response protocol – that is, a user agent (typically a web
browser on a PC) sends a request, and a remote server sends a response to that
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browser on a PC) sends a request, and a remote server sends a response to that
request.

The request consists of:

• a request method,

• a URI,

• a protocol version number, and

• a MIME-like message containing request modifiers (parameters), client
information, and (possibly) content of some kind. [See the next slide for more
about MIME.]
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MIME stands for Multipurpose Internet Mail Extensions, and is defined in RFC

1521.
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1521.

It enables a single Internet mail message to have multiple parts, such as

attachments. This is necessary since the Internet mail system only allows a

message to have a single body.

It is the commonly used format for emails with attachments.
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A server response consists of:
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• a status line, including the protocol version number, and a success/error code,

and

• a MIME-like message, containing server information, content meta-information

(headers), and content.

The content will typically be written in HTML.
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The latest versions of HTML are HTML 4.01 and XHTML 1.1. The replacement

version, known as HTML5, is still under development.
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version, known as HTML5, is still under development.

HTML 4.01 is a W3C recommendation from 1999. (HTML 2.0 was published as

RFC 1866).

XHTML is a reformulation of HTML in XML 1.0 (the latest version was published

by W3C in July 2008).
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An HTML document is divided into:
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a head section (between <head> and </head>) and

a body (between <bosy> and </body>).

The title appears in the head (along with other information about the document),
and the content appears in the body.

The body will typically contain paragraphs, marked up with <p> … </p>.
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SGML (Standard Generalized Markup Language) was published as an
international standard, ISO 8879, in 1986.
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international standard, ISO 8879, in 1986.

SGML is a system for defining markup languages.

Authors mark up their documents by representing structural, presentational, and
semantic information alongside content.

HTML is one example of a markup language.
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A markup language defined in SGML is called an SGML application.
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An SGML application is characterised by:

• an SGML declaration that specifies which characters and delimiters may

appear;

• a document type definition (DTD) that defines the syntax of markup constructs;

• a specification that describes the semantics of the markup;

• document instances containing data (content) and markup.
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The Extensible Markup Language (XML) is a subset of SGML.
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The goal of its designers was to enable generic SGML to be served, received,

and processed on the web in the same way as is possible with HTML.

XML has been designed for ease of implementation and for interoperability with

both SGML and HTML.
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Writing in HTML is simple. The easiest way is to use a tool which automatically
produces correct HTML syntax (i.e. which adds the correct tags).
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produces correct HTML syntax (i.e. which adds the correct tags).
However, because HTML is essentially plain text plus tags, directly editing simple
HTML pages is very straightforward (particularly if you have a few examples to
work from).

19


