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This part of the course will address the following topics.

IY5512:  Part 6

• Introduce the notion of, and the need for, an access control system.

• Introduce Access Control Lists (ACLs) and capabilities.

• Consider information flow policies and the Bell-LaPadula model.

• Describe the operation and properties of Role-Based Access Control (RBAC).

2



IY5512:  Part 6

3



Suppose that a human being wants to access a protected resource on a

computer.computer.

• How should we decide whether that user is allowed to use the resource?

• What do we need to know about the user?

• What do we need to know about the resource?

• How might we prevent the user from using the resource?
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In the real world we can add mechanisms to systems to prevent unauthorised

access to sensitive resources. For example, we can add:access to sensitive resources. For example, we can add:

• locks, i.e. physical means to deny access to resources;

• guards, i.e. entities with the power to deny access to resources.

How do you gain access to protected resources if such measures are in place?

• A lock is opened using a key, and hence keys need to be distributed to users.

• A guard will only allow grant certain people access, and hence guards need be

given a list of trusted (authorised) users.

These two notions mirror two fundamental ways of controlling access to

resources in computer systems.
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In a computer system, the following issues need to be addressed:

• How do we control which people can use the computer system?

• How do we control which programs a user can run?

• How do we control which resources a process can access?

• How do we protect processes that share computer resources from each other?
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The following techniques can be used to help control access to resources:

• Authentication – corroborates (verifies) the identities of users (as discussed in
the previous section).

• Access control (authorisation) – limits access to programs and resources to
those authorised to have access.

• Memory protection – a segmented virtual memory model prevents a process
reading or overwriting memory used by other processes.

7



We use the following terminology. There are three fundamental types of entity in

an access control system:an access control system:

• Subjects – active entities that wish to access resources (subjects), e.g.

processes or threads.

• Objects – resources which subjects may wish to access, e.g. files, directories,

printers, sockets, networks, …

• Principals – entities that represent a human user. (We can think of them as

the users although, of course, users are not part of the computer system).
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The trusted computing base (TCB) is made up of all the protection
mechanisms within a computer system, including hardware, firmware andmechanisms within a computer system, including hardware, firmware and
software.

The TCB is responsible for enforcing security (in the form of an implicit or explicit
security policy). The ability of the TCB to correctly enforce a security policy
depends on the mechanisms within the TCB and on the correct configuration of
the TCB by administrators. Clearly, poor software implementation and poor
configuration can fatally compromise security.
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The reference monitor is an abstract concept used to describe the functionality
that mediates all access requests by subjects. That is, the reference monitor is
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that mediates all access requests by subjects. That is, the reference monitor is
the part of a system responsible for authorisation checks.

The security kernel consists of all the hardware, firmware and software
elements of a TCB that are responsible for implementing the reference monitor.
The security kernel must mediate all accesses, be protected from modification,
and (ideally) be verifiable as correct.



Authorisation (access control) depends on robust user authentication.

The decision to grant an access request made by a process is based on the
security context of the process. The security context is inherited from the user
that initiated the process. The security context of a user usually identifies the
user and any security groups to which the user belongs.

Hence if the authentication process is broken, then the access control system is
also effectively broken.
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Access control is a generic term for the process(es) by which a computer system
controls the interaction between users and system resources.controls the interaction between users and system resources.

An access control system may implement (part of) a specific security policy. This
policy may be determined by both organisational requirements and statutory
requirements (e.g. covering personally identifiable information (PII), such as
medical records).

Policy requirements relevant to access control include confidentiality (restrictions
on read access) and integrity (restrictions on write access).
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An access control system prevents users from having unlimited access to

system resources, and helps to limit the access of unauthorised users thatsystem resources, and helps to limit the access of unauthorised users that

manage to break in.

Access control is not required if access to resources does not need to be

constrained. Early stand-alone PCs (DOS, Windows 95) could not (and arguably

did not need to) enforce access control.
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A high-level view of an access control system involves a user (actually, a process

acting on behalf of a user) requesting access (read, write, print, etc.) to aacting on behalf of a user) requesting access (read, write, print, etc.) to a

resource in the computer system. The reference monitor establishes the validity

of the request, and returns a decision either granting or denying access to the

process.
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In a paper-based office, certain documents should only be read by certain
individuals.individuals.

We could implement security by storing documents in filing cabinets and only
issuing keys to the relevant individuals for the appropriate cabinets.

The reference monitor then corresponds to the set of (locked) filing cabinets. An
access request (an attempt to open a filing cabinet) is granted if the key fits the
lock (and denied otherwise).
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Consider a night club for which access to the club is restricted to members.

Can implement security by employing a bouncer and providing the bouncer with a
membership list.

The reference monitor is the combination of the security guard and the
membership list.

An access request is granted only if the client can prove his/her identity
(authentication), and the client is on the membership list.
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A further analogy is provided by a football match. Entry to the match is allowed if

a ticket has been purchased and is presented at the match. Seat quality isa ticket has been purchased and is presented at the match. Seat quality is

determined by price of ticket.

Distributed web services are beginning to adopt this kind of model. A

(cryptographically protected) ‘ticket’ is used to prove that a user is entitled to

access a service. The ‘ticket’ (e.g. a SAML token) includes information that is

used by the service to determine what access the user should have.
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There are two fundamental modes of interaction between a subject and an
object, namely Observe and Alter .object, namely Observe and Alter .

Accessing an object can be regarded as initiating a flow of information.

• A subject may observe (read) an object. In this case information flows from the
object to the subject.

• A subject may alter (write to) an object. In this case information flows from the
subject to the object.
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