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Objectives |

This part of the course covers:
— basic security features of Windows;

— uses and features of Active Directory and its
importance to security in Windows;

— authentication and access control
mechanisms in Windows.

We look at security from perspective of a
managed domain of Windows machines.

This (final) part of the course covers:
« the basic security features of Windows;

» the uses and features of Active Directory, and its importance to security in
Windows;

« the authentication and access control mechanisms provided in Windows.

We look at security from the perspective of a managed domain of Windows
machines, i.e. we focus primarily on the security issues that apply within an
organisation that wishes to manage a networked collection of PCs.
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Objectives I

* Focus on Active Directory, authentication and
access control.

— Active Directory is a repository for information on
objects in Windows, including security attributes;

— discretionary access control has been a feature of
Windows for a number of years;

— Active Directory provides support for fine-grained
access control within a domain.
» Windows security is a huge topic; hence many
features receive little attention:
— only an overview of security management and audit;
— will not cover Microsoft PKI or Network Security.

We focus on Active Directory, authentication and access control, key elements for
managing security in an organisation.

 Active Directory is a repository for information on objects in Windows, including
security attributes;

» a full-featured discretionary access control system has been a feature of
Windows for a number of years;

» Active Directory provides support for fine-grained access control within a
domain.

Windows security is a huge topic, and hence some features receive little or no
attention:

* we only give a brief overview of security management and audit;
» we will not cover the Microsoft PKI or Network Security.



lY5512: Part 7b

Royal Holloway Information Security Group

Agenda

* Introduction
* Active directory

 Domains

* Windows subjects and objects
» Access rights

* Authentication

* Access control

« Security management

» Resources

We start by reviewing the key components supporting security in Windows.
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Windows operating systems

* Windows 7 is part of the Windows NT family of
operating systems (including 2000, Vista, and 7).

* NT family differs considerably from older
versions (including Win 95, 98 and ME).

* NT family designed with security in mind:

— file system (NTFS) supports discretionary access
control using ACLs (unlike FAT in DOS);

— each process has own private address space,
preventing other (user mode) processes from
corrupting it (unlike Windows 95).

Windows 7 and Windows Server 2008 are part of the Windows NT family of
operating systems (including 2000, Vista, and 7 and the Windows Server family).

The Windows NT family differs considerably from older versions (including Win
95, 98 and ME).

Notably, the Windows NT family has been designed with security in mind:

* its file system (NTFS) supports discretionary access control in the form of ACLs
(unlike the FAT file system used in DOS);

» each process has its own private address space, so preventing other (user
mode) processes from corrupting it (unlike in Windows 95 and previous systems).
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Windows

* Windows is a 32-bit, virtual memory operating
system (64-bit version also exists):
— runs on multiple hardware platforms.

» Designed with security in mind:

— has achieved EAL (evaluation assurance level) 4
Common Criteria rating for access control,

— incorporates Active Directory, providing powerful
authentication, access control, security management
and audit facilities.

* Windows uses object-oriented programming
concepts; has object-based access control. 6

Windows is a 32-bit, virtual memory operating system that runs on multiple
hardware platforms. A 64-bit version also exists, but the differences are not
discussed in this course.

It has been designed with security in mind:

* it has achieved an EAL (evaluation assurance level) 4 Common Criteria rating
for access control;

* it incorporates Active Directory, providing powerful authentication, access
control, security management and audit facilities.

Windows uses object-oriented programming concepts, and has an object-based
access control model.
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Domains

« Stand-alone Windows machines typically
administered by their users.

* In an organisation, more managed approach
needed.

* Windows uses domains to provide single sign-
on and centralised security management.

* |In a domain, a server acts as domain
controller.

* Focus here on security as applied to domains.

Stand-alone Windows machines are typically administered by their users.
However, in an organisation, a more managed approach is usually needed.

Windows uses the notion of domains to provide single sign-on and centralised
security management functions. Within a domain, at least one server acts as
domain controller.

The focus in this course is on Windows security as applied to domains.
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Windows security goals

» Windows security objectives include:
— single sign-on in the enterprise;
— integrated security services;
— delegation and scalability of administration;
— strong authentication;
— standards-based protocols for interoperability;
— auditing services.

The security objectives of Windows include:

* single sign-on in the enterprise;

* integrated security services;

 delegation and scalability of administration;

* strong authentication;

» standards-based protocols for interoperability;
 auditing services.
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Windows security features

 Active directory stores information about
subjects and objects.

« Kerberos authentication supports single
sign-on within a domain ‘forest’.

« Security reference monitor (SRM)
decides whether to grant access requests.

* Object manager enforces decision of
SRM, and mediates access to all objects.

Active directory stores information about all subjects and objects using object-
based technology.

The Kerberos authentication protocol supports single sign-on within a domain
‘forest’.

The Security reference monitor (SRM) decides whether or not to grant an
access request.

The Object manager enforces the decisions of the SRM, and mediates access
to all objects.
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Windows memory model

« 32-bit Windows uses a virtual memory system
based on a linear 32-bit (4GB) address space:

— lower half of address space (addresses in range
0x00000000 to Ox7FFFFFFF) allocated to user mode
processes;

— upper half (0x80000000 to OxFFFFFFFF) is protected
and allocated to privileged mode processes and
memory resident parts of the core.

« Windows also uses paging in order to increase
memory space available to processes.

10

32-bit Windows implements a virtual memory system based on a linear 32-bit
(4GB) address space:

 the lower half of this address space (addresses in the range 0x00000000 to
Ox7FFFFFFF) is allocated to user mode processes;

» the upper half of the address space (0x80000000 to OxXFFFFFFFF) is
protected, and is allocated to privileged mode processes and memory resident
parts of the core.

Windows also uses paging in order to increase the size of the memory space that
is available to processes.

10
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Windows privilege levels

« Application code runs in user mode
(privilege level 3 on Intel processors).

» Operating system code runs in kernel
mode (privilege 0).

* Process in kernel mode has full access to
system memory and CPU instructions.

* |f user mode application calls OS service,
processor switches calling process to
kernel mode (if calling process permitted).,,

Application code runs in user mode (privilege level 3 on Intel processors).
The operating system code runs in kernel mode (privilege 0).

When a process runs in kernel mode it has full access to system memory
and to the full set of CPU instructions.

When a user mode application calls an OS service, the processor traps the
call and switches the calling process to kernel mode (if the calling process
IS permitted to do so).

11
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Architectural overview
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The diagram provides a simplified overview of the architecture of Windows,
showing which tasks run in system (kernel) mode and which run in user mode.
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Windows architecture

* Based on the MACH operating system
developed at Carnegie-Mellon University.

* Micro-kernel design minimises size of the kernel
by placing most OS functionality in user mode
server processes.

» Kernel exposes a set of functions (the API) for
use by server processes.

« Server processes (subsystems) call kernel
functions via this APl and expose their own API

to users and applications.
13

Windows is based on the MACH operating system developed at Carnegie-Mellon
University.

The micro-kernel design minimises the size of the kernel by placing most OS
functionality in user mode server processes;

The kernel exposes a set of functions that can be used by the server processes.
This set of functions is called an API (application programming interface)

Server processes (called subsystems in Windows) call kernel functions via this
API and expose their own API to users and applications.

13
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Windows core

* Windows core is layered and has 3 components:

— hardware abstraction layer (HAL):
* isolates kernel and executive from platform specific details;
» presents uniform model of I/O hardware interface to drivers.
— kernel calls HAL, and does low level OS functions:
* thread scheduling;
* interrupt and exception dispatching;
* multiprocessor synchronisation.
— executive:
» performs higher level operating system functions;
 can call kernel functions.

» Each part of the core runs in kernel mode. 14

The Windows core has a layered architecture, and contains three different
components:

 the hardware abstraction layer (HAL):
« isolates kernel and executive from platform specific details;
 presents uniform model of /0O hardware interface to drivers.

» the kernel can call HAL functions, and performs low level operating system
functions:

* thread scheduling;
* interrupt and exception dispatching;
* multiprocessor synchronisation.
* the executive:
» performs higher level operating system functions;
« can call kernel functions.
Each part of the core runs in kernel mode.

14
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Windows executive

* Provides generic operating system
functions:
— creating/deleting processes and threads;
— memory management;
- 1/0;
— inter-process communication;
— security;
— executes in kernel mode.

 The APl is not documented and is
accessed indirectly via subsystem APIs. |,

The Windows executive provides generic operating system functions:

« creating/deleting processes and threads;

* memory management;

* input/output (1/0);

* interprocess communication;

e security;

» executes in kernel mode.

The APl is not documented and is accessed indirectly via subsystem APIs.

15
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A device driver is a kernel module that act as an interface between the 1/0O
manager and a specific hardware component. Drivers call HAL functions to
interface with the hardware.

In Windows (as in UNIX) device driver code uses the kernel mode protected
memory space:

» any OS component or device driver can potentially corrupt data being used by
other OS components;

« third party device drivers run in kernel mode and have access to all operating
system data;

» Windows uses driver signing to help protect unsuspecting users from malicious
device drivers;

« driver signing forms part of the local security policy that is stored in the local
security authority of a Windows machine.

16



