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1 Introduction 
Use of the cloud for a wide variety of data processing purposes is undoubtedly a major growth area, 

with many potential advantages for users in terms of reduced costs and simple and quick access to 

processing resources.  However, problems potentially arise when cloud services are used to process 

personal data or, more precisely, Personally Identifiable Information (PII).  In particular, whilst the 

data processing is outsourced, the legal obligations with respect to PII protection remain with the 

client of the cloud service.  That is, the user of cloud services will have to ensure that the cloud 

service respects the legal obligations associated with the storage, management and processing of 

the PII which it submits for processing. 

Since it is hard to imagine an organisation that does not hold a certain amount of PII, e.g. relating to 

its employees, this is likely to be a potential obstacle to almost any organisation wishing to 

outsource its data processing to the cloud.  To ensure that it is not in breach of its legal obligations, 

an organisation will need to determine which cloud service providers will process PII appropriately. 

One possible solution to this problem would be an auditable standard for cloud service providers 

which process PII.  An auditor could verify whether a cloud provider meets the requirements of the 

standard and, if satisfied, it could issue a compliance certificate.  This certificate could then be used 

both as a marketing tool for the cloud provider and as a simple way for a client to verify that a 

provider will meet their legal and regulatory obligations with respect to PII processing.  Indeed, 

audited compliance to such a standard could be written into the contract for cloud service provision 

agreed between the cloud client and service provider. 

The main focus of this article is an emerging international standard, ISO/IEC 27018 [7], which is 

intended to become just such a standard.  As such, it is hoped that ISO/IEC 27018 will solve a key 

problem for the cloud industry. 

2 Meeting a business need 
We next explore in a little more detail the need for such a standard.  We first introduce some 

terminology.  PII can be formally defined as any information that (a) can be used to identify the PII 

principal to whom such information relates, or (b) is or might be directly or indirectly linked to a PII 

principal.  As implied above, a PII principal (or data subject in some jurisdictions) is simply the person 

to whom the PII relates. 

We are concerned here with the needs of organisations acting as PII controllers.  A PII controller (or 

data controller in some jurisdictions) is a person who, either alone or jointly or in common with 



other persons, determines the purposes for which and the manner in which any personal data are, 

or are to be, processed.  We suppose that a PII controller 
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relationship of the PII processor to a public cloud service provider acting as a PII processor is shown 

in Figure 2. 

Figure 2:  Relationship of PII controller to cloud PII
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6 Origins of ISO/IEC 27018 protection controls
Prior to producing the first draft of ISO/IEC 27018, an extensive analysis was performed

law relevant to third party processing of PII.  The main result of this analysis was a set of 70 controls, 

which were documented in the original proposal for a new work item

covered by the existing set of controls 

ISO/IEC 27018 [6]. 

Subsequently, the European Union published an important review of cloud computing privacy issues 

[1].  These were carefully analysed, along with other published opinions, and used to derive a 

number of additional controls which were included in the current (second) Working Draft of ISO/I

27018 [7]. 
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To participate in the development of ISO/IEC 27018 please consider joining the work on SC 27/WG 5, 

via your national standards body.  As the editor of ISO/IEC 27018 I am always happy to provide 

information and answer questions – please contact me at me@chrismitchell.net. 
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