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Mobile devices 

ÅA wide range of mobile devices are in use: 

(smart)phones, media players, tablets, 

notebook PCs, ... 

ÅThese devices are typically network-

connected for most of the time they are 

switched on. 

ÅThis poses a well-known (if not well-

understood) threat from cybercriminals. 
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We all know about mobile devices ... 
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But these are mobile too 
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More mobile devices 

ÅApart from the óobviousô mobile devices, a 

growing number of everyday objects are 

also óalways/often connectedô, including: 

ïcars and lorries/trucks; 

ïRFID tags (embedded in all sorts of devices); 

ïpayment cards (chip/proximity); 

ïelectronic key fobs; 

ïpublic transport; ... 

ÅThese are just the mobile devices. 
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Cybercrime and security 

ÅTraditional mobile devices (phones, PCs, 

etc.) have been the main focus of security 

and privacy concerns. 

ÅWhilst there are very major issues for such 

systems: 

ïperhaps other devices pose an even greater 

threat? 

ïmaybe the possibilities for crime (and 

countermeasures) have not been properly 

thought through? 8 
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Case studies 

ÅIn this presentation, the main cyber threats 

to mobile devices are reviewed. 

ÅWe then look at how these threats apply to 

some of the less well-studied classes of 

mobile device. 

ÅThe news is not always good ... 
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Ubiquitous computing 

ÅOne reason for the problems we have, is that 

systems have evolved piecemeal: 

ïthere is no overall security architecture for mobile 

devices. 

ÅAs with all IT products, the pressure to release 

the latest innovation always beats the need for 

security. 

ÅSystems are interconnected because we ómight 

as wellô, without thought about the possible 

consequences. 
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Threats 

ÅKey threat classes for mobile devices: 

ïcommunications-based: 

Åaccess network impersonation; 

Åmobile device impersonation; 

Åman-in-the-middle attacks (active/passive); 

ïsystem-based: 

Åsoftware vulnerabilities; 

Åside channel attacks; 

Åsocial engineering attacks (including malicious 

apps.). 
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Cybercrime goals 

ÅThe cybercriminal may have many different 

objectives: 

ïhardware theft; 

ïinformation theft; 

ïdenial of service/sabotage; 

ï... 

ÅDifficult to enumerate all ways a criminal might 

seek to gain ï where does criminality end and 

terrorism begin? 

ÅSo only solution is to look at all security issues. 
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Security measures 

ÅOn the network: 

ïauthentication (of network to device and device to 

network); 

ïsecure channel establishment. 

ÅWithin the system: 

ïsoftware design (reduce patching of vulnerabilities); 

ïreduce attack surface (reduce impact of vulnerabilities); 

ïhardware/firmware design (reduce risk of side channel 

attacks); 

ïuser interface design; 

ïuser education regarding threats. 14 
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How are we doing? 

ÅNot very well ... 

ïNetwork security: 

Åsecurity measures very patchily applied (deploy 

first and then make secure later); 

Åquick and dirty solutions often prove ineffective 

(many unpatched vulnerabilities known). 

ïSystem security: 

Åfirst mobile virus reported in 2004; 

Åhuge numbers of vulnerabilities recently reported 

in Android systems. 
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Network access security 

ÅNetwork access protocols offer very limited 

security (device authentication of network is 

sometimes non-existent). 

ÅCan give rise to: 

ïófake networkô attacks (GSM, 802.11, ...); 

ïcompromised access points (either by software or 

hardware attack). 

ÅThe technology for fake access points is 

readily available (Airsnarf etc., around 

since early 2000s) ï see ... 
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Communication security 

ÅPair-wise device authentication is 

sometimes not robust. 

ÅMethods used to protect channels are 

known to have major vulnerabilities. 

ÅApart from poor security fundamentals, 

privacy is a major issue ï device tracking 

is far too simple. 
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Crypto attacks 

ÅAttacks against the crypto-algorithms 

employed in widely used networks 

continue to be published. 

ÅWEP (the first suite of algorithms for Wi-Fi) 

was quickly broken; the replacement suite 

(WPA) has also been attacked. 

ÅThis is not an issue about availability of 

technology ï it is about cost pressures 

trumping security requirements. 
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More crypto attacks 

ÅA wide range of attacks have been 

demonstrated against GSM cryptography. 

ÅNot so surprising ï GSM is 25 years old. 

ÅHowever, this is not all ancient history ï a 

very recent announcement from Ruhr 

University Bochum (work led by Christof 

Paar and Thorsten Holz) shows that 

satellite phones are not immune from 

simple crypto attacks ...  
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System security 

ÅOld news: 

ïThe Register (12/2/07) reported: 

Å3G malware attacks in mobile networks have reached a new 

high, according to McAfee. 

Å83% of mobile operators were hit by mobile device infections 

in 2006, according to analyst group Informa. The number of 

reported security incidents in 2006 was more than five times 

as high as in 2005. 

Å200 strains of mobile malware discovered. 

ÅItôs getting worse, as more recent reports show 

... 
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