Royal Holloway Information Security Group

The cybercrime threat on
mobile devices

Chris Mitchell
Royal Holloway, University of London
www.chrismitchell.net



http://www.chrismitchell.net/

Royal Holloway Information Security Group

S

Agenda

Introduction T mobile devices
The security landscape
The problem 1T case studies

. The way forward
. Concluding remarks



Royal Holloway Information Security Group

Agenda

1. Introduction i mobile devices




Royal Holloway Information Security Group

Mobile devices

A A wide range of mobile devices are in use:
(smart)phones, media players, tablets,
notebook PCs, ...

A These devices are typically network-
connected for most of the time they are

SWitC
A This

ned on.

noses a well-known (if not well-

understood) threat from cybercriminals.
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But these are mobile too
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More mobile devices

AApart from the dobvi c
growing number of everyday objects are
al so oal ways/ often cc¢

I cars and lorries/trucks;

I RFID tags (embedded in all sorts of devices);
I payment cards (chip/proximity);

| electronic key fobs;

I public transport; ...

A These are just the mobile devices.
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Cybercrime and security

A Traditional mobile devices (phones, PCs,
etc.) have been the main focus of security
and privacy concerns.

A Whilst there are very major issues for such
systems:

| perhaps other devices pose an even greater
threat?

I maybe the possibilities for crime (and
countermeasures) have not been properly
thought through? 8
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Case studies

A In this presentation, the main cyber threats
to mobile devices are reviewed.

A We then look at how these threats apply to
some of the less well-studied classes of
mobile device.

A The news is not always good ...
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Ubiquitous computing

A One reason for the problems we have, is that
systems have evolved piecemeal.

I there is no overall security architecture for mobile
devices.

A As with all IT products, the pressure to release
the latest innovation always beats the need for

security.
ASystems are interconnec!
as well 6, without thougl

consequences.

10
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Agenda

2. The security landscape
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Threats

A Key threat classes for mobile devices:

I communications-based:
Aaccess network impersonation;
Amobile device impersonation;
Aman-in-the-middle attacks (active/passive);

I system-based:
A software vulnerabilities:

Aside channel attacks:

Asocial engineering attacks (including malicious
apps.).

12
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Cybercrime goals

A The cybercriminal may have many different
objectives:
I hardware theft;
I Information theft;
I denial of service/sabotage;
I ...
A Difficult to enumerate all ways a criminal might
seek to gain i where does criminality end and
terrorism begin?

A So only solution is to look at all security issues.

13
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Security measures

A On the network:

authentication (of network to device and device to
network);

secure channel establishment.

A Wlthln the system:

" software design (reduce patching of vulnerabilities);
reduce attack surface (reduce impact of vulnerabilities);

hardware/firmware design (reduce risk of side channel
attacks);

user interface design;
user education regarding threats. 14
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How are we doing?

A Not very well ...

I Network security:

Asecurity measures very patchily applied (deploy
first and then make secure later);

Aquick and dirty solutions often prove ineffective
(many unpatched vulnerabilities known).
| System security:
Afirst mobile virus reported in 2004;

Ahuge numbers of vulnerabilities recently reported
In Android systems.
15
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Network access security

A Network access protocols offer very limited
security (device authentication of network is
sometimes non-existent).

A Can give rise to:
iofake networko attacks (GS

I compromised access points (either by software or
hardware attack).

A The technology for fake access points is
readily available (Airsnarf etc., around
since early 2000s) 1 see ...

16
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(Guardian (UK) Via Acquire Media NewsEdge) Millions of smartphone users
and BT customers who use Wi-Fi wireless internet "hotspot” connections in
public are vulnerable to fraud and identity theft, a Guardian investigation
has established.

In tests conducted with volunteers - to avoid breaching telecommunications
and computer misuse laws - security experts were able to gather
usernames, passwords and messages from phones using Wi-Fi in public
places.

In the case of the best-selling Apple iPhone 4 and other smartphone
handsets, the information could be harvested without the users' knowledge
and even when they were not actively surfing the web if the phone was
turned on.

BT, the UK's biggest provider of such hotspots with five million of its
"Openzone” connections in the UK in train stations, hotels and airports,
admitted that it has known of the weakness for "years™ and that it is
working on a permanent fix. But it has no timetable for when it might be
implemented.
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Communication security

A Pair-wise device authentication is
sometimes not robust.

A Methods used to protect channels are
known to have major vulnerabillities.

A Apart from poor security fundamentals,
privacy Is a major issue 1 device tracking
Is far too simple.

19
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Crypto attacks

A Attacks against the crypto-algorithms
employed in widely used networks
continue to be published.

A WEP (the first suite of algorithms for Wi-Fi)
was quickly broken; the replacement suite
(WPA) has also been attacked.

A This is not an issue about availability of
technology 1 It Is about cost pressures
trumping security requirements.

20
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New attack cracks WEP in record time

By Eric Bangeman |

o

Your home or office WiFi network may be even less secure than you think. Researchers have now shown that
they can break 104-bit WEP, a common 802.11b/g/n security mechanism, in as little as one or two minutes. A
team at the Technische Universitat Darmstadt said that they can grab the key with a 95 percent probability of

success in as little as two minutes using a 1.7GHz Pentium-M machine to do the calculations.

Here's how the attack works: in order to find the key, a would-be attacker has to have enough traffic to analyze.
Therefore, the researchers forced the protected network to start generating packets. Once they have 40,000 . I EE m APP GUIDE
packets to analyze, they have a 50 percent success rate in grabbing the key; an additional 20,000 packets
nudges the success rate up to 80 percent. Reaching the 95 percent threshold requires 85,000 data packets. As
they were able to generate 764 packets per second, they were able to hit the 85,000 mark in 1:51. At this time, | awots
the researchers' tool, aircrack-ptw (source code}—which they say is similar to aircrack-ng—does not work on A =
vailable

256-bit WPA. '} 5
on the iPad

The attack itself is nothing new. As early as 2001, researchers demonstrated vulnerabilities in the RC4 stream now.
cipher that forms the basis for WEP. It wasn't long before 40-bit WEP was cracked; by 2004, 104-bit WEP could &
be broken with as few as 500,000 recovered packets

The news here is not that WEP isn't especially secure—that fact is already well-known. What is important to
note is the speed with which someone with a Centrino laptop and the proper tools can compromise a WEP-
protected network.

If you want the most-secure wireless network possible, WPA2 is the way to go. It's part of the 802.11i standard,
which specifies security mechanisms for 802.11 networks. Enterprise users can use an authentication server,
while home or small business users can use a passphrase. Neither WPA nor WPA2 are subject to known
cryptographic attacks, but we recommend WPA2 due to the additional security it offers, including support for
infrastructure and ad-hoc networks, preauthentication, and the CCMP encryption mechanism. Of course, if >+ Revenge is ours: extracting energy from
you've got a Nintendo DS, you'll need to stick with WEP if you want to play online; the PSP, Wii, Xbox 360, and a cockroach

PS3 all support WPA

Raspberry Pi's $35 Linux computer on
track to launch later this month

) User comments & Click here to view comments on this story ¥ ITC lawyers argue that Barnes & Noble
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New attack cracks common Wi-Fi encryption in a
minute

Attack works on older WPA systems that use the TKIP algorithm

sn, IDG News Service

09 02:30 AMET

’:':I21 Comments @ Print

Computer scientists in Japan say they've developed a way to break the WPA encryption
system used in wireless routers in about one minute.

The attack gives hackers a way to read encrypted traffic sent between computers and certain
types of routers that use the WPA (Wi-Fi Protected Access) encryption system. The attack was
developed by Toshihiro Ohigashi of Hiroshima University and Masakatu Morii of Kobe
University, who plan to discuss further details at a technical conference set for Sept. 25 in
Hiroshima.

Last November, security researchers first showed how WPA could be broken, but the
Japanese researchers have taken the attack to a new level, according to Dragos Ruiu,
organizer of the PacSec security conference where the first WPA hack was demonstrated.
"They took this stuff which was fairly theoretical and they've made it much more practical," he
said.

They Japanese researchers discuss their attack in a paper presented at the Joint Workshop on
Information Security, held in Kaohsiung, Taiwan earlier this month.

The earlier attack, developed by researchers Martin Beck and Erik Tews, worked on a smaller
range of WPA devices and took between 12 and 15 minutes to work. Both attacks work only on
WPA systems that use the Temporal Key Integrity Protocol (TKIP) algorithm. They do not work
on newer WPA 2 devices or on WPA systems that use the stronger Advanced Encryption
Standard (AES) algorithm.

The encryption systems used by wireless routers have a long history of security problems. The
Wired Equivalent Privacy (WEP) system, introduced in 1997, was cracked just a few years later
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More crypto attacks

A A wide range of attacks have been
demonstrated against GSM cryptography.

A Not so surprising i GSM is 25 years old.

A However, this is not all ancient history i a
very recent announcement from Ruhr
University Bochum (work led by Christof
Paar and Thorsten Holz) shows that
satellite phones are not immune from
simple crypto attacks ...
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Satellite telephony is unsafe
\RUB scientists break security standards
Encryption algorithms have security gaps

Horst Gortz Institute Satellite telephony was thought to be secure against eavesdropping. Researchers at the Horst Gortz Institute for IT-Security (HGI) at the
for IT-Security Ruhr University Bochum (RUB) have cracked the encryption algorithms of the European Telecommunications Standards Institute (ETST),
which is used globally for satellite telephones, and revealed significant weaknesses. In less than an hour, and with simple equipment, they
Ifotmd the crypto key which is needed to intercept telephone conversations. Using open-source software and building on their previous
research results, they were able to exploit the security weaknesses.

isecLAB)

Telephoning via satellite

In some regions of the world standard cell phone communication is still not available. In war zones. developing countries and on the high
seas, satellite phones are used instead. Here, the telephone is connected via radio directly to a satellite. This passes the incoming call to a
station on the ground. From there, the call is fed into the public telephone network. So far this method, with the ETSI's encryption algorithms
A5-GMR-1 and A5-GMR-2, was considered secure.

Simple equipment — fast decryption

For their project, the interdisciplinary group of researchers from the areas of Embedded Security and System Security used commercially
available equipment. and randomly selected two widely used satellite phones. A simple firmware update was then loaded from the provider’s
website for each phone and the encryption mechanism reconstructed. Based on the analysis, the encryption of the GMR-1 standard
demonstrated similarities to the one used in GSM, the most common mobile phone system. “Since the GSM cipher had already been
cracked, we were able to adopt the method and use it for our attack™, explained Benedikt Driessen, of the Chair for Embedded Security
(Prof. Paar) at the RUB. To verify the results in practice, the research group recorded their own satellite telephone conversations and
developed a new attack based on the analysis. .We were surprised by the total lack of protection measures, which would have complicated
our work drastically”, said Carsten Willems of the Chair for System Security (Prof. Holz) at the RUB.

Invasion of privacy

Encryption algorithms are implemented to protect the privacy of the user. “Our results show that the use of satellite phones harbours dangers
and the current encryption algorithms are not sufficient”, emphasized Ralf Hund of the Chair for System Security at the RUB. There is, as vet,
no alternative to the current standards. Since users cannot rely on their security against interception, similar to the security of standard cell
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System security

A Old news:

I The Register (12/2/07) reported:

A 3G malware attacks in mobile networks have reached a new
high, according to McAfee.

A 83% of mobile operators were hit by mobile device infections
iIn 2006, according to analyst group Informa. The number of
reported security incidents in 2006 was more than five times
as high as in 2005.

A 200 strains of mobile malware discovered.

Altds getting worse, as

25



_F||e _Ear-t View I-gvothes Loo|s _Hep
X v B v [ dm v Pagev Safetyv Toolsv @~ &

MARKET SNAPSHOT
U.S. | EUROPE || ASIA

STOXX50 248882 -19.07 -076% Bloom berg TV Download the iPad app for FREE. l [ Appstore |

FTSE 100 5,859.25 -3295 -0.56%
DAX 6,692.40 -72.43 -107%

4 STOXX 50 243882 -076% ¥ DAX 669240 -1.07% 4 Oil (WTI) 96.19 -074%  #U.S.10-year 1.898% -0.009 4 8411:JP 121.00 +0.83% +1821:JP 116.00 +1.7 Pause

Bloomberg Our Company | Professional | Anywhere | _ Sign in

ﬂ QUICK ENaVERG OPINION  MARKETS  PERSONAL FINANCE  SUSTAINABILITY v RADIO S d Opinion Q |

Related News: U.S. - Technology - Media More Stories

News, Quot

J s Carbon Capture Projects Imperiled by Worst-Case
Google’s Android Faces More App Attacks | oo iy i oo e
in New Frontier e Bicomes Esey Target Wit Chespct Ming

Value in America: Real M&A '+

By Jonathan Browning - Apr 21, 2011 3:06 PM GMT+0100 U6 sl 503

B Recommend Google Inc. (GOOG)'s Android mobile-phone platform faces soaring U.S. Stock Futures Little Changed on Greece '+

» Tweet | 93 software attacks and has little control over the applications, | Updated:34 mines ago

Share 36 according to security firm Kaspersky Lab. Russia Seeks to Prod Syria's Assad '+
S Fo 1 FA Updated 1 hour ago

#1 0 Applications loaded with malicious software are infiltrating the s RS AR
More v Google operating system at a faster rate than with personal

1, Print ©1 Emal  computers at the same stage in development, said Nikolay Gevertzament

Grebennikov, chief technology officer for Kaspersky. The company
identified 70 different types of malware in March from just two

Q Enlarge image

categories in September. ~—
See how we helped

“The growth rate in malware within Android is huge, in the future Marriott.com become one of

there will definitely be more,” Grebennikov said in an interview in the top 10 retail websites. ¥,

London. Kaspersky will offer security on Android in the third quarter 1

» Learn more

Google inc.’s Android mobile- of this year.
phone platform faces soaring

software sttacks and has litte 5 % & 3 3

control over the applications, Hacking into mobile-phone software has become increasingly

occing Yo Secilty fem sophisticated, forcing Mountain View, California-based Google to

Kaspersky Lab. Photographer- e ’ ) ) . E

Tony AvelarBloomberg remove malicious applications that were available from its Android
Market store last month. The applications, which were remotely Most Popular Stories »

disabled, gathered information about mobile devices and could be used to access personal : ] ]
Time Is Running Out for Greece to Accept Bailout
data. Conditions, Merkel Says + [ ] 4

m




File Edit View Favorites Tools

& v v [ @ v Pagev Safetyv Tools~v @v ﬁ

@lookout

MOBILE SECURITY

Help

FEATURES PARTNERS CAREERS  ABOUT BLOG SUPPORT Sign Up

L 2 Learn More ¥ Download Free

THE LOOKOUT BLOG

MAY 30, 2011 [Search

Update: Security Alert: DroidDreamLight,
New Malware from the Developers of
DroidDream

By tim wyatt 34 Comments W Tweet 0| B3 Recommend

The Threat

This weekend, multiple applications available in the official Android Market were found to
contain malware that can compromise a significant amount of personal data. Likely created
by the same developers who brought DroidDream to market back in March, 26
applications were found to be infected with a stripped down version of DroidDream we’re
calling “Droid Dream Light” (DDLight). At this point we believe between 30,000 and
120,000 users have been affected by DroidDreamLight.

The Lookout Security Team identified the malware thanks to a tip from a developer who
notified us that modified versions of his app and another developer’s app were being
distributed in the Android Market. Our security team confirmed that there was malicious
code grafted into these apps and identified markers associating this code with previously
analyzed DroidDream samples. We discovered 24 additional apps repackaged and
redistributed with the malicious payload across a total of 5 different developer accounts.

Lookout users are automatically protected from this malware. Google has removed all of
the apps known to be infected from the Android Market while they investigate.
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4 Another iPhone worm - and this time. .
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Password recovery for the latestiPh.  p

Lightning strikes again: iPhone malware

gets truly malicious

Join thousands of others, and sign up for Naked Security’s newsletter
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by Graham Cluley on November 23, 2009 | Comments Off
FILED UNDER: Apple, Data loss, Malware, Mobile

Two weeks ago | reported on lkee, the world's
first iPhone worm which was spreading
between jailbroken devices in Australia,
replacing wallpaper with an image of Rick
Astley.

As Chet reports on his blog, this weekend has
seen the discovery of a new example of iPhone
malware in the shape of a worm (dubbed "Duh"
after a section of its code) that is reported to be
much more malicious in intent than lkee.

The new worm is similar to the original lkee
worm (and the recently discovered iPhone
hacking tool) in so much as it only infects
Jjailbroken iPhones, where users have installed
OpenSSH and not changed the default
password ("alpine").

y Best practices for
Do itl ' reporting malicious
URLs

Den't show me this again

iPhone 5 emails
infect Windows PCs
with malware

JailBreakMe site
rings security alarm
for iPhone and iPad
users

Android malware
spies on your SMS
messages - but is it
part of the Zeus
family?

Did anti-virus
company hire
convicted Chinese
malware author?

First malware using
k :




Royal Holloway Information Security Group

29



