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The aim of thesesolutionsis to
avoid someof the subtleweaknesseswhich canexistin apparently
secureauthenticationschemesof
this type, a topic we explore
further in the next section,where
we briefly discussa previously
proposedsolution.
2. A Proposed Scheme and
its Weakness
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Providing security for electronic mail
messagessent to more than one destination can be a difficult problem, particularly when authentication is required.
Previous attempts to solve this problem
have beenshown to beflawed. In this
paper we describe two approacheswhich
can beused to solve the problem in an
efficient and secureway.

least becauseof the savings involved in transferring information
using potentially heavily loaded
communications links. However, a
problem arises when a message
containing sensitive information
needs to be protected against disclosure or alteration while in

transit.
Keywords: Cryptography, Data security,
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1. Security and
Multidestination

Mail

I n most if not all of today's electronic mail systems there exists
the capability for sending a messageto a list of users simultaneously. When such a messageis
sent, it will often only be replicated
when it really needs to be, so that a
single messagesent from the U.K.
to two recipients in the U.S.A. will
only be made into two copies after
it has crossed the Atlantic. Such a
process is obviously desirable, not
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In this note we focus on the
problem of authenticating a multidestination mail item so as to
protect it against alteration, even
by one of the legitimate recipients.
To authenticate a messageusing
conventional symmetric cryptography, and we do not consider the
use of asymmetric (public key)
cryptography here, requires the use
of a key known only to the message originator and recipient.
Thus one approach to the multidestination authentication problem
is to append to a messageseparate
authentication data computed using
the key of eachof the intended
recipients. This idea is the basis of
two distinct types of solution to the
problem described in this paper.

1988, Elsevier Science Publishers Ltd.

A recent RequestFor Comments
for the u.s. Defense Advanced
ResearchProjects Agency
(DARPA) "Internet" electronic
mail system [9], contains an apparently simple and elegant solution to the problem of authenticating multidestination mail.
However, as we shall see,this
solution has a flaw which, in certain
circumstances, allows the malicious construction of apparently
authentic messages.A more
detailed discussion of the DARPA
scheme can be found in a recent
paper [10].
In the DARPA scheme, every
pair of users,e. g. A and B, wishing
to exchange secure mail are equipped with a secret InterchangeKey
(IK), which we denote by
IK{A, B}. It is not important how
this key is distributed, but we assume that each key is known only
to the appropriate pair of users (and
perhaps to a Key Distribution
Centre, if one exists). All messages
are to be authenticated using a
block cipher in Cipher Block Chaining (CBC) mode (see,for example,
the standard modes of use for the
DES algorithm [3, 8]). The block
cipher algorithm to be used is immaterial, but it could, for example,
be the DES algorithm [7,2]. A
messagefrom one user A to a pair
of users Band C is protected in
such a way that both recipients can
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authenticate the messageorigi11and
validate the messagecontents. To
afford this protection A proceeds as
follows.
(1) A random Data Authenticating Key (DAK) is obtained by A.
This key is used to Secureone and
-only one message.
(2) Two encrypted versions of
the DAK are produced using the
block cipher i11Electronic Codebook Mode [3,7], once under
IK{A, B} and once under
IK{A, C}.
(3) The messageis encrypted
usi11gthe block cipher in CBC
mode under the DAK with
Initialization Vector (IV) set to all
zeros. All the ciphertext blocks
except the last are discarded, with
the remaining block forming the
MAC which is used to authenticate
the messageto the receiver; this is a
standard method for computing
MACs [4].
(4) Two encrypted versions of
the MAC are produced using the
block cipher in ECB mode, once
under IK{A, B} and once under
IK{A, C}.
(5) The messaie is sent, p~eceded by the two encrypted verSIons
of the DAK and the two encrypted
versions of the MAC, to both B
andC.
With this scheme, eachofB and
C can use their own IK to recover
the DAK used to authenticate the
message,compute the MAC for
the message,encrypt this under
their own IK and confirm that the
resulting value corresponds to the
received value. So far so good.
However, we now show how user
C can subvert the scheme and send
a new messageto B which B will
believe to have come from A.
First C creates the message
which is to be sent to B as iffrom
A. Then the following procedures
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aboveschemeto precludethe type
of fraud described,it is by no
meansobvious how to do this. The
basicproblemis that userC knows
both the MAC and the key usedto
generatethe MAC for the original
messageand it is this, in combination with the fact that the CBC
function canbe inverted, which
makesthe fraud possible.In the
following two sectionswe examine
x.
two possibleapproachesto resolv(4) C encrypts the new message
ing the problem. The first method
using CBC under the control of the
involves attemptingto stopthe
DAK to obtain a new MAC we call
inversionprocedureby using a
y.
differentfunction to computethe
(5) Cjoins the block x + y onto
MAC. In the secondmethodthe
the end of the new messageasan
original function is retained,but a
additional"garbage" block, where
differentMA~ is computed for)
the + denotesexclusive-or of
eachpossiblerecipient.Interestblocks.
ingly, the basicidea for solving
(6) C sendsto B the new message(augmentedby x + y) preceded the multidestinationsecuremail
problemhasbeenindependently
by the DAK encryptedunder
invented at leasttwice, although
IK{A, B} and the MAC encrypted
it doesnot appearin anyliterature
underIK {A, B}, both of which are
kn6wnto the authors.
takenfrom the original message.
Beforeproceeding,we should
A messagepreparedusingsteps
note that the generaltype of attack
(1)-(6) abovewill passB's authendescribedin the last sectionis well
tication checkand will therefore
known, albeit in a slightly different
be acceptedascoming from A. The
context. For example,Akl [1], has
reasonfor this.isstraightforward:
describedweakenesses
in a whole
the CBC encryptionof the new
rangeof methodsfor computing
messageusing the DAK will prowhat he calls"compressedencodducefinal block y, which, when
addeqtothe "garbage"block x + y,
ings", (of which MACs are an
will give block x. This is the MAC
example),mostly within the context of digital signatures.Someof
for the old messageandso it
the attackswhich Akl [1] describes
encryptsto the valueexpectedby
arebasedon the possibility of
B. The one thing suspiciousin the
replacingboth the messageandthe
messageis the "garbage" block,
encoding.This is ruled out in the
althougheventhis could be moved
DARPA schemeby the encryption
to the middle or eventhe beginof the MAC underthe IK.
ning of a messageusing anextensionof the proceduredescribed
Single Encoding Based
above.
We havethereforediscovereda
Solutions
major flaw in the suggestedscheme
3.1 A General Scheme
for authenticatingmail to a multiTo describe our first solutionrequires
plicity of users.Although it would
looking at the problem
be desirableto try and "repair" the
are executed.
(1) C recovers the MAC for the
original message(this can be done
since it was sent encrypted under
IK{A, C} which is known to C).
(2) In a similar way C recovers
the OAK used to authenticate the
original message.
(3) C decrypts the MAC using
the OAK to obtain a block we call
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from a more general viewpoint.
The basic idea behind the flawed
scheme we have just described and
the method we describe here is as
follows. The sender of a message
computes a digestof the message
using a predetermined hashfunction. The digest is then encrypted
using eachof the recipient keys in
turn (suppose there are r of them)
and all of the r encrypted digests
are sent with the message.These
recipient keys are session keys,
which may already be known by
both parties or may be randomly
generated for eachmessage. In the
latter casethe sessionkey would
need to be encrypted under an
existing key encrypting key shared
by the two parties; the message
would then be augmented by the
addition of r encrypted digests and.
r encrypted sessionkeys.
The effectiveness of the scheme
depends upon the hash function,
which must satisfy a number of
properties, and the encryption of
the digests. We consider first the
hashfunction. Suppose this is h,
i.e. h maps a messageM onto
h(M), where the digest h(M) is of a
fixed (small) length, e.g. 128bits.
The first property we require ofh
is that h(M) depends upon all ofM.
This is clearly essential, for
otherwise an adversary could
merely change those parts of a
messagewhich do not affect the
digest. The second requirement is
that h should exhibit the following
"one way" property.
(HI) Given any possible candidate for a digest, e.g. C, then it
should be computationally infeasible to find a messageM such
that h(M) = C.
The reason that we require this
property is to prevent attacks of the
type which flawed the DARPA
scheme. Suppose user A sends an
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authenticated messageM to users
Band C. Then user C can decrypt
his copy of the encrypted digest to
obtain h(M). If Hi does not hold
then C may be able to construct a
new messageM' such that
h(M') = h(M). User C then sends
this messagetogether with the
encrypted MAC from the old messageto B, and B will acceptthis as
a genuine messagefrom A.
In the DARPA scheme, the hash
function is made up from DES
used in CBC mode with a key that
is secretto all but the intended recipients of the message.Unfortunately, this means Hi does not
hold for any of the messagerecipients and hence the scheme is
weak. In fact using DES in CBC
mode has an additional feature we .
do not require here, namely ~heuse
of a secretkey. Given that h is well
chosen then it can be made public
and the same function used
universally.
In general, Hi is not sufficient to
guarantee a secure scheme. In
certain circumstances, for example
ifh(M) is not long enough (i.e.
there are not sufficiently many
different digests), a "birthday paradox" attack may make it feasible
to find two messages,M and M',
such that h(M) = h(M'). As has
been discussed by many authors,
e.g. Akl [1] and Davies and Price
[5], to obtian a high probability of
obtaining such a pair of messages
requires O(n)! steps, where h(M)
contains n bits, regardless of the
choice ofh. Moreover, it is possible to construct the pair in such a
way that the contents of the pair of
messagescan be pre-selected. Now
suppose that user C has constructed two such messages,M and
M', with the property that A will
be happy to send M to user B. If A
authenticates M by computing

Vol. 7, No.5

h(M) and encrypting it with a key
known to B, then C can intercept
the messageand replace M by M'
so that B will accept M' as an
authentic message from A (since
h(M) = h(M')).
There are two possible approaches to the prevention of this
type of attack; one involves making (n)! sufficiently large and the
other involves always using the
hash function with great care. Akl
[1] recommends the former approach and suggests that digests
should always contain at least 128
bits (64 bits being insufficient).
Davies and Price [5] favour the
second approach, whereby no users
ever authenticate a messagejust as it
is presented to them. One possible
method to achieve this is to insist
that every messageis always prefixed with a random value before
computing the digest, where this
value is always selected by the
authenticating party. In either case,
h must be chosen and used so as to
make the replacement of one message by an,otherimpossible without
changing the digest.
Having discusseathe hash function, we now consider the role of
the encryption of the digest. This
encryption is present solely to
prevent substitution of one digest
for another. Given that the key
used to perform the encryption is
known only to the sender and the
receiver of a message(and given a
"good" encryption function), then
the malicious interceptor will not
be able to substitute one digest for
another except in a "random" way.
3.2 Realizations of the Scheme
Having discussed the construction of a secure scheme in a general
way, we now consider techniques
which might be used to implement
it, using available technology.
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Considerable researchhas already
been done in this area, mainly with
reference to hashing for digital signaturesand this is the emphasis in
both Akl's paper [1] and Davies
and Price's book [5]. It turns out
that the requirements for a hash
function for digital signature and
for this multidestination authentication problem are identical (which
is not surprising considering the
similarity of application).
Much work has gone into devising "good" hash functions using
DES (or any other block cipher),
since the technology is readily
available. However, the history of
work in this area is littered with
failures (see Akl [1] and Winternitz
[11]). One scheme, however,
appears to be a good candidate.
This scheme, described in a 1983
paper ofWinternitz [11] and attributed to Davies, is also described
in a 1985 paper ofDavies and Price
[6] and attributed there to Meyer; a
brief discussion of this type ofhash
function can also be found in Section 9.3 ofDavies and Price's book
[5]. For convenience we refer to the
method here as the Davies- MeyerWinternitz (DMW) scheme. In this
scheme the messageM is first
divided into a sequenceof 56-bit
blocks: MI' M2,... ;Mn. Next,
using a fixed value for C(O), iteratively compute
C(i) = C(i -1) + EM({){C(i -i)}
where EM(j){C(i -1)} means the
result of encrypting block C(i -1)
using key M(i) with the DES
encryption algorithm, and the +
sign denotes the exclusive-or of
64-bit blocks. The digest of the
messageis then simply C(n). This
scheme is particularly valuable,
since, under some reasonable
assumptions about the nature of
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DES, Wintemitz [12] has proved
that it satisfies H1.
However, the DMW system
produces digests of only 64 bits and
it is by no means obvious how to
obtain digests containing 128 bits,
except by replacing DES with a
128-bit block cipher. For example
using C(n -1) concatenated with
C(n) as the digest is not an improvement, since any message
having final block M(n) and penultimate digest C(n -1) will also
always have final digest value C(n).
Following on from our earlier
theoretical discussion, there are
two possible solutions. First, we
could use another hash function
which produces 128-bit digests,
such as one of the schemessuggested by Akl [1]. However, these
schemes lack the desirable feature
of proof of security which the
DMW system has. Secondly, we
could use the DMW scheme with
the added proviso that messages
must always be prefixed with a
truly random value before hashing.
This latter scheme, although
perhaps a little complex to implement, seemsa very good candidate for the hashing function.
We have yet to consider the type
of encryption operation to use to
encrypt the digest of a message.
This is a relatively simple problem
and can easily be solved using DES
(or other good block cipher). If the
digest is only 64 bits then a single
code book encryption will suffice.
If the digest contains 128 or more
bits, then the encryption can be
performed using DES in CBC
mode.
To summarize, we have shown
how a secure multidestination
authentication scheme can be produced using a secure hash function
and a block cipher. The DMW
scheme offers a reliable technique

for message
hashingusing the DES
algorithm, which meansthat the
whole schemecanbe implemented
usinga singleencryption function
togetherwith a randomnoise
sourcefor messageprefixing.
Multiple
Solutions

Encoding

An alternative approach derives
from observing that, even for the
scheme described in the last section, it is necessaryto include
within a secure messagean
encrypted version of the digest
for eachof the proposed recipients.
It would therefore not alter the
length of the transmitted messageif
akeyed function were to be used to
compute the authentication code,
with a different sessionkey for each
messagerecipient. In this casewe
assume that the authentication data
added to the messagewill then
contain r authentication codes
(computed using the r different session keys) and in addition will possibly contain r encrypted session
keys. In the sequelwe shall assume
that the encrypted sessionkeys are
to be added to the message.
We now describe this type of
scheme in more detail. It should be
noted that we discuss the scheme in
a very specific way, referring to
DES and CBC throughout.
However, it would be possible to
replace DES with any other
"good" block cipher and CBC is
by no means the only feasible
mode of use. The scheme is therefore more general then it might
appear.
Suppose that user A wishes to
send messageM to a list of r other
users using the authentication
facility. Under this second scheme,
A generates r different random session keys (one for each recipient)
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and using eachof the r keys in turn
generates a MAC for the message
using DES in CBC mode. Each
key is then encrypted under the
corresponding recipient's key
using DES in codebook (ECB)
mode. When the messageis sent,
appended to it are the r pairs of
MACs and encrypted keys, one
pair for eachrecipient.
Given that DES is secure, it is
now impossible to attack this
system, since only the correct
recipient of a messagewill know
the key used to generate the MAC
from the message. It will therefore
be impossible for anyone to
generate a messagewith the same
MAC, even other authorised
recipients of the message.
This system has the virtue of
simplicity when compared with
the previously described method.
However, to send a messageto r
recipients requires the sender to
process the entire message r times
and hence for a long messagesent
to a large number of recipients it
could be very time consuming to
compute all the relevant MACs.
This possible handicap needs to be
weighed against the complexities
of the previous solution.

5. Conclusion
We have described two types of
solution to the problem of authenticating electronic mail messages
sent to a multiplicity of recipients.
Both solutions have advantages;
the first solution involves less
processing time, while the second
solution is perhaps simpler. We
have also described ways in which
both schemes can be implemented
using established cryptographic
technology. The choice of which
type of scheme to use is with the
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implementor, althoughthe first
solutionwould probablybe
favouredif hashingfunctionsare
requiredelsewherein the system.
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