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Abstract

The term personal PKI was devised within the SHAMAN projed to describe apubic
key infrastructure spedficdly designed to suppat the distribution o puldic keysin a
Personal AreaNetwork. In this paper a variety of isaies relating to the operation and
management of a personal PKI are discussed. Following a genera discusson o
requirements for personal PK1s, the main topics covered are: the operation o personal
CAs, deviceinitialisation, poof of passesson, and revocdion.

1. Introduction

This paper is concerned with methods for the deployment of Public Key Infrastructure
(PK1) tedniques to support seaure communicaions between devices in a Persondl
AreaNetwork (PAN). One magjor isale dedt with in this paper is the development of
methods for two PAN comporents to seaurely exchange their puldic keys, as required
to suppat the pairing of “second party components” (as defined in the PAN reference
model within Annex 2 d [8]). It isassumed that the two devices canna rely on either
existing symmetric shared keys or conrectionto aglobal PKI that both devices trust.

The term ‘Personal PKI’ is used throughout for a PKI deployed to suppat
communicaions in a PAN. The ideais that by deploying a PKI in such a limited
environment, many of the problems assciated with PKI deployment in a much larger
and lesswell -defined environment can be avoided, whilst the alvantages of use of a
PKI can be retained. The PAN is assumed to contain at least one device ading as a
‘Personal Certification Authority (Personal CA)’, which is resporsible for generating
pubic key certificates for all devices within the PAN.

Sedions 2 and 3 d this paper contain a discusson d requirements and issues.
Sedion 4 povides a detailed dscusson d the Personal CA and the correspondng
isaues. In sedion 5 a protocol for device initialisation is introduced and analysed.
Proof of paossesson as a means of asaring the certifier of the possession d the
private key related to the pullic key to be cetified is discussed in section 6, and
sedion 7 lists requirements and ideas abou revocation in PAN-environments.
Finally, conclusions and issues for further research are provided in sedion 8.

2. Issues in the personal PKI

We start by listing the various aspeds of pulic key management for which solutions
need to be found. More detail ed dscussons of theisaues will be provided below.
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» Certificate and key pair update. The pulic key certificates issued by the Persond
CA will (almost certainly) have aspedfied expiry date. Once this date is reached
the mobhil e device will neeal to be equipped with a new certificate. This certificae
may beisaued for the same key pair or for anew key pair.

» Key status management. At any time amobil e devices private key (or the mobile
deviceitself) may be compromised or stolen. In such an event, all entities within
the PAN will neead to be informed that the pulic key certificae(s) assgned to this
device shoud be revoked (i.e. nolonger considered valid). In asimilar way, the
Personal CA may itself be compromised or stolen, in which case the Personal CA
root key neals to be revoked. Information an which keys have been revoked wil
need to be distributed to mobil e devicesin atimely and efficient way.

e Trust management. The relationship between the mobhile device and the personal
CA will need to be managed, including CA (root) key update and the possble
replacement of personal CA devices, espedally in the event of lost or stolen
personal CA devices.

2.1 Certificate and key pair update

If the mobile device merely wishes to oltain a new certificate for an existing pulic
key then, because of the scde of the personal PKI, a simple solution is possble.
Given that the total number of persona devices will be small, it is likely to be
posshble for the personal CA to seaurely retain a wpy of al pubic keys for which it
has generated certificates. It could even routinely ched the certificates to seeif any
of them have expired. Once the need for a new cetificate has been determined, the
persona CA device simply asks the user if the cetificate for an existing key pair
shoud be renewed. Once the user has agreed, a new certificate can be generated and
pasxd to the device mncerned acrossthe wirelessinterface @ the next oppatunity.

Even if storing al public keys at the personal CA is not feasible, in certain cases it
may be possble to use arelatively simplified certificate renewal process The mobile
devicerequiring anew certificate could pass the expired certificae to the persona CA
which would then pass the relevant information, i.e. details of the device and the
public key, to the user for adedsion regarding whether or nat the certificate shoud be
renewed. If the user agrees anew certificate can be generated.

If a new key pair is to be asdsgned to the mobile device then the renewal process
becmes more difficult. In some cases it may be posgble to use the old key pair to
establish a seaure exchange between persona CA and mobil e device— however, if the
key pair is gill trusted and the parameters of the keys are still considered sufficient to
seaure this process then it is not clea why it would neal to be dhanged. Indeed, the
default for many inexpensive mohil e devices may simply be to use the same key pair
indefinitely.

However, if a new key pair is definitely required, and if the old key pair canna be
used to seaure the necessary interadions between personal CA and mobile device
then a new imprinting processwill probably be necessary. However, given that this
will i nvalve relatively few user keystrokes, and gven aso that thiswill probably be a
rare event, this shoudd na present a huge pradical problem for the user.




2.2 Key status management

We onsider two dfferent ways in which certificate status information can be
disseminated to mobile devices. The thoice between the two approaches depends on
the online avail abili ty of the personal CA.

The first approach we @l online status dissemination. Thisis designed for use in the
case where the personal CA is avalable online to every mobile device ather
permanently or at least at frequent intervals. In the case where the personal CA is
permanently online, then an orine status query protocol could be used, e.g. a protocol
along the lines of the Online Certificate Status Protocol (OCSP. However, because
of the small scde and relatively closed nature of the persona PKI it may be passble
to use asimplified version d OCSP.

In the cae where the personal CA is not always online, bu is nevertheless online &
frequent regular intervals, the use of routinely distributed Certificate Revocation Lists
(CRLs) — see for example, X.509— would appea to be gpropriate. In this approach
the personal CA generates new CRLs at regular intervals and dstributes them
automaticdly to al mobile devicess Whilst the personal CA is nat online
permanently, and neither are dl mobile devices, this approach will be gpropriate in
cases where the personal CA is online sufficiently often that the chances of every
mobil e device having the latest CRL isvery high.

Ancther approad is ad hoc status dissemination. Thisis designed for use when the
personal CA may only be online intermittently or rarely. In such a case, a mohile
device may not be online & the same time & the personal CA very often, in which
case directly distributed CRLs no longer appear appropriate. Thus an dternative
means for distributing CRLs appears to be necessary.

As in the previous case we as3ume that the persona CA generates CRLS at regular
intervals. We now suppose that the personal CA is online sufficiently often that it can
distribute the latest CRL to at least one mobile device (if nat then there is clealy no
way of distributing timely status information). Subsequent distribution d CRLs is
then assumed to occur in an ad hoc fashion ketween mobile devices. A more detail ed
discusson d thesesisaies can be foundin sedion 7.

2.3 Trust management

We first consider the routine updating of roct keys, i.e. when an existing personal CA
wishes to updhte its key pair. If the old root public key has nat been revoked, then
this could be adieved by distributing a certificate for the new root pulic key signed
using the old CA private key. Whilst this approach has dangers, it may be sufficiently
seaure for use in a PAN environment. The only alternative would appear to be to
engage in a new imprinting processwith all mobile devices, which could be arather
onerous processfor the user.

The cae of a compromised or stolen personal CA is rather more difficult. In such a
cese there is a nedl to inform al mobile devices of thisin atimely way. Of course,
once the roat key has been revoked, then secure communicaions between devices
will become impossble unless ancther root key (and a certificate signed using this
key) isavailable. There would appea to be two main approaches to deding with this
isae.




The first approach is to use multiple personal CAs. In this case every device will
have multiple roat keys and multiple catificaes for their puldic key(s). If two o
more Personal CAs are available & the time amobile device is imprinted, then it
shoud be possble to devise aspedal version d the imprinting protocol given in
Sedion 5.1.1to enable simultaneous registration and certificate generation. When
one CA roat pulic key isto be revoked, then the mobil e devices can be informed by
the remaining personal CAs, using the same medhanism as is used to ds®minate
revocation information for other mobil e devices.

The second approach is to re-imprint every device with a replacement personal CA as
soonas posshble dter the lossof the old personal CA. Such a processcan be designed
to simultaneously revoke the old CA and register with the new CA. An appropriately
modified version d the imprinting protocol described in Sedion5.1.1above will need
to be used.

3. Personal PKI requirements

The underlying requirement is for two devices, which do na share any pre-existing
symmetric keys or roct certificaes, to be @le to seaurely exchange pulic keys which
eat devicecan verify. Inthis dion we identify the requirements that arise when a
‘conventional’ PKI solution is followed, abeit adapted to a PAN environment. In
such a cae, ore of the devices within the PAN is defined as the “personal CA” andis
resporsible for isauing public key certificates to other devices.

The foll owing functional requirements therefore result (many are taken from Annex 2
of [8]):

a the personal CA key pair can be seaurely generated within the device, or
seaurely generated and transferred to the device & manufadure, and (in bah
cases) the private key is saurely stored when onthe device

b. the root puldic key of the personal CA can be seaurely transferred to those
devicesthat will haveto verify certificates issued by the personal CA;

C. the personal CA can generate pullic key certificaes for mobile devices (and in
such away that the seaurity of the personal CA private key is not endangered);

d. mobile devices can verify certificaes isuued by the persona CA, and can
chedk cetificate validity and revocation status where gopropriate.

The general seaurity requirements applying to methods used in the personal PKI are:

e no third party pasdve interceptor of communications can lean any secret
information;
f. no third party active interceptor of communicaions can manipulate the

exchanges between mobile device and personal CA so that a pubic key
cetificate is creaed for the incorrect device or that contains incorred data
(e.g. apubic key other than that created by the mobil e device);

0. For seauring the transfer of the personal CA roat cetificate from the persona
CA device to anather mobil e device, the interaction between a mobile device
and personal CA shal use & least a ‘we&k’ shared secret, e.g. a shared
passvord o PIN, and the method d this use should be capable of resisting
‘brute force’ attacks on the shared secret; that is, ore of the secure passkey




protected mechanisms listed in Annex 2 of [8], or a method of equivalent
strength, should be used.

Additional and optional functional requirements are:

h. the security-critical personal CA functionality (including key generation and
storage functions) should preferably be removable, personal and transferable;

I the security-critical persona CA functionality can be directly verified and
readily enabled/disabled from a single gateway and/or master user.

4. Personal CAs

4.1 Operation of a personal CA
In this section we describe the operational processes of a persona CA.

4.1.1 CA initialisation

Before use, the personal CA must be initialised. This involves generating a signature
key pair for the personal CA. The personal CA will therefore need to incorporate
means for generating sufficient random material to enable it to securely generate a
signature key pair.

The requirements for the personal CA functionality listed in Section 3 point towards
the use of a smart card or other portable tamper-resistant device. Particular
advantages could be obtained by combining this device with a device already used for
global network access, e.g. a GSM/UMTS SIM/USIM device.

4.1.2 Device initialisation

This will require a mobile device to perform the following steps — not necessarily in
the order specified. (Note that some of these steps may be combined).

* The mobile device will generate any necessary key pairs (signature keys,
encryption keys, etc.).

* At some point in this process the mobile device must import authentication
material from its owner. As discussed below, for a variety of reasons this should
reguire the minimum number of keystrokes by the user, i.e. it should be a ‘weak’
passkey.

» The mobile device will be informed of which other device is the personal CA, or
will have to ‘discover’ this device across the PAN.

* The personal CA root public key will be passed to the mobile device. This must
be done in such away that the mobile device can verify the integrity and origin of
the CA public key.

* The mobile device will provideits public key(s) to the personal CA. This must be
done in such away that the personal CA can verify the integrity and origin of the
public key(s) before it generates any public key certificates.

» Thepersonal CA will generate a public key certificate for the mobile device.

» Thenewly created public key certificate will be passed to the mobile device. (The
mobile device can verify the certificate using the CA root public key).
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4.1.3 Candidate mechanisms for password-based initialisation

There exists a considerable literature on protocols designed to enable two entities who
share a password (a ‘weak key’) to use it to authenticate one another and (possibly)
establish a shared secret key. A number of protocols of this type are known that are
resistant to off-line searching attacks for the weak key, even if the attacker
participates in the authentication protocol. A short discussion of such schemes can be
foundin [8].

What is required here is dightly different, in that we wish to have a means for two
entities to exchange public keys in an authenticated way, based on a weak (short)
shared secret. Of course, one approach would be to first establish a shared secret key
(as above) and then use this to establish an authenticated channel. However, other
possibilities, if they exist, would aso be of interest. In fact, the use of passwords for
the PKI registration process is an issue of much more general application than for
Personal Area Networks.

A possible candidate mechanism for password-based initialisation is discussed in
Section 5.1 below.

4.1.4 Public key status management

Once a mobile device has performed the exchange of public keys with the persona
CA, theissue remains of managing the status of public keys, and disseminating public
key status information. Specifically, if a public key is compromised, or suspicion of a
possible compromise arises, how is this information disseminated to parties within the
PAN? Solutions devised for conventional PKI-scenarios, e.g. OCSP, may not be
appropriate within the PAN environment. Therefore a discussion on revocation in
PANs s provided (see section 7).

4.2 Multiple personal CAs

Networks that consist entirely of mobile devices are necessarily of a more ad-hoc
nature than fixed networks. Mobile devices that perform certain tasks in the network
may simply not be present at al times. For example, an extreme case is presented by
the fact that mobile phones are prone to theft. In the context of the persona PKI, the
device whose absence most dramatically affects the operation of the system is the one
acting as apersonal CA. For thisreason, we consider the possibility of having severa
devices within one PAN that can act as CAs. This redundancy makes the system
more robust, since there is no single device whose absence would make secure
communication within the PAN impossible.

In every PKI an implicit (but fundamental) assumption is that the CA is secure. In
traditional PKIs, this is reasonable assumption, since a lot of effort is usualy
expended on keeping the CA physically secure. The same however cannot be
guaranteed for the personal CA in aPAN. Mobile devices are prone to theft, and thus
their security cannot be guaranteed. Therefore, we need to make the reason why a
personal CA is not present in the PAN absolutely explicit. This case is typically
characterised by one of the following two conditions:

1. Thedeviceis compromised or suspected of compromise, e.g. as would be the case
iIf it has been stolen (it may or may not be absent). In this case, the user positively
knows that the device cannot be trusted any more, and needs to transfer the CA
functionality to another device.




2. The device is not present, but its security is not compromised. This is a more
common situation, where, e.g., the device is ssmply switched off.

In this section, we describe (at a very high level) a solution for both situations.
Throughout the section we make the following two assumptions:

1. There are two or more devices capable of acting as CAs. Oneis nominated as the
Primary CA, and the others are Secondary CAs.

2. All CAs are known to every device in the PAN. More specificaly, every device
that enters the PAN is initialised with the primary CA, but is also given a trusted
copy of every secondary CA'’s public verification key.

Hence, in aPAN with multiple CAs, we suppose that the secondary CA(S) is (are)
also known to every device in the PAN. Hence, if the secondary CA has to take
over primary CA responsibilities, then every other device in the PAN will
recognise it asavalid CA. At any time, al the CAs are kept synchronised. This
can be achieved as follows. whenever the primary CA performs an operation, e.g.,
issues a new certificate, it informs the secondary CA, which keeps a state
practically indistinguishable from that of the primary CA (e.g., the secondary CA
has a list with all certificates issued by the primary CA). We can aso suppose
that the primary CA equips every newly imprinted device with a copy of the
public key of al secondary CAs, at the same time as it transfers its own public
key.

Of course, some additional organisational aspects have to be taken into account. A

policy for the PAN-PKI-structure has to be specified. This shall cover issues such as

what happens when a CA is compromised, and who defines which component is the

primary and which components are secondary CAs. Furthermore an imprinting
method for the CAs themselves has to be negotiated.

We now describe the actions that have to be taken when one of the above situations (1
or 2) arise.

4.2.1 Primary CA compromised

In situation 1, i.e., when the primary CA is compromised, rather extreme measures
have to be taken. Thisis because the corrupted CA may corrupt the secondary CAs or
even take over the PAN, if the secondary CAs are not notified immediately. Clearly,
little can be done to secure the inter-PAN communications after the primary CA is
corrupted and before the PAN is notified. However, one must make sure that once the
PAN is notified, secure communications can resume. To achieve that, the whole
system must first be put into the state that existed prior to any initialisation. Thus,
either anew primary CA has to be set up and used to imprint every device in the PAN
(just as happened originally), or alist of valid CAs has to be entered into each device
manually (or in any other secure way, e.g. as was used to originaly initiaise the
devices). In the latter case the list will obviously not contain the corrupted CA, and a
new CA is nominated as primary, and the devices are initialised one by one with the
new primary CA.

4.2.2 Primary CA switched off

In situation 2, i.e., when the primary CA is secure but not present, the transition is
smoother. Of course, one could treat this situation in the same way as the previous




one, but this would incur unnecessary re-initialisations. After al, the absence of a CA
may not be noticed at all by the devices in the PAN (i.e. if no device in the PAN
needs the CA during its absence). This should be taken into account in the proposed
solution; actions (and thus computational and communications overheads) should be
kept to a minimum, and taken only when necessary. Following this principle, no
action will be taken unless the secondary CA is contacted.

4.2.3 Synchronisation issues

Finally we consider issues of synchronisation between the CAs of the system. Aswas
mentioned before, all secondary CAs are kept updated by the primary CA while they
areinthe PAN. Anissue that was |eft open arises in the situation where a (secondary)
CA re-enters the PAN after a period of absence. This CA has not been updated for
the duration of its absence, and therefore keeping it updated from this point on is not
enough. Thus, at the time it re-enters the PAN, the secondary CA contacts the
primary CA, and receives a signed list of the public keys of al devices, possibly
including those that may not currently be in the PAN, but whose public keys are valid,
and a CRL. From this point on, the secondary CA is kept updated as discussed
before.

5. Device initialisation

5.1 A protocol for device initialisation

The security requirements for the device initialisation process have been listed in
Section 3 above. A protocol has been proposed by Gehrmann and Nyberg to meet the
identified requirements — note also that this protocol has been previously described in
annex 2 to [8]. We sketch this protocol below. Theresultsin [8] providein full detail
examples of protocols that can be used to securely transfer security parameters (e.g. a
root certificate) from one device to another and/or ensure that both devices possess
the same particular security parameter. These protocols can be used for two devices
to exchange Pca and Py, as described below.

Before giving this protocol observe that, in order to operate successfully, the mobile
device and CA must meet certain minimum requirements.

» The personal CA must be equipped with a display and a smple input device for
giving it commands.

* The mobile device must possess a moderately sophisticated user interface —that is
It must possess both the means for a user to input a sequence of digits (e.g. a
numeric keypad or at least two buttons to insert a sequence of zeros and ones), and
a simple output device, e.g. an audio output, to indicate success or falure of the
initialisation process.

The question of how to perform the initialisation process for mobile devices which do
not possess a numeric keypad (or similar) is discussed further below in chapter 5.2.

Finally note that we also assume that the mobile device and personal CA can
communicate via an unsecured wireless interface.




5.1.1 Protocol specification

The protocol operates as follows.

1

The Personal CA must be reliably informed of the identifier for the mobile device.
This could, for example, be achieved by the user typing the identifier for the
mobile device into the keyboard of the Personal CA. However, it could also be
achieved as part of the protocol itself (see below).

The Personal CA sends its public key Pca to the mobile device, and the mobile
device sends its public key Py to the personal CA. This transfer is assumed to
take place via the wireless interface. Along with Py, the mobile device can send
any other information it wishes to have included in the public key certificate
which the personal CA will generate (again via the wireless interface). This
could, for example, include the identifier for the mobile device.

The Personal CA now generates a random key K, where K is suitable for use with
aMAC function shared by the Personal CA and the mobile device. Using this key
K, the Personal CA computes a MAC as a function of Pca, Py and any other data
supplied by the mobile device. The MAC and the key K are then output by the
personal CA (e.g. viaadisplay attached to the personal CA).

The user now types the MAC and key K into the mobile device, which uses the
key K to recompute the MAC value (using its stored versions of the public keys
and associated data). If the two values match then the mobile device gives a
success signal to the user. Otherwiseit givesafailure signal.

If (and only if) the mobile device emits a success indication, the user instructs the
persona CA to generate an appropriate public key certificate. This certificate
generation must only take place after the mobile device has given the required
positive indication. This certificate can then be sent (unprotected) to the mobile
device viathe wireless interface.

The mobile device now performs two checks before accepting the certificate.
Firstly the mobile device checks the signature using the personal CA’s public key
(Pca). Secondly the mobile device verifies that the data fields within the
certificate (including the public key Py and the identifier for the mobile device)
are all as expected. The protocol is now complete.

5.1.2 Implementation considerations

Apart from meeting the security objectives of the initialisation process, a further
primary objective for the design process is to minimise the length of the data strings
that the user has to type into the mobile device. Thisisimportant for several reasons.

Firstly, the user will wish the initialisation process to be as quick and simple as
possible, arguing in favour of the minimum number of required keystrokes. This
Is accentuated by the fact that the keypad on the mobile device may be rather
small and awkward to use for large strings of data (notwithstanding the ability of
many users of existing mobile devices to send text messages using small numeric-
only keypads).

Secondly, the initialisation process should have a high probability of successful
completion. Thiswill clearly not be the case if the user isrequired to enter alarge




number of digits, especially using a small keypad and/or with a small or non-
existent display to give feedback.

» Thirdly, if typing in long data strings is necessitated by the scheme, then it might
be just as simple to type in the respective public keys, thus avoiding the threats
that arise from use of the wireless interface.

In the protocol specified in Section 5.1.1, this minimisation of data entry can be
achieved by using a very short key K and a very short MAC. For example, if the key
and MAC both contain 4 decima digits, then the probability that an attacker can
successfully manipulate any of the information protected by the MAC is very small.
(The precise effects of particular parameter choices on the security level of the
protocol are discussed in more detail in Section 5.1.4 below).

5.1.3 Proof of possession requirements

In some circumstances, before generating a certificate, it is necessary for a CA to
ensure that the requester of a public key certificate knows the private key
corresponding to the submitted public key. To provide this service, the mobile device
could supply a ‘proof of possession of the private key in step (2) of the protocol
specified in section 5.1.1 above.

The nature of this proof of possession will vary depending on the ‘type’ of the mobile
device's public/private key pair. For example, if it is a signature key pair, then the
private key can be used to create a ‘self-signed certificate’, i.e. a signature generated
using the mobile device's private key on a string containing the mobile device public
key and the mobile device'sidentifier.

A detailed discussion of proof of possessionin PAN scenariosis given in section 6.

5.1.4 Analysis of protocol

The purpose of the protocol described in Section 5.1.1 is to transfer the public keys
and other data needed for production of the certificate. All data to be transferred is
assumed to be public. Therefore the security goa is to protect the integrity of the
data, not the confidentiality. The necessary integrity protection is performed using the
MAC-based checking procedure in steps 3 and 4 of the protocol.

The security threat against the protocol is an active adversary who by any possible
means tries to modify the data exchanged between the CA and the mobile device in
step 2. If such amodification, insertion of new data or deletion of data takes place on
the wireless communication between the devices then the data sent by one party will
be different from the data received by the other party.

The adversary is successful, if the integrity protection method fails to detect
modification of data. In what follows the probability of failure is determined.

For the security anaysis of the protocol it is essential to observe that the
communication channel used for the checking procedure in steps 3 and 4 is
completely independent of the wireless communication channel used for other
exchanges of datain the protocol.

Also different instances of the protocol are independent. This is due to the fact that
for each protocol instance the key K is randomly generated. The key is generated
independently for each protocol instance and for each MAC computation. This
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means, in particular, that even if the data between two protocol instances are strongly
related, the respective MAC values computed using different keys are independent.
To achieve this randomisation property of MAC the length of the key should be larger
than or equal to the length of the MAC value.

Let m be the bit length of the MAC and k the bit length of the key. Then the
adversary is successful either if he guesses the key K correctly, or if the guess for the
key is not correct, but the MAC values for the different data happen to be the same.
Hence the probability of successis

1 EL—— _2m+2¢-1
2k |:| 2m 2m+k
For a fixed total length of the bit string to be entered to the mobile device, this
probability is minimised if the lengths of the MAC and the key K are equal, that is, if

m lk in which case the success probability for an adversary is approximately equal
to2

5.2 Initialisation methods for limited devices

In section 5.1 above, it was demonstrated how device initialisation can be achieved
provided that the two communicating devices have sufficient input/output capabilities.
In particular, it was assumed that they have numerical keypads and displays. The
purpose of this section isto study the same problem in the case where when one of the
two devices has very limited input/output capabilities. For the rest of the section we
assume that one of the devices (the one acting as the personal CA) has both a
numerical keypad and a display.

5.2.1 Case 1. no numerical keypad

Here we assume that the very limited device does not have a numerical keypad, but
does possess a display. In this case, essentially the same protocol that was given in
5.1 isused. In the description of the protocol, we adopt the following convention:
device A is the very limited device, and device B is the device with both display and
keypad, i.e. the CA.

1. Device A sendsto device B its value Xa.

Device B sends to device A its vaue Xg.

Device A generates atemporary PIN K, and displaysit.

Device A sends MACk(Xa ,Yg) to device B, where Yg isthe valuereceived by A.
The user enters K into device B.

Device B uses K to compute MACk(Ya ,Xg), Where Ya is the value received by B.

N o o s~ WD

If the received MAC matches the computed MAC then device B accepts, and
notifies the user. If not, then device B regjects and notifies the user.

The correctness of the protocol rests on the observation that if the values Xa and Xg
are not tampered with then the protocol terminates successfully. The protocol is aso
secure against online attacks because the attacker would have to intercept the MAC
and substitute it with a value M, such that M = MACk(Ya ,Xg), if device B is to accept
(and the attack to be successful). However, finding such avaue M can be done with
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avery small probability, sincethe key K is not exposed to the a@tadker. Of course, the
key K can be remvered by an dfline search (after the key exchange has been
completed succesgully), but this is not a problem, since anew vaue K is used for
eadt exeaution d the protocol.

5.2.2 Case 2: no numerical keypad/display

Now we asume that the limited device has neither a numericd keypad na adisplay.
The problem now becomes considerably harder, as device A can orly communicae
over an urauthenticated channel. Note that in the protocol of the previous ®dion, the
asumption that A has a display provided an authenticated channel (namely the user),
which could be used for very limited data (namely a short PIN). We seeno way to
achieve our goal unless we aaume that this “user channel” is available. Our
asumption for this sdionisthat the very limited device A comes with a pre-install ed
PIN, which is known to the user. Then the protocol of sedion 5.2.1 can be used
safely, bu only once Thisis becaise an dfline d@tad will reved the passwvord to the
attadker, who can then use it in subsequent executions of the protocol. One solution
to this problem is the following: exeaute the protocol for the first time, to exchange
the authenticated data. This data essentially give puldic key capabiliti es to the device
A. The first thing to do then for device A, is to send a new encrypted PIN to the
device B (the personal CA), which is scurely stored. Thisisthe new PIN to be used
if the private key of device A is compromised, and there is no aher way to exchange
authenticated data with deviceB.

Note that the new PIN will also need to be displayed to the user by device B, who will
need to write it down and store it seaurely. The new PIN shoud na be stored by the
CA device sincethiswould pdentially make the PIN avail able to anyone who steds
or compromises the CA, preventing the secure re-initialisation d deviceA.

6. Proof of possession

Proof of possesson is required to demonstrate the knowledge of the private key
correspondng to the public key sent in a request to a certifying party. This concept
has been used in conventional PKI for a long time. Proof of possession in the
personal PKI may be performed in a similar way. Neverthelesswe need to analyse
whether the asumptions and requirements for the personal PKI will | ead to a different
view of proof of possesson. Furthermore the scenarios where proof of possessonis
relevant in aPAN have to beidentified.

The idea of ‘proof of posssgon’ of a private key as part of the puldic key
ceatification process now appears to be well-established. That is, to avoid cetain
‘source substitution’ attacks on cryptographic protocols, it is generally accepted that it
Is good padice for a CA to ensure that the submitter of a puldic key knows the
correspondng private key. This idea is now incorporated into PKI standards — see,
for example, ISO/IEC 15945[3].

Generally one can think of two dff erent scenarios of source substitution attads:

* An attadker may request a cetificate for a puldic key of another person, at the
same time spodfing the other person’s identity.

* An attacker may request a certificate for a pulic key of ancther person withou
spoding the other person’s identity, i.e. using another identity.
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6.1 Motivation for establishing proof of possession

One example of why such a proof of possesson might be useful is provided by the
foll owing description d a source substitution attack onthe MTI/AO key establi shment
protocol’, taken from Note 12.54 (pages 518519) of the Handbook ¢ Applied
Cryptography [5]. To put this attadk into context we dso provide the description o
the MTI/AOQ protocol providedin 12.53 6 the Handbook.

Wefirst give the protocol description.
Protocol MTI/AO key agreement

SUMMARY': two-pass Diffie-Hellman key agreement seaure against passve
attacks.

RESULT: shared secret K known to bah parties A and B.

1. One-timesetup. Select and puldish (in amanner guaranteeing
authenticity) an appropriate system prime p and generator o of Zp*, 2<a<
p—2. Asdedsasalong-term private key arandom integer a, 1<a<p-
2, and computes along-term pubic key z, = a® mod p. (B has analogous
keysb, zs). A and B have acessto authenticaied copies of each ather’s
long-term puMlic key.

2. Protocol messages.

A - B:o*modp (D)
A - B:o’modp 2
3. Protocoal actions. Perform the foll owing steps each time ashared key is
required.

(&) Achoosesarandam secret x, 1< x< p - 2,and sends B message (1).
(b) B choosesarandam secrety, 1<y < p - 2,and sends A message (2).
(c) A computes the key k = (0¥)%(zs)* mod p.

(d) B computes the key k = (0*)°(za)’ mod p. (Both parties now share the
key k= a®™® mod p).

The atadk is then asfoll ows.
Source-substitution attack on MTI/AO

As a generd rule in al pubic-key protocols, prior to accepting the authenticaed
puldic key of a party A, a party B shoud have asaurance (either direct or through a
trusted third party) that A adually knows the correspondng private key. Otherwise,
an adversary C may clam A’s pulic key as its own, alowing possble attads, such
asthat onMTI/AO asfollows.

Asaume that in a particular implementation, A sends to B its certified public key in a
catificate gpended to message (1). C registers A's puldic key as its own
(legitimately proving its own identity to the cetificate-creating party). When A sends
B message (1), C replages A's cetificae with its own, eff ectively changing the source
indicaion (but leaving the exporential o sent by A to B unchanged). C forwards B's
resporse o’ to A. B concludes that subsequently receved messages encrypted using

" Thus this particular attack applies to key establishment key pairs.
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the key k = o™*® originated from C, wheress, in faq, it is only A who knows k and
can ariginate such messages.

A more complicaed attack achieves the same objedive, this time with C's pulic key
differing from A’s puldic key z». C seleds an integer e, computes (z,)° = a* , and
registers the pubic key a® . C then modifies o” sent by B in message (2) to (a¥)®. A
and B each compute the key k = o®®o’®, which A believes is shared with B (and is),
while B believesit is $ared with C.

In both variations, C is not adually able to compute k itself, but rather causes B to
have false beliefs. Such attadks may be prevented by modifying the protocol such
that the exporentials are authenticated, and kinding key confirmation evidence to an
authenticated sourceindicéion, e.g., through adigital signature.

The Handbook([5], page 537) also pants out that adive dtads related to the dove
attadk are oonsidered by Diffie, van Oorschaot, and Wiener [1], and Menezes, Qu, and
Vanstone [6].

Although the abowve attack only applies to key pairs used for key establishment, other
atacks can be onstructed for protocols based on signature ador
encryption/decryption key pairs. One very naive atadk applying to signature key
pairsis asfoll ows.

Suppcse A wishes to send a seaet message to B, and wishes B to make an
appropriate reply. In order to ensure that the message is nat available to
anyone other than B, A encrypts the message using B's puldic encryption key.
In addition, in order that B can verify the origin of the message, A signs it
using the private signature key of A.

Meanwhile, malicious eavesdropper C has, by some means, arranged for A’s
pubdic signature verification key to be certified as belonging to C. C now
intercepts the signed encrypted message and prevents it reading B. C now re-
sends the message to B, claming that it originates from C. On recept of the
message, B verifies the signature using C's pulic key, and werifies that it does
indeed come from C. B now replies to C (instead of to A), and in dang so
may reveal the contents of the seaet message.

Finally note that it is considered good padice to design cryptographic protocols
which are resistant to source subgtitution attacks — see for example, [9].
Nevertheless this does nat mean that, for the moment at least, it is sfe to amit the
Proof of possesgon step, since protocols nat proteding against such attadks may still
bein use.

6.2 Assumptions and requirement for Personal PKls

We start by considering the isaue of key generation. There ae various different ways
in which akey could be generated. When proof of passesson is being considered, it
Isimportant to take into acourt the place and the time that a key is generated. There
are threemain cases to consider.

» The key-pair is generated by the user's device. This stuation is esentially the
same & in fixed network scenarios. The cetifying party has to use a proof of
possesson algorithm to oltain asaurance that the requesting party is using a
legitimate pulic key in the cetificae request.
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* The asymmetric key-pair is generated by the manufacturing party before the
device is delivered to the customer. In this situation the need for proof of
possession depends on whether the user is able to read out the public and/or
private key from the device. Reading out the private key should not be possible
for the user or an attacker. If the key to be certified is sent in a secured way and
can be linked to the requesting device, proof of possession might not be necessary.

» The asymmetric key-pair is generated by the certifying party when the certificate
is requested. Proof of possession is not necessary in this context as both parts of
the key pair are generated by the certifying party. In this case the establishment of
an authentic and confidential channel for the transport of the private key has to be
supported.

The second major issue concerns the type of the public key to be certified, typicaly
one of Encryption, Signature verification and/or Key establishment (e.g. asused in an
authenticated Diffie-Hellman key agreement protocol).

If apublic key to be certified is to be used for a particular purpose, then there may be
restrictions on the way proof of possession is performed. For example, if a private
key is used for signing, then the request for a certificate for the corresponding public
key may be signed with the private key, whereas a private key only permitted to be
used to perform decryption operations may not be used to sign such arequest. Use of
the wrong kind of PoP technique may result in a breach of security.

In some cases the use of the private key to sign the message may merely break key
separation rules; in other cases it may simply not be possible, e.g. if thereis no known
digital signature algorithm which employs key pairs of the appropriate form. The
typical case will probably be somewhere between these two extremes, in that,
although a public key may be usable with a signature scheme, it may be usable with
many such schemes, and it may not be simple to choose one. For example, in most
public key cryptosystems based on discrete logarithms, the public key is equal to a
base value raised to the power of the private key — in such a case, there will be a very
large number of signature schemes for which the key pair would be a valid key pair.
The problem would then be of coming to an agreement between signer and verifier
about precisely which signature scheme should be used.

For any discrete logarithm based public key cryptosystems (including €elliptic curve
cryptosystems) the private key can be used to create an ElGamal signature on the
certificate request, even if it is to be used subsequently as an encryption or key
agreement key. However, this might be a problem, since it breaks the usua key
separation requirements. One way of avoiding any problems might be as follows.
Prior to computing the signature, generate a random value x, and if a is the client’s
private key, then generate the signature using a+x as the input, and send x to the CA
along with the signature and the public key g®. The public key to verify the signature
will simply be g°g”.

The various PoP techniques, as discussed in 6.4 below, must therefore be mapped to
the kind of key which they can be used for.

The third major issueis the nature of the algorithm to be used with the public keys. It
needs to be investigated whether the nature of the algorithm specified to be used with
a certain key makes a difference as to how proof of possession should be achieved.
One possible criterion might be whether or not a signing algorithm always produces
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the same signature for a certain input, or whether the signature is different every time,
aswith RSA and El-Gamal based signatures respectively.

The fourth and final issue concerns what information is passed to the verifier. The
party proving the possession of a private key sends some kind of information to the
requesting party, i.e. the certifying party. The sensitivity of this information can be
different depending on the PoP mechanism in use. Whereas in some case the
informations may be non-critical, there may be mechanisms where the proving party
is required to perform an action that enables an attacker to decrypt a certain message
or, in the worst case, to compromise secret information. The proposed PoP
mechanisms must therefore be further investigated with respect to zero-knowledge
properties.

6.3 Analysis of the necessity of proof of possession in
different scenarios

Certain scenarios may require PoP mechanisms, whereas in other scenarios PoP is not
necessary. Different factors may influence the necessity of PoP.

As dready mentioned, it is essential to consider where akey is generated. When key-
generation is performed by the certifying party, and the private key is sent to the client
together with the certificate, a PoP mechanism is certainly not necessary. If akey is
generated by the manufacturer and pre-installed on a device before shipping, proof of
possession may be necessary if attacker could get hold of the public key before the
device reaches its owner. Proof of possession is not necessary if the authenticity of
the key sent to be certified is secured with another mechanism. One example of such
amechanism could be as follows.

A manufacturer of smartcards pre-installs cryptographic keys on his cards. In
addition, a non-persona certificate is generated and included on tbe card simply to
prove that the public key sent for certification was generated by the manufacturing
party. During the personal PKI certification request, this non-personalised certificate
Is sent with the request. The certifying party then is at least sure that the owner of the
card has sent a request, and will get suspicious if he does not receive a proper
certificate from the certifying party. That means that the only risk left is a man-in-
the-middle attack, that is likely to be discovered very quickly by the owner of the
card. Furthermore the issuing party can be sure that the public key to be certified has
cryptographically good properties (as it was generated by the issuing party).

A variant of the mechanism described above could be as follows: the manufacturer
stores a key pair on the card and certifies the public key before the device is delivered
to the customer, as described above. But, in contrast to the last approach, this key pair
is not intended to be used by the customer for purposes other than proving the
possession of akey or the possession of the device.

Scenarios in which the key is generated by the requesting party, either on a hardware-
device like a smartcard, or with software mechanisms, will be the most interesting
scenarios for PoP considerations. Nevertheless, even in this case there may be
scenarios where PoP is unnecessary. An example of the latter could be a PAN
scenario where people are in a local environment and can trust the transmission of
data or the authenticity of the sending party with out-of-band mechanisms.
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6.4 Proof of possession mechanisms

We now consider a number of different mechanisms for establishing PoP. All these
mechanisms are in some way specialised in that they only apply to certain types of
key pairs. It would appear rather difficult, if not impossible, to devise generd
purpose mechanisms for PoP, applicable for all key pairs.

1. Sgnature of the request or a part of the request

In this approach a user generates a key pair or uses a key-pair that is already on
his device or token. Before sending the request for certification of the public key,
the request itself, or a certain part of the request, is signed by the corresponding
private key, and the signature is added to the request. If only a part of the request
is signed, a dedicated solution might have to be developed, whereas signing the
whole request may be done with standard signature mechanisms and standard
applications.

2. Sgnature of a certain value derived from the request

This solution works like the one described in 1. The difference here is that the
value to be signed is now not a direct part of the data of the request.

3. Sgnature of a value that is independent of the request

This solution works like the one described in 1. The difference here is that the
signed value is independent of the request data.

4. Prompt the user to decrypt a specified challenge

This approach has to be used with care, as the user is giving away information by
decrypting a value selected by the CA. This means that, in standard cryptograohic
terminology, the user is acting as an oracle. As the proof of possession process is
only performed once, i.e. during the certification process, it may nevertheless be a
useful method. This is especidly likely to be the case if the decrypted message
has to be in a pre-agreed format. In the case, if an attacker wants to use the user to
decrypt an arbitrary challenge, the decrypted value will with very high probability
not match the format, and the answer could be discarded by the party proving the
possession of the private key.

5. Prompt the user to decrypt a certain value and send back a value derived from
the result

To overcome the dangers as described under 4, the decrypted value could be input
to aone-way-function before returning it to the CA. So, if an attacker wanted to
use the requesting party as an oracle, he would not get the original message but
only the output from the one-way-function, and this will aimost certainly not be
useful to the attacker.

6. Prompt the user to decrypt a certain value and to prove the knowledge of this
value with a zero-knowledge protocol

To avoid sending any information related to the private key but yet prove
possession of the private key to the requesting party, a zero-knowledge protocol
may be used. Since no information about the secret (i.e. the decrypted value) is
given away to the requesting party, a potential attacker gets no information at all.
Only the legitimate requester can use the information to verify that the proving
party isin possession of the decrypted value. The use of a zero-knowledge proof
may, unfortunately, result in amore complex protocol, especialy with respect to
the number of stepsto be performed.
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7. Issuethe certificate in an encrypted format, so that the requester isonly able
to get hold of the certificate if heisthe owner of the private key

This method may only be used in scenarios where the certificate is not published
automatically. If automatic publication of the certificate takes place, the
mechanism is of no use, as an attacker will be able to retrieve the certificate from
the directory. If the certificate is only distributed by pushing it to the requester,
and is not available to pull from some directory, then this method is potentially
very efficient.

6.5 Proof of possession in standards

Proof of possession is also an issue addressed in standards. The IETF has produced
two RFCs which deal with PoP.

. I[ETF RFCs 2511: Internet X.509 CRMF (Certificate Request M essage
Format).

RFC 2511 discusses the PoP issue briefly and proposes some of the methods
mentioned above. As discussed here, RFC 2511 distinguishes between the uses of
a key, and signing and decrypting are essentially the proposed mechanisms. Asa
third aternative the computation of a MAC on the certificate-request with a key
derived from a secret, shared between the CA/RA and the requesting party, is
proposed. This approach may not be of use in our scenario, as this assumption
will probably not hold in PAN scenarios. A message format for PoP is given as
follows:

The genera structure lists the type of possible PoP-mechanisms:

Pr oof Of Possessi on ::= CHO CE {
raVerified [ 0] NULL,
signature POPGCSI gni ngKey,

[1]
keyEnci pher nent [ 2] POPCPri vKey,
keyAgr eenment [ 3] POPOPrivKey }

The format of the different mechanisms is a follows. (Some parts have been
omitted, for afull description see RFC 2511)

POPCSI gni ngKey :: = SEQUENCE {
poposkl nput [0] OPTI ONAL,
al gorithm dentifier Al gorithmdentifier,
signature BIT STRI NG }

POPOPri vKey ::= CHO CE {
t hi sMessage [0] BIT STRI NG
subsequent Message [ 1] Subsequent Message,
dhMAC [2] BIT STRING }

Subsequent Message ::= | NTEGER {

encrCert (0),

challengeResp (1) }
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I[ETF RFC 2875 Diffie-Hellman Proof-of-Possesson Algorithms:

This RFC provides two methods for generating an integrity check value from a
DiffieeHellman key pair. The two different approaches differ depending on
whether or not they use information concerning the receiver. The first solution
produces a PoP value that can only be verified by the intended recipient, whereas
in the second solution a POP value is generated which everyone can verify.

I SO/IEC 15945 Information tedhnology — Seaurity techniques -
Spedfication of TTP Servicesto support the Application of Digital Signatures

As this standard only applies to signature keys, PoP is viewed purely from this
perspective. The mechanisms and the syntax used for PoP of the signature keys
are similar to the ones from RFC2511, as described above. Of course, the syntax
in this standard is reduced to the relevant parts, i.e. the parts describing the use of

PoP for signature keys (signature [ 1] POPOSigningKey).

6.6 Efficiency of POP-mechanisms
In the table below, the main properties of the mechanisms described in Section 6.4 are

summarised.
Mechanisms Steps to perform Computational
complexity

1. Signature of the request or acertain | Client: sign Two PK operations

value CA: verify

2. Signature of value derived from Client: sign Two PK operations

request CA: verify

3. Signature of an independent value Client: sign Two PK operations
CA: verify

4. Prompt the user to decrypt a
challenge

Client: Send public key
CA: send challenge
Client: decrypt and return
CA: verify

Two PK operations

5. Prompt user to hash a decrypted
value X

Client: Send public key
CA: send challenge
Client: decrypt X & hash
CA: verify

Two PK operations,
Hash computation is
negligible

6. Zero-Knowledge proof

Depending on the
concrete implementation

Depending on the
concrete
implementation, but
probably higher than the
other mechanisms

7. Encrypted issued certificate

CA: encrypt
Client: decrypt

Two PK operations
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6.7 Suitability of the methods for mobile environments

The most convenient mechanism to prove possession of a private signing key is
probably to sign the complete request for certification. It is possible that the signature
is only on the request-format, e.g. on a PKCS#10 structure or over a whole message
containing the request. No particular dangers have been identified for this
mechanism. To sign only parts of the request or an independent value is only slightly
more efficient, as the hash-function before signing might be performed faster, but the
signature process is certainly less standardised than signing the whole message.

In case of PoP for an encryption key, the selection of mechanism will depend on a
careful analysis of the precise implementation evironment. The most critical factor in
this context is the leakage of information from the proving party. This potential
danger can be overcome by using zero-knowledge protocols, but these protocols are
generally more complex and time-consuming.

The efficiency of the proposed methods can be summarised as follows. Just signing
the request or parts of it requires two steps and two PK-operations to be performed,
the signature by the requester and the verification of the signature by the certifying
party. The number of steps grows to four where the decryption of a challenge is part
of the PoP process, although the number of PK-operations to be performed does not
change and is therefore two.

7. Revocation in personal PKls

7.1 Assumptions and requirements for Personal PKls
. Structure of the PAN

A PAN is usually arelatively small structure so it may be possible to implement
the management of revocation information in a different way to conventional
methods, where alarge number of entities areinvolved.

. Availability of all PKI-userstothe CA

In a PAN the availability of the users might be greater than in conventional PKI
environments, as the number of usersislikely to be much smaller. This means all
users can be reached at a certain time, or the CA can keep track of which users
have not received revocation information, so that the CA can pass on the
information at the next login.

. Structur e of the used certificates

The structure of the used certificates might be adapted to the particular
requirements of a PAN.

7.2 PAN-specific versus general revocation mechanisms

In conventional PKIs ‘pull mechanisms, such as the provision of revocation lists or
online status mechanisms, are typically used to provide access to revocation
information. Thisisthe case for the following reasons.

» Often alarge number of clients take part in the PKI. Thus ‘push’ services would
lead to a bandwidth problem and associated management problems for the CA. A
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broadcast service could be implemented, but then clients not logged in during the
broadcast would not receive the most recent revocation information.

* Large PKls are usudly long-term PKIs, where revocation information has to be
provided covering alengthy time period.

* Not al clients are always online, and so some will not receive al revocation
information that is distributed.

* Not al clients are interested in revocation information at all times. This would
make a broadcast potentially inefficient.

» The revocation information gets so large that not all clients are able to cache the
information. Thus it must be possible to load the information when required.

In contrast to conventional PKIs, push services can probably be implemented in
Persona PKls, as the following assumptions hold.

» Personal PKIs may be short-term PKls. Therefore revocation information may
only be relevant for a short time. The issuing of ‘renewed’ certificates on a more
frequent basis might not be a problem due to the small number of certificates in
the structure. In consequence one might introduce short term certificates that are
only valid for a short period of time and have to be renewed frequently, e.g. every
day, asis already done in WAP in the SSL-server-certificate context. This could
result in the removal of any need for revocation mechanisms.

* Only arestricted number of parties take part in the Personal PKI. Therefore more
time or resource consuming mechanisms (such as the issuing of short term
certificates as described above), that do not scale in large PKIs, might be feasible
for implementation in the PAN scenario.

*  When components make use of Personal PKI they are online. Therefore
revocation information can be pushed to them when logging in to the Personal
PKI. The limited number of PKI usersin a PAN makes it possible for the CA to
keep track of the users and the revocation information that they have already
received.

7.2.1 Mechanisms adapted from conventional PKIs

Revocation mechanisms used in traditional PKIs can be adapted to perform
revocation management in Personal PKIs as well. The two genera approaches, i.e.
using CRLs or requesting status information online, can be implemented. A short
summary of the discussion of relevant issues follows.

CRLs

A mgjor fault with CRLs is that, in the mobile domain, they cannot be used to provide
up to date certificate revocation information because their size means that mobile
bandwidth considerations prevent updates of CRLs, and infrequent CRL updates
considerably reduces the effectiveness of CRL use. (Of course, this does not
necessarily rule out the use of delta-CRLs, but they carry their own significant
management overhead).

Therefore we focus on the online status protocols OCSP and XKMS:
OCsP
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OCSP, as an online revocdion method, tses sgned messages from the OCSP
responcker to the dient (in ou case a mobile handset) to conwey revocaion
information. The purpose of OCSPis to provide revocation status and ndhing else.
OSCP has been developed by the IETF PKIX group. Several vendors, such as
Baltimore, Valicert, VeriSign, Entrust, provide OCSP client and server
implementations. OCSP provides srver authenticity, as in OCSPit is mandatory for
al resporses to be signed. OCSP aso dfers optional client authenticity, in that the
client may sign OCSP requests. This could be used if the OCSP responcer only
wishes to give resporses to authorised requesters. OCSP offers protedion against
replay attacks by including a nonce within every message sent. The requester
includes a randamly chosen norce in his response, and the responder extrads this
norce and daces it in the resporse. The requester can then check if the padet has
been replayed by verifying that the norce in the resporse is that sent in the request.
Theinclusion d the norceis an ogtiona fedure.

XKMS

XKMS, like OCSP, provides an orline certificae revocation chedking method.
XKMS, however, offers more than just cetificate revocation; it can also ched the
catificate validity and pocess a crtificae dain path. It also alows for key
registration. Compared to OCSP, XKMS is a fairly new specification. It has been
pubished within the World Wide Consortium (W3C) as a “technicd note”, which
means it is not a standard as yet. A client suppating XKMS will have to suppat the
verificaion d XML digital signatures and will have to suppat XML. All XKMS
resporses are signed with XML digital signatures. The revocation status of the puldic
key correspondng to the XKMS signed resporses is ambiguous, as the spedficaion
does not define away of validating the wrrespondng puldic key certificae, it is
smply assumed to be trusted. XKMS proteds against replay attadks by using a
transadion ID in ead request. The transaction ID is comparable to the nonce issued
within OCSP. This is not a mandatory feaure within XKMS. The transadion ID
shoud be unique within a dient with regard to a particular certificate. The use of the
term “transaction ID” suggests that the dient must use the transadion ID as a
sequence number but in pradicethe dient could just generate anorcein eac case.

If the two orine status protocols are wmpared, the following conclusions can be
drawn. Signed OCSP resporses and requests are nearly four times shorter than
XKMS messages. The size differences between XKMS and OCSP are purely based
onthe encoding and format of the two schemes, and do nd depend on any differences
in seaurity functionality offered. It is clea therefore that, on memory and bandwidth
grounds, OCSP requests and resporses are preferable in the wirelessworld, as they
use less bandwidth (typicdly al resporses will be signed to authenticate the
responckrs). The encoding method for OCSP messages is preferred to that of XKMS
as the mobile world has already limited ASN.1 encoding suppat, wheress suppat for
XML within the mobile world is gill very scace This fact would enable OCSP
implementation (particularly on the dient side) to be developed more quickly than
XKMS implementations. However, XKMS provides more services than OCSP.
OCSPonly provides a certificate revocaion service, where XKMS provides a whale
cetificate revocaion, \elidation, key registration solution which will look more
favourable & techndogy improves. Overal, OCSP seeams to be the preferable
solution for certificate revocaion in the short-term future because of the significantly
smaller size of its messages, and the fad that it can be implemented more eaily on
the dient side.
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7.2.2 PAN-specific mechanisms

Because of the particular characteristics of a persona PKI, new mechanisms to
manage revocation, not appropriate for traditional PKIs, can be used. Generally the
new situation is that the PKI is a relatively small structure. Therefore it may be
possible to implement some kind of push mechanism. That means that a member of
the PKI gets informed automatically about recent revocation incidents. Several
possible models for this can be devised.

. CA-based distribution models:

1. Automatic distribution of newly generated CRLS
Thisrequires the CRLs not to be too big. It isnot the most elegant
approach, as the CRL concept was intended to be a pull concept. The
major advantage could be that the CRL concept is more up-to-date as the
lists can be pushed when a new entry has been added. Of course this
mechanism is only efficient when there are not too many revocations.

2. Automatic distribution of new revocation incidents
This solution requires the introduction of a new protocol/application which
is able to store single revocation incidents or put them together and store
them authentically on client-side. In comparison to the distribution of
complete CRLsit isamore efficient way to distribute only recent
incidents, but as past experience indicates, the introduction of new
functionality on the client is always problematic.

3. Automatic distribution of CILs (Current Identity Lists)
Instead of ‘black-lists we introduce the distribution of ‘white-lists. This
has the advantage, that a user can be sure that a certificate is not revoked
and that this certificate was issued by the concerned CA. The use of
white-lists only makes sense when the number of participantsis not too
big. The time at which white-lists are published must be specified. Of
course the current list has to be sent to new members and members re-
entering the PAN. A question in this context is whether clients already
logged in get the whole list again when a new member enters the PAN, or
whether there may be another mechanism just announcing the new
member, as for the proposed mechanisms to distribute revocation incidents
only (see above).

. Ad-hoc-distribution of CRL s (as already discussed in section 2.2)

4. Theideabehind this approach isthat the distribution of CRLsis done
between the clients, so that the necessity to contact a directory is removed.
Determining the currency of CRLSs can be handled by introducing serial-
numbers or time-stamps, and clients always update to the most recent
version. That is, whenever mobile devices communicate, they exchange
the serial number (or time-stamp) of the CRL they possess. If one device
has a higher serial number than the other then it passes the latest CRL to
the other device. Thusthe latest CRL should disseminate across the PAN
very rapidly, without requiring any active support from the personal CA.
Such an approach may even be appropriate in other networks, although
that is outside the scope of this discussion.
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7.2.3 Issues with local caching in clients

An important question for revocation in PAN scenarios is whether very limited
devices can cope with certain revocation information at all. In the case of very
limited devices, storage space may be an issue. Therefore the caching of CRLs may
not be possible on every device. Usually revocation lists will not get very large in
PAN scenarios, as there are only a small number of components taking part in the
local PKI; nevertheless there may be scenarios where a list can get longer. One
example of this latter case may arise in a PAN having a lot of guest-members. The
guestion here is whether the personal CA has the capability to issue a certificate to
those parties having only a short validity period; therefore avoiding the necessity to
revoke many certificates.

7.2.4 Support of multiple mechanisms

As discussed in the previous section, mechanisms exist that are attractive for a certain
class of devices, whereas they may be less attractive or even infeasible for another
class. Thus there many be a need to integrate at least two revocation mechanisms in
one PAN. New issues may arise from the introduction of different mechanisms.

. It could be necessary to implement additional logic on the personal CA device.

. If push mechanisms are used, devices in the PAN must be able to cope with
them, i.e. evaluate the pushed information or discard it if an evaluation is not
possible.

7.3 Suitability of the methods for mobile environments

PANs offer many possibilities for implementing revocation mechanisms differing
from the ones familiar in fixed network scenarios. Currently these novel mechanisms
are only proposals, and have not yet been implemented. It will be difficult to
implement mechanisms that relate to the client software, as this functionality must
first be standardised. Nevertheless, as PAN scenarios get more and more attention in
the mobile world, and given that PANs will be an essential part of tomorrow’s mobile
infrastructure, it is necessary to consider these concepts and to develop solutions that
may be more efficient than the ones available today.

8. Summary and Conclusions

After defining the requirements for PK1 in a personal area network, we have |ooked at
concrete issues such as imprinting devices, management of certification authorities
and revocation mechanisms. The discussions in this paper have shown that whilst
many mechanisms and protocols from the fixed network environment may be used or
adapted for the PAN environ,ent, new mechanisms, not feasible in conventional fixed
network PKI scenarios, may be advantageous in PANs. The latter category of
mechanism is probably best represented by the new imprinting protocols where the
user has to act as a trusted channel and by the various scenarios proposed for
revocation checking based on push-mechanisms.
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