LINK Personal Communications Programme

Third Generation Mobile Telecommunications
Systems Security Studies

Technical Report 1:

Security Features for Third
Generation Systems

Final Version

14 February 1996

Communications Security and Advanced Development Group,
Vodafone Ltd.

Telecommunications Systems Group,
GPT Ltd.

Information Security Group,
Royal Holloway, University of London.



Document Release

Document:
Technical Report 1:
Security Features for Third Generation Systems
(Final Version)

Responsible Partner:
Vodafone Ltd.

Contributors:
Ms. Marion Borman (GPT)
Dr. Jason Brown (Vodafone)
Dr. Ligun Chen (RHUL)
Mr. Peter Creteau (GPT)
Dr. Raymond Forbes (GPT)
Dr. Dieter Gollmann (RHUL)
Mr. Yong-Fei Han (RHUL)
Dr. Nigel Jefferies (Vodafone)
Prof. Christopher Mitchell (RHUL)
Prof. Michael Walker (Vodafone)
Dr. Dale Youngs (Vodafone)

Approved for Distribution:

Dr. Nigel Jefferies
(Responsible Partner Manager)

Prof. Michael Walker
(Project Liaison Officer)



Contents

EXECULIVE SUMIMAIY . . . oottt et e e e e e e e e e e e e e e e e e 6
LINtrOTUCHION. . . .ot e e e e e e e e e e e 7
2 SECUNtY ObJECHVES. . o oottt e 9
2.0 INtrOAUCHION . . . .ottt e e e 9
2.2 Global Security ObJECHVES . . . . ..ot 9
2.3 Requirements for Secure Management. . ... ...ttt e 9
3 Security Context: Role MOEL. . . . ... 10
L INtrOAUCHION . . . .o e 10
3.2 R0le MOl . .. 10
321 Call TIme ACHIVILY . . . oo 10
3.2.2 SUPPOItING ACHIVILY . . . oottt e e e 11
323 EXternal ACHVILY. . . .o .ottt 13
3.3 Contributions to Standardisatian . . . ... 13
3.3.1Roles Within UMT S . . ... e e 13
3,32 R0IES fOr FPLM T S . . 14
4 Security Context: Functional Model and Environments . .. ... i 15
AL INtOTUCHION . . . oo e e e e e 15
4.2 Functional MOEL . . . ... 15
4.2.1 General functional model . . ... 17
4.2.2 Mapping of functional Entities . . ... ... i e 18
4.3 Operational Environments and Physical Realisations . .. ......... ... ... ... ... ... .... 19
4.3.1 Operational ENVIFONMENLS . . . . ..ottt e 19
4.3.2 Physical Realisations. . . .. ...t 19
4.4 Services and INformation types . . .. ...ttt 21
A4 SEIVICES. .« ottt e e e e e e e e 21
4.4.2 Information Types and GroUPS. . . . ..o vttt e e e e 21
4.5 System Requirements Relevant to Security. .. ... 22
B SeCUNtY TRIEALS . . o .o 24
B A INtrOdUCHION . . ..o e 24
5.2 Threats to Second-Generation SYStemMS. . . .. ...ttt 24
5.2.1 Network Operator Authenticatian . ......... ... ... i 24
5.2.2 Subscriber Identity Confidentiality . ... ... ... .. i 25
5.2.3 EQUIPMENt ChecCKiNg. . . .. oot e 25
5.2.4 The Scope of Standardisation. .. ... 25
5.2.5 Protocol ADUSE. . . ..ot 25
5.2.6 Evolution of Second-Generation Systems. ... ... 26
.27 Lessonstobe Learnt. .. ... 26
5.3 Security Issues for Third Generation Systems. . ... ...t 27
5.3.1 Absence of Identity ModuUle. . . . .. ... .. 27
5.3.2 Satellite COMPONENL. . . . ..o e 30
5.4 Threats to Third-Generation SYStems. . . ... ... it e 31
5.4.1 Unauthorised ACCESS t0 SEIVICES . . . . .\ttt 31
5.4.2 Denial Of SEIVICE . . ...t 32
543 RepUdIAtioN. . . ..o 32
5.4.4 Unauthorised AccesstoData .. ...... ..ot 33
545 Threats to INtegrity. . . . ..ot 33
5.4.6 Other ThrEalS . . . ..ot e e e e 34
6 Security REQUITEMENES. . . . . .ottt e e e e e e e e e 35



B.1 INtrOdUCHION . . . .. ettt e e e 35

6.2 Customer Security ReqQUIrEMENES . . ... ..ot 35
6.2.1 USer ACCESS DEVICE . . ..ot 35
6.2.2 Mobile Terminal Equipment. . . ... ... 35
6.2.3 Access to Telecommunications SErviCes. . .. ...t 36
6.2.4 Provision of Telecommunications ServiCes. .. ..., 36
6.2.5 Accessto Service Profiles . .. ... 36
6.2.6 Charging and Billing. . . ... ... 36
6.2.7 Data ProteCtion. . ... ... o 37
6.2.8 Third Party Requirements. . . ... ... ..t e 37
6.3 Provider Security REQUIFEMENLS . . . .. oot e e e e 37
6.3.1 USer ACCESS DEVICE . . ..ot 37
6.3.2 Mobile Terminal Equipment. . ... ... 38
6.3.3 User Access to Telecommunications Services. .. ... .. 38
6.3.4 Provision of Telecommunications ServiCes. .. ..., 38
6.3.5 Service Profiles. . ... .. 39
6.3.6 Charging and ACCOUNLING . . . . . oottt e e e e e e 39
6.3.7 Protection of Provider RESOUICES . . .. ... oot 39
6.3.8 Protection of Communications within a Provider Domain. .................... 39
6.3.9 Protection of Communications between Provider Domains. .................. 40
6.4 Contributions to Standardisatian . . . ... 40
6.4.1 Requirements for UMTS. . ... o e 40
6.4.2 Requirements for FPLMTS. . ... ... e 41
7 SECUNLY FEAIUIES . . o oottt ettt e e e e e e e e e e e e e 42
7.1 INOAUCHION . . ..t e e e 42
7.2 Requirements on Security Features . . ... ... it e 42
7.3 Features for Second Generation SYStemsS. ... .. ..ottt 43
7.3.1 CryptographiC SECUIMY . . . . .ottt 43
7.3.2 Non-CryptographiC SECUILY. . . .. oottt e 43
7.4 Security Features for Third Generation SyStems . ... ...t 44
TALINOAUCTION . . . ottt e e e e e e e e 44
7.4.2 Classification of Security Features . . ... e 45
7.43 AListof Security Elements. . . ... ... 46
7.4.4 |dentification of Security Features. .. ... 49
7.4.5 Description of Security Features. .. ... 53
8 Verification of the Security ArChiteCture. . . ... ... . 64
8.1 INtrOAUCHION . . . . oo e e e 64
8.2 Security Threats Against Security Requirements. . ... 64
8.3 Security Features against Security Requirements . ... ... 66
O BIblOgrapNY . . . oo 68
O L BT Sl .t 68
9.2 ITU (former CCIR/CCITT ). o vttt et e e e e e e e e e e e e e 69
0.3 AN S . 71
0.4 180, 71
0.0 NIST/NBS. . o 72
0.6 LINK 3G S8, . o 72
10 ADDIEVIALIONS. . . . oot e 73
Appendix A: Description of functional entities. . . .. ... 75
APPENIX B SEIVICES. . . ..ottt 78
Appendix C: DocUmMeENt HIStONY . . .. ...t e e 80






Executive Summary

This report is the third anfihal published version of the first deliveratftem the DTIEPSRCLINK Personal
Communications Programme projéSecurity Studies for Third Generation Mobile Telecommunications Systems'

Since the start of the project in Febru&a883there has been considerahtgivity in standardising third generation
mobile systems, both within ETSI SMG5 (UMTS) and ITU Task Group 8/1 (FPLMTS). In that time we have seen the
emergence from these bodies of draft recommendations for security features in both UMTS and FPLMTS. This activity
within the standards bodies, to a large extent, shaped and dictated the direction of the project duringés first
Conversely, athis report shows, the results of the work undertaken by the project have had a significant effect on the
standards work, in particular on the draft ETSI report on security features for LB&€8rity principles for the UMTS

ETSI DTR/SMG-50901], and particularly during the second year of the project.

The key objectives of the project may be summarised as follows:

] to identify the range and type of security features which third generation systems may be expected to support;

] to propose detailed guidelines the classes of mechanisms that could be used to provide the identified
security features;

] to define the infrastructure needed for the provision, operation and management of the security features:

] to assess the extent to which the security features, mechanisms and infrastructure elements need to be

standardised.

This report is concerned with the first of these objectives. It is the third and final version of a report which will consider
in detail the requirementer security features in the next generation of mobile telecommunications systems, and the
extent to which these features should be the subject of standardisation.

This version of the report differs from its predecessor in the following ways. First, Section 5 on “Security Threats’ has
been updated in tHellowing ways. A briefdescription of the new security threats posed by the evolution of second
generation systems andparticular GSM has been added. More text on the topic of multiple user registration on a
terminal and its relation to call forwardirappearsand the description of security threats specific to the satellite
component of UMTS has been updated. In Section 7, a new section on standardization guidelines for security features
has been created to reflect the importance of this topic. Section 9 from version 2 on "Future Directions’ has been deleted
as it is believed that the project has met all its goals. AppenfionBversion 2 on "Operational Environments for

UMTS’ has been transferred to tfieal version of Technicaleport 3:Security Architecturdor Third generation

Systems [F2].

The report begins, in Section 2, with the objectifa@ssecurity in third generation systems - whed the security

features supposed to achieve? Although some very “high level' objectives are given, to really answer the question it is
first necessary to understand the context in whichbieiisg asked. This security context is the subject of Sections 3 and

4. ltis considered in terms of role models and functional models - the players and what they do, the system and what
it does. As well as clarifying the objectives for security, the security context also provides the basis for a threat analysis
the subject of Section 5. Security requirements to meet the security objectives and counter the security threats are
examined in Section 6, and a set of security features to address these requirements is proposed in Section 7. Section 8
addresses the completeness of the threats, requirements and features identified in this report.

The report is a detailed description of the approach taken by the project, of the results obtained and the conclusions
reached. Meeover, the results of the research reported here have had a significant impact on the standards bodies, in
particular on the work of ETSI SMG5. The reader should regard this report as a “snapshot' of the current situation, a
situation which reflects the changing standardisation picture.

Michael Walker

Vodafone Limited, 14th February 1996



1 Introduction

The aim of this report is to provide a complete description of the security features to be supported by third-generation
mobile telecommunication syster®@GS). Itwill consider terminal features, air-interface features, supplementary
features and network features, with the latter including the features necessary within a single network and those
necessary for secure interoperation between different networks. It addresses the following:

1. The security context, including role models, functional models, and involved entities and interfaces.
2. An analysis of the potential threats to third-generation systems.

3. The identification of security requirements.

4. The specification and classification of security features.

One motivation for producing a report such as this is to prostigde foundation for designing secure third-generation
systems. A further objective is tdentify those features which are either unsupported in current systems, or are
supported using mechanisms inappropriate for use in future systems. Hence, the report motivates the study of security
mechanisms for use in future systems.

We follow a systemati@pproach indefining security features. First we motivate study by identifying some
fundamental security objectives. Then, we establish the necessary fmrtextsecurity features by establishing generic

role and functional entities for third-generation system&Wwiig this, a threat analysis is carried out to establish where

the system is open to abuse. From these threats, a set of security requirements is derived. Finally, a number of security
features are conceived to satisfy these requirements.

We describe below the structure of this document in more detail, describing the contents of each section in turn.

First, in Section 2, to motivate our work, we identify a set of ksgiarity objectivefor third generation systems. This
comprises a number of global security objectives, as well as requirements on the management of security.

Having set these objectives, we describe the setting for our investigation. In Section 3 we prapas®@delenabling

us to distinguish between the various logical eniitieslved, whilst in Section 4 we set out a corresponélimgtional

modé and identifyvariousoperational environment@ndphysical realisationshatmay beexpectedor 3GS. This

section has been updated continuously during the project to keep abreast of the developing role and functional models
in standards bodies.

Having established the context for security, the next step is to evaluaeethigy threat$o the systeniThis is given
in Section 5, which begins with a discussion of threats to existing second generation systems, followed by a list of threats
to third generation systems.

Having a list of threats, and bearing in mind the security objectives, we can producesesetityf requirementsor
3GS. Such a set, which has been revised continuously during the project, is given in Section 6.

Section 7 includes a list ekcurity featuresvhich. We have proposed a method for describing security features, and
given example instances. Guidelines for the standardization of security features have also been given.

We have compared and contrasted our results with those appearing in standards documents throughout this report. In
addition, in Section 8, we attempt to verify that the security features proposed meet all the established requirements and
threats.

A comprehensive bibliography of the evolving standards for 3GS is given in Section 9, which includes all references
made in this report, and Section 10 comprises an exhaustive list of abbreviations used.

Three appendices are attached. Two of these contain background information: Appendix destrities the IN

7



functional entities proposed faMTS and Appendix B listing services proposed for UMTS. Appendix C contains the
document history.



2 Security Objectives

2.1 Introduction

This section provides the motivatior our study of security fothird generation systems. It comprises a number of
fundamentalsecurity objectives upon which, along with the subsequent threat analysis of Section 5, the security
requirements for third generation systems will be built.

Section 2.2 lists a number of security objectives that any well defined telecommunications system should be expected
to attain. These are fairly general in nature and are intended to provide a global perspective on what we expect from a
secure third generation telecommunications system.

In Section2.3 wedefine a number of requiremerits secure management. These are requirements on the secure
management of the system, whigte not specific to third-generation systems, fourh a “baselinefor security

management, without which more system-specific features are a waste of time. They should be provided, for instance,
by a secure TMN.

2.2 Global Security Objectives
The principle objectives for security within third generation systems are:

1. To ensure that information generated by or relating to a useibscriber isdequately protected against
misuse or misappropriation.

2. To ensure that the resources and services provided by a service provider or network operator are adequately
protected against misuse or misappropriation.

3. To ensure that the security features standardised are compatible with world-wide availability.

4. To ensure that the security features provided are adequately standardised to enable secure world-wide
interoperability and roaming between different network operators.

As a measure of adequacy of the security features, the level of protection affardecstand providers of services
should be at least equal to that provided in contemporary fixed networks.

In [A19], two additional global security requirements are noted, to ensure that fraud management is possible, and to
allow lawful interception. However, both these are particular instances of the more general requirements already given.

2.3 Requirements for Secure Management
The basic requirements for secure management are as follows:

1. Management of security keys within and between network operators/service providers should be secure and
easy to handle.

2. Security keys and access devices distributed to users should be easily and securely managed and updated.
3. Service providers should be able to restore subscription data relating to users or subscribers upon failure.

4. The service provider should have secure mechanisms to record events associated with users or subscribers.
5. Mechanisms should be in place to enable the management of fraud.



3 Security Context: Role Model

3.1 Introduction

To describe a telecommunications system adequately, it is necessary to discriminate in some way between the various
types of activity taking place. Such an approach leads togthgan of logical “entities' with distinct roles to play. These

roles therefore represent a collection of related activitlesy are not intended to distinguish functional entities. Indeed,

itis quite likely that the activities of a role may be split between several functional entities or that one functional entity
may take on activities belonging to more than one role.

What is important, especialfyom a securityperspective, is that all responsibilities and benefits associatied
activities within the system can be assigned to the various roles.

The object of SectioB.2 is to describe generic role model suitable for third generation mobile telecommunication
systems. We use a structured approach based on dividing the responsibility for various activities into specific areas, then
dividing these areas furthexyentually arriving at a number of specific entities easponsibldor a single type of

network activity.

We begin by considering a division into three general types of activity:

1. Call time activity This covers all activity occurring when the system is utilised.
2. Supporting activity This covers those activities relating to creation, upkeep and management of the system.
3. Activity considered to be “external’ to the sysfenis covers a number of activities required for a complete

description of the system, but which lie outside the scope of the preceding areas.

A subsection of SectioB.2 isdevoted to each of the above areas. These subsections begin with a breakdown of the
activity considered into more specific areas, and then a description of responsibilities in these areas, given in terms of
the roles played by logical entities. It is important to note that the lists of activities and responsibilities are concerned
only with security-related events; as such they are not necessarily exhaustive. We remark that the classification used in
ETSI/SMG5 for UMTS is by division into customer and provider type roles.

Section 3.3 concludes the discussion of roles with a brief look at standardisation activities within UMTS and FPLMTS.

We assess the impact of our work on the standardisation process, as well as noting the (current) distinctions between
our views and those of the standards organisations.

3.2 Role Model

3.2.1 Call Time Activity

Whilst a network is in use, a number of key activities af@peed. The responsibility for each of these can be assigned
to one of fourareas: Network Operation, Service Provision, Usage, and Managemeffitlldlveng subsections
describe these in more detail, by identifying them with one or more logical entities.

Network Operation

Network Operator
An entity that:

1. provides the network capabilities to support particular services;
2. allows Users, using appropriate terminals, to gain access to the network in order to be able to use the services.
Note:
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a. Network Operators can be further categorised into public or private.
b. The role of Network Operator can be separated into the component roles defined in 1) and 2) above. We refer
to these as thidetwork ProvideandAccess Providerespectively.

Service Provision

Service Provider
An entity that is:

1. responsible for the provision of particular services, and the associated database management.

Note:

a. A Service Provider is also referred to as a Service Operator.

b. Service Providers can be subdivided into categories corresponding to the services goovitstdnce,
telecommunication services and value-added services.

C. Service Providers can be further categorised into public, private, or value added.

Usage

User

An entity that is:

1. authorised by a Subscriber to use particular services subscribed to by the Subscriber.

Note:

a. A User is also referred to as an End-User.

b. The user encompasses the physical entities/devidesess DevicandTerminal

Other Party
An entity:
1. that is a user of services, but not necessarily of the system in question.

Note:
a. This could, for example, be the calling party in a call to a User, or the called party in a call from a User.

Management

Clearing House

An entity that:

1. is responsible for collecting and distributing data such as billing data, and (possibly) user authentication data,
between Network Operators and Service Providers.

Terminal Manager

An entity that:

1. is responsible for collecting and distributing data such as equipment identity data, and (possibly) equipment
authentication data, between Network Operators and Service Providers.

Note:
a. This role was introduced primarily to combat the use of stolen, cloned, and non-type approved terminals.

3.2.2 Supporting Activity

In addition to the primary activities involved in the utilisation néawork, as described in the previous subsection, there

are also activities relating to the maintenance and management of all aspects of the system. These can be assigned to
one of three areas: Service Creation and Implementation, Equipment Design and Manufacture, and Management. The
following paragraphs describe in more detail the activities assigned to these areas by identifying them with one or more
logical entities.

11



Service Creation and Implementation

Service Designer
An entity that is:
1. responsible for the design of network services.

Service Modifier
An entity that is:

1. responsible for the modification, customisation and upgrading of existing network services.
Note:
a. This entity could be acting, for example, on behalf of a service provider, subscriber, or user.

Building Block Creator

An entity that is:

1. responsibldor the creation of high level reusable functions to be used by the Service Designer and Service
Modifier to produce complete services.

Special Resource Provider
An entity that:

1. provides specialised resources to network operators, service providers, and users.
Note:
a. Resources might be databases or voice recognition hardware.

Equipment Design and Manufacture

Access device Manufacturer
An entity that is:
1. responsible for the design and manufacture of access devices.

Terminal Manufacturer
An entity that is:
1. responsible for the manufacture of terminal equipment.

User Interface Designer
An entity that is:
1. responsible for the design of user interfaces.

Management

Administrator
An entity that:

1. creates a framework to enable Service Providers and Network Operators to make roaming agreements with
other Service Providers and Network Operators;
2. defines, monitors and enforces a policy for service provision (incorporating the role sometimes referred to as

that of a Security Administrator).

Note:
a. An administrator may also be referred to as a Roaming Administrator.

Service Vendor
An entity that is:

1. responsible for negotiating with Service Providers for services on behalf of subscribers;
2. responsible for negotiating with Network Operators for the provision of network capabilities associated with
services;

12



3. responsible for the provision and maintenance of subscriptions to Subscribers.

Subscriber

An entity that:

1. has a contractual relationship with a Service Vendor, on behalf of one or more Users;
2. is responsible for charges incurred to that Service Vendor;

3.2.3 External Activity

The previous two subsections were concerned faitty concrete activities that are requirfed the upkeep and

utilisation of anetwork. This subsection describes a humber of areas where the activities are ldstned|land

whose effect on the system is of a more peripheral nature. The areas we consider are: System Abuse, Regulation, and
Other Indirect Activities.

System Abuse

Intruder
An entity:
1. that abuses the network infrastructure or services provided on the network.

Regulation

Regulator

An entity that is:

1. responsible for setting out laws and guidelines governing service provision and use;
2. responsible for ensuring that all entities comply with these requirements.

Type Approval Authority

An entity that:

1. tests and type-approves terminal equipment, subject to the rules laid down by the Regulator and possibly the
Administrator.

Indirect

Third Party
An entity that is:
1. not directly involved with the provision and use of services, but may affect, or be affected by them.

Note:
a. There may be legal requirements on the protection of such parties.

3.3 Contributions to Standardisation

There is at presemhuch activity directed towards the development of standardfie next generation of mobile
telecommunications systems. As such, this subsection can provide no more than a snapshot of the current status of
standardisation and the perceived impact of our work.

3.3.1 Roles Within UMTS

The ETSI group SMG5 has been assigned responsibility for defining the Universal Mobile Telecommunication System
(UMTS). Contributions made to SMG5 have had a significant effect on the role model adopted for UMTS. Indeed, the
first attempt to define a complete and formal role model for UMTS, carried out by the security working group within
SMGS5, was based on the role model developed within the 3GS3 project. Service creation and implementation, as well
as equipment design and manufacture roles were deemed to be superfluous to SMG5 at the time and hence were omitted
from the UMTS model. The current UMTS role model as defined in SMG 50901 (Version 2.2.0) still closely resembles
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the original. Moreover, it appears to be fairly stable, and may be adopted within UMTS by working groups other than
the security group.

The UMTS role model provides a description of the varfmarsies or organisations involved in the use, provision,
regulation, etc, oUMTS servicesand the relationships between them. The descriptions, which are generally more
detailed than those given in Subsection 3.2, are tailored to enable the security requirements for UMTS to be identified
in a systematic manner. Unlike our classification, the UMTS roles are classified in the following manner:

Customers
Subscribers, Users, Other Party, Third Party, UPT User.

Providers
Service Providers, UMTS Network Operators, Access Providers, Other Network Operators, Terminal
Managers, UPT Service Providers.

In addition to these primary roles there are secondaryalakesified under the following headings: Regulators and Type
Approval Agencies, Roaming Administrators, Miscellaneous Parties, Intruders, Owner.

The first point to note is that some changes in terminology have oc¢ietdork Operator becomes Network
Provider), some roles have been combined (Regulator and type approval agency), and other roles have been separated
(Network Provider and Access Provider).

Probably the most important difference between the UMTS role model and our role model lies in the degree of detail
of the models. In addition to the fact mentioned above that UMTS roles are described in greater depth than our roles,
UMTS also distinguishespecific varieties of certain roles. For example UPT has its own users and service providers.

It also defines other network operators to be network operators outside UMTS.

3.3.2 Roles for FPLMTS

ITU-R TG8/1 is the task group of Study Group 8 that is currently responsible for defining the Future Public Land Mobile
Telecommunications System (FPLMTS). It Has presentynade limitedprogress in developing a complete and
coherent role model for FPLMTS. Nevertheless, definitions of various logical entities can be found scattered throughout
the recommendations. Perhdpe most complete list of roleppears irthe security principles documeklt 1078

[B13]. It comprises the following roles:

user, mobile terminal, subscriber, home service provider, visited service provider, network operator, terminal
manager, transit operator, access provider, other network operator, other user, iofddeser, UPT
subscriber, UPT service provider.

No attempt has as yet been made to classify these roles in any way, nor, it seems, has any attempt been made to check

the consistency of the definitions. For example, the meaning of the terms “home' and “visited' when applied to service
providers is unclear.
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4 Security Context: Functional Model and Environments

4.1 Introduction

It is very likely that INprinciples will be adoptetbr the modelling and implementation of third generation systems.
Therefore work has been based on the IN functional model. At the time this work was undertaken, the IN functional
model was the original ETSI model as proposed by SMG5/NA6. Since then, the model has progressed in ITU SG 11
although the general principles remain unchanged.

Section4.2 reviewshe currently agreed generic IN functional model, uses this to describe an access model for third
generation systems, and finally shows how the generic functional model can be mapped to the role model described in
the previous section.

Section4.3 considers operationahvironments and physical realisations of third generation systems. A study of the
various operational environments is necessary in view of the fact that these have a direct bearing on the requirements
that must be addressed. Nevertheless, because this subject is itself of merely peripheral interest, a detailed discussion
is not considered here. Instead UMTS is used as an example.

To get a realistic view of the operational requirements on the system, and in particular on security, the functional model
must be mapped into the physical network architecture realisations. In Section 4.3 a typical realisation is described.

Section 4.4 briefly considers the services which third generation systems will be expected to support, and also defines
a comprehensive set of information types necessary to describe the system operation fully.

There will be system requiremetttgat have a significant impact on the architecture of the system, and hence indirectly
on the security that is required. To conclude the setting of a context for our study then, in Section 4.5 a number of system
requirements deemed to be relevant to security are listed.

4.2 Functional Model

The generic Intelligent Network (IN) functional model is shown in Figure 1. It depicts the types of functional entities
required to provide services irrespective of environment (microcells, macrocells, satellite spots, etc.). The model also
shows the relationship between these functional entities. Full descriptions of the functionalnesyitiefound in
Appendix A.
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Figure 1: Generic Functional Model

In a specific network, several functional entities of the same type may exist. However, in the basic functional model,
each functional entity type is shown onlgenA relationship between two functional entities of the same type is shown

as a "relation loop" starting and ending in the same functional entity. The peer to peer relationships between functional
entities is fully elaborated in the general functional model, Figure 2.

The functional entities are grouped into three classes:

Service Management
Includes functions related to service creation, service provision, customer control capabilitesymortfor the
administration, coordination and control of a data base;

Intelligence
Includes functions related to service logic and service control (e.g. mobility management functions);

Access and Transport
Includes functions related to access, call and bearer control (e.g. radio resource management).

In the model, a distinction has also been made between functions residing at the mobile side of the radio interface and
the functions residing at the network side of the radio interface. The functions at the mobile sidefaygether
functionalities required at the access (mobile) side of the system (e.g. paging response, initial access, authentication,
channel coding, ciphering, etc).

The purpose of the functional model, in relation to the security studies, is to understand the likely functional allocation

to likely physical implementations. Thereby illustrating the potential risks, and possible sitings of security functions to
circumvent the threats.
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4.2.1 General functional model

In Figure 2 the general functional model is shown illustrating the interconnection of different logical network entities
across different networks. These entities have different significance:

Service
Provider

Access
Network

Intermediate Network

Figure 2: IN Access Model

Access Network
This is the serving network as seen for a mobile originated call. The service control parts of the network are shown with
subscript "n", i.e. SDF(M)n and SCF(M)n.

Service provider
This is the service provider of the mobile subscriber. The service control parts of that service provider are shown with
the subscript "s", i.e. SDF(M)s and SCF(M)s.

Intermediate network

The intermediate network is used only for routing and establishment of the bearer connection between the originating
and the destination networks. In this network, the combination of CCF and BC merely indicate the capability of this
network to route and switch a bearer connection and has no significance on the functional architecture of that network
(PSTN, ISDN, etc.).

Note that although shown as belonging to different networks, the functional entities belonging to the access network,
the service providers and the intermediate network could as well be seen as functional entities located in different parts
of the same network.

The direct relationship and the interconnection of the sets of database functions (SDF(M)) and service control functions
(SCK(M)) include a number of options resulting in different requirements for the split of functionality (and service logic)
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between networks and their respective databases (SDF(M)) and control functions (SCF(M)).

Figure 2 also identifies the functional relationships between the different functional entities. Each has a distinct label
A -V, although this document is not directly concerned with these relationships.

The purpose of illustting the different allocation of functionality across different interfaces in differing networks is to
better understand the responsibilitesl potential allocation of security functionality on network boundaries. This also
results in understanding which interfaceay besecurely opened between operators and which interfaces must be
restricted for internal use by a single network operator.

4.2.2 Mapping of functional Entities
This section allocates the standard functional entities, described in Appendix A, intofgraalfiscation into the
enterprise roles described in Section 3. To fully understand the use and meaning of the terms and abbreviations used

here reference to Appendix A is essential.

Figure 3 shows how the functional entities can be logically grouped together to provide a mapping to the logical roles
and their corresponding physical realisations defined in Section 3.2.

Service Provider

Network
Operator

User Network
Operator

Figure 3: Logical Mapping of Functional Entities

These logical groupings are as follows:

ADFG - Access Device Function Group
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The combined functionalities of the Access device MSF and MCF.

TFG - Terminal Function Group
The combined functionalities of the Mobile Terminal Equipment MSF, MCF, MCCF, MRRC and MRTR.

AFG - Access Function Group
The combined functionalities of the access provider including RFTR, RBC, RRC; and possible ACCF, SCF and SDF,
for private systems offering public user access; in the network side.

NFG - Network Function Group
The combined functionalities of the public network including possible RFTR, RBC, RRC to support direct or indirect
radio access; and ACCF, SCF, SDF and SMF in the network side.

SPFG - Service Provider Function Group
The combined functionalities of the SCF, SDF and $ist#d for provision and management of the service, with special
responsibility as a billing authority outside of the immediate network resources.

CHFG - Clearing House Function Group
The combined functionalities of the SCF, SDF and SMF &medrbitration of the service, with responsibility for
accounting apportionment, and security management (algorithms, keys), approval, etc...

4.3 Operational Environments and Physical Realisations
4.3.1 Operational Environments

The operational environment has a direct bearing on the security requirements that must be addressed. UMTS has been
used here as an example.

The support of the UMTS service environment results in a set of considerations and service features which can be found
in Technical Report 3: Security Architecture for Third Generation Systems [F2]. This includes interworking with the
services of existing networks asdpport of personahobility. TheUMTS operational environment is depicted in

Figure 4, illustrating the likely physical realisations to support different access situations.

4.3.2 Physical Realisations

To get a realistic view of the operational requirements the functional model described in Section 4.2 must be mapped
into the physical network architecture. Typically, one such realisation may be as shown in Figure 4.

In such a physical realisation the Service Control Point (SCP) and Service Data Point (SDP) are the physical realisations
of the IN functions to support the mobility functions and mobile user data respectively. The local exchange must detect
and provide trigger functions (the SSF functionalitypider to route the signalling to the SCP. In particular, the
mobility functions which must be supported by the system may involve the following sets of functions or procedures:

(mobile) service/call set-up & release;
location updating;

handover;

registration/deregistration;
authentication;

paging.

The interaction between the mobility functions is represented through the design of information flow charts. Support
for the above mentioned procedures across systems (e.g. between operators) can add further requirements for signalling
between mobility functions (securigervices such as encoding and authentication being an example)weyidie

reflected in the information flows for eaphocedure. Hence, it is envisaged that consideration is given to physical
architectures, functional allocation, and alternative information flows (functional interactions).
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These comparisons should highlight some of the potential risk areas resulting from the realization of reference points
by physical implementations.

User Access Network Service
Environment  Network Operator Provider

Figure 4: UMTS Operational Environment
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4.4 Services and Information types
4.4.1 Services

Compiling a thorough list of services to be supported by third generation systems is outside the scope of this project.
Nevertheless, consideration of the requirements imposed on security throsgppbe of particular services is an
important subject to studpppendix B is a list of services considered to be supported by UMTS. This list is taken
directly from [A11]. It is not claimed to be exhaustive.

4.4.2 Information Types and Groups

Different types of information will need differing amounts of protection, when stored or transmitted. To model these
security requirements the information is allocated a type and grouped into categories dependent on its sensitivity. The
following is a list of these types and categories.

Information types

User Traffic
This type comprises all information transmitted on the end-totefic channel byUsers to other Users. The
information could be digital data, voice, or any other form of transmitted data.

Charging
This type comprises information relating to charges incurred by Users whilst using network resources and services. Such
information would normally be generated by Network operators and passed to and amongst Service Providers.

Billing

This type comprises information relating to charges incurred by Subscribers for their subscriptions and Users charges.
Such information is generated by a Service Provider (using charging information obtained from Network Operators and
other Service Providers) and passed to Subscribers.

Location
This type comprises location information regarding a User (or Terminal). Such information is generated by a network
operator and passed to the User's Service Provider (it may or may not be retained by the Network operator).

Dialling

This typecomprises information relating to diallable numbers associated with Users (and possibly Terminals). Such
data is generated by Service Providers and distributed to Users. It is transferred from a User to Network Operator to
initiate a call, and then passed by the Network Operator to the associated User's Service Provider.

Routing

This type comprises information passed through the network to enable correct routing of calls. Such information will
be generated by Service Providers or Network Operators (using location and dialling information) and passed amongst
Network Operators.

Network Resource Management

This type comprisemformation relating to the physical access of a Terminal to the Ne®@joekator (or Access
Provider), and physical interface between Network QpeyaSuch data is generated by Network Operators and passed
amongst Network Operators and Terminals.

Identity

This typecomprises information which determines the identity of an entity. The entities of interest are usually Users,
Subscribers, or Terminals, but all entities have identities. Useuutisdidber identities are generated by the appropriate
Service Provider, and are held by both the Service Provider and the User or Subscriber respectively. In addition, a User's
identity will be held by theappropriate Subscriber. Terminal identities are generatéaebyerminal Manager (or
Equipment Manufacturer), and are held by both the Terminal Manager and Terminal. Identities are transmitted from
Users and Terminals to Network Operators whenever registration or access to services is attempted. User identities also
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accompanyJser-related data such as charging, billing, and locatlmen it ispassed between entiti€dimilarly,
Subscriber identities accompany billing data when it is passed between Service Provider and Subscriber.

Security Management
This typecomprises information relating to the management of security. It includes such data as encryption keys and
authentication messages, and may be generated by a third party or the involved entities themselves.

Service Profile

This typecomprises information regarding the service profiledsérs. Such data is generatentl passed between

Users, the User's Subscriber, and the Subscriber's Service Provider.

Access Control Management

This type comprises information relating to the access control of entities to Terminals, Network Resources, and Service
Profiles. Such data includes PINs generated by users, and databases of identities generated by Service Providers,
Network Operators, and Service Providers. It is generally stored by the generating entity.

Information Groups

In addition to the specific types of information described above, theseaspésrther categorised into groups to
simplify the threat analysis on the data's integrity and confidentiality. These groupings are as follows:

User Traffic
User Traffic.

Signalling Data
Charging, Billing, Location, Dialling, Identity, Security Management.

Control Data
Routing, Network Resource Management, Access Control Management, Service Profile.

Stored Data
Any information type whilst being stored in some manner.

Transmitted Data

Any information type whilst being transmitted in some manner.

4.5 System Requirements Relevant to Security

This section identifies a number of system requirements deemed to be relevant to security.

1. Third-generation systems will support the provisiorenfises in an environment containing multiple network
operators and service providers, both public and private, some of which are in direct competition.

2. Subscribers and users will expect to have direct access to their personal service profiles.

3. The necessary support will be provided for end-to-end security services between particular fixed or mobile
users.

4. The system will be provided by an open system architecture based on IN and TMN principles.

5. The system will provide a variety of communications services using a range of bearer bit rates.

6. The system will accommodate a variety of mobile terminal types.

7. Users and terminal equipment will have unigue identities.
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8. The system will allow the connection of users to users of other systems.
9. The system will support handover within operators' networks and roaming between them.

10. The system must not conflict with the needs of national security and licence regulations.
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5 Security Threats

5.1 Introduction

This section contains a list of possible threats to the security of third generation mobile telecommunications systems.
There are two reasons for constructing such a list of threats:

. It provides a motivation for the securitgquirements and security features listed in Sections 6 and 7
respectively.
. It will assist in a thorough threat analysis of the UMTS and FPLMTS systems when they are better defined.

We start the discussion of threats in Section 5.2 by reviewing some areas where experience has shown that the security
of current second-geration systems, such as GSM and DECT, could be enhanced. Some of these enhancements may
be appropriate to third-generation systems.

Some security issues raised by proposed new functionality in third-generation systems are discussed in Section 5.3. For
example, there are proposals for service features which do not require a user to be present at the terminal at which he
registers (5.3.1). Also, third-generation systems will contain a satellite component (5.3.2).

Finally, the main list of security threats for general third-generation mobile systems is given in Section 5.4. No attempt
has been made to evaluate the importance of each of these threats, since third-generation systems have yet to be defined
in detail. In order to provide a classification of the threats, they are divided into the following six categories:

. Unauthorised access to services;
. Denial of services;

. Repudiation;

. Unauthorised access to data;

. Threats to integrity;

. Other threats.

Clearly, manyother classifications are possible, such as by threatened party, by threatenireffpet®g, network
interface, and son. The relative usefulness of these various classification schemes will become clearer when a threat
analysis can be performed on a specific system architecture.

5.2 Threats to Second-Generation Systems
5.2.1 Network Operator Authentication

In some second-generatisystems, such as GSM, network operators are not authenticated to subscribers. This means
that it is theoretically possible to masquerade as an operator in these systems, by imitating a base station.

For instance, some GSM operatongay not have the user datanfidentiality feature active (through choice or
unavailability). Then, ithe imitation base station has attracted a legitimate subscriber's transmissions, the imitator can
steal the subscriber's channel. He does this by first relaying the subscriber's registration and authentication information
to a genuine network operator's base station then using the authenticated channel. Should the user data
confidentialityfeature be active, then the channel can still be stolen. However it is not clear how this channel could be
utilised (except perhaps to accumulate an enormous bill for the subscriber by keeping the channel open).

Operators may be able to switch off the user data confidentiality feature on a subscriber's call. Then an imitator might
be able to eavesdrop on a legitimate subscriber's call by switching off the encryption on the link between itself and the
subscriber. He could then relay the call to a genojrezator's base station using a personal (legitinsatedcriber

identity.
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Network operator authentication is a critical issue in systems such as DECT that incorporate “over the air' subscriber
control. Here, the omission of network operator authentication may allow an imitator to disable users directly or to alter
their billing data. One argument for GSidt supporting network operator authentication is that it does not incorporate

any such over the air control. However unforeseen service enhancements may lead to problems in future, so it may be
wise to include features such as network operator authentication, although they serve no immediate purpose.

5.2.2 Subscriber Identity Confidentiality

In GSM systems, transmission of thebscriberidentity (IMSI) over the air interface is natwayscarried out
confidentially. For example, on initiggistration or when the VLR changes, the unprotected IMSI must be transmitted
to enable registration. Nevertheless, the limited form of subscriber identity confidentiality provided by GSM is usually
enough to preent tracking of thesubscriber's location. Howevemyonemasquerading as a network operator (by
imitating a base station) may request a subscriber to transmit his clear IMSI at any time.

5.2.3 Equipment Checking

If there is no provision for equipment identities (such as GSM IMEISs) to be stored securely in the mobile equipment,
then cloning of mobile equipment is possible. This would allow the use of non-type approved equipment and the reuse
of stolen equipment by assigning a new terminal identity to it.

5.2.4 The Scope of Standardisation

The scope of standardization for second-generation systems was largely limited to the air interfaces and those functions
necessary for internetwork roaming. In particular, many security-related functions are not well defined in the standards,
as noted below.

Key Management
In general, recommendations for secondegation systems do not tackle the subjects of subscriber-key generation and
distribution.

Specification of Entities

Several entities are defined in GSM whose fonetiare security related (for example the Authentication Centre (AuC),
Administration Centre (AdC), Equipment Identity Register (EIR), aneH@rsonalization Centre (PPC)). The interfaces
of these entities with other entities are not specified in adequate detail (or at all) in the GSM recommendations.

Inter-Network Links
The GSM recommendations do not consider the interfaces between different networks.

Data Transmission

Although confidentiality of data sent over ther interface isoften specified in second-generatieystem
recommendations, the transmission of data over other links is not usually considered. For example, in the GSM
recommendations the confidentiality of speech data sent between the BSS (base-station subsystem) and MSC (mobile
switching centre) is not discussed.

5.2.5 Protocol Abuse

It is possible that protocol abuse can lead to security breacheystem. For example, without netwargerator
authentication, the location updating proceduight be abused in the following manner. We first point out that,
although GSM terminology is used, thaisuse is not viable in GSM because of the nature of the encryption and data
formatting procedures involved.

Suppose an eavesdropper obtains the RAND value used to generate an encryption key, and some data encrypted using
this key,transmitted by a subscriber. Then gaytime), by imitating ebase station, the eavesdropper can request a
location update, and supply the subscriber with the RAND value to reproduce the original encryption key. The imitator
feeds the encrypted data to the subscriber under the guise of an encrypted TMSI, and then requests the (unencrypted)
TMSI value to be transmitted for a location update.
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5.2.6 Evolution of Second-Generation Systems

Secondgeneration mobile standards have continued to evolve after their commercial introduction. For example, the
evolution of GSM has involved Phase 2 and Phase 2+ developments to complement the core Phase 1 standards. The
work items associated with these evolutionary developments may bring their own security threats. In the case of GSM
Phase 2 and Phase 2+, the number of work items is too large to justify a comprehensive security analysis here. Instead,
we list and briefly examingomeof the security threats of two Phase 2+ work items which are currently in the process

of being standardized: the General Packet Radio Service (GPRS) and High Speed Circuit Switched Data (HSCSD).

GPRS

GPRS will allow the resources of the GSM Phase 2+ air interface to be packet switched rather than circuit switched
[A29, A30, A31, A32].For certain types of data, thispresents a moufficient use of radisesources promoting
greater capacity and/or higher quality-of-service.

GPRS facilitates point to multipoint (PTM) in additiorpint to point (PTP) services. Obviously, for a given message,
the former consume more resources. Geffatt must therefore be devoteddnsure that PTM services cannot be
invoked fraudugntly and itmay benecessary to limit the number of recipients of a PTM message as a preventative
measure.

For GPRS PTM services, it is possiblat only totransfer data packets, but also schedule them to be delivered at a
certain time, kill data transfer operations if they have not already taken place and obtain the status of the data transfer
operation from the network. Appropriate authentication and integrity measures must be devised to prevent fraudulent
activity taking place in connection with these operations.

HSCSD

HSCSD will facilitate higher circuit switched data rates across the GSM Phase 2+ air interface by allocating multiple
time slots (rather than just one as at present) on the radio bearers to individual users [A33, A34]. Clearly, this results
in individual users being allocated a greater share of the total resources available in a celefdaisgerous

because nainly are HSCSD services likely to be more lucrative and therefore more desirable to fraudsters operating
call selling scams (the more resources being used by a user, the more can be charged), but also they are more likely to
prevent legitimate subscribers gaining access to the network due to lack of radio resources in a cell. Great effort must
therefore be devoted to ensure that HSCSD services cannot be invoked fraudulently and it may be necessary to limit the
number of time slots that can be instantaneously allocated to a HSCSD user as a preventative measure.

5.2.7 Lessons to be Learnt

Security features often depend on other security features or functions for their operation (for example user confidentiality
requires encryption). This could lead to a compromise in security when a particular feature is disabled. Consideration
should be given to separating security functeomd reducing interdependencies of security feature provision, especially
when the system is liable to have some of its security features suppressed.

Improvements and upgrades usually occur throughout the lifetimgysfem. These may require that additional security
features be added to maintain the overall integrity of the system. The inclusion of redundant features at the initial stage
may therefore be wise.

The restricted scope of recommendations for second-generation systems leaves many aspects of these systems open to
abuse. Before developing recommendations, it is important that their scope is made suitably wide.

A common way to compromise the security of a system is through misuse of its security protocols. System designers
should be aware of this, and give special regard to protocols involving features that can be disabled.
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5.3 Security Issues for Third Generation Systems
5.3.1 Absence of Identity Module

One of the fundamental assumptions for third generation mobile systems is thsertlaed terminal alegically
separate. Furthermore, through their rediseads the user's access device and mobile terminal equipment, the user and
terminal mayalso be physicallyseparable. This separation has given rise to a number of service features
andrequirements regarding the presence of the access device in the mobile terminal equipment.

Normally, when a user wishes to utilise the system he must insert his access device into the mobile terminal equipment
he intends to use. However, this wilit always be the case, and there are potentially three distinct states that may arise
in practice:

. the access device is not present (either remotely or locally);
. the access device is not at the registration location, but is present within network (remote);
. the access device is at the registration location (local).

The goal of this subsection is to highlight security issues arising through the first two states, and to encourage further
discussion on the subject.

The standardisation of UMT&urrently being attempted by ETSI STC SMG5 has led to a number of interesting
proposaldor features that either do natquire, or even preclude, having the user's access device present within the
mobile terminal equipment or even the network. We first review these proposals, and summarize the limitations they
place upon the system. Following this we attempdeatify areas where securitpay becompromised. A related

problem concerns the verification of the access device's presence, and after a brief discussion on this matter we draw
some conclusions and outline a number of areas requiring further investigation.

Proposed UMTS Features

The following paragraphs outline a number of proposals that are currently being discussed by SMGS5, and which may
have an impact (albeit indirectly) on whether the access device can be present. It must be noted that these proposals are
for further study within SMG5. Similar features are also being recommended for FPLMTS.

Support of UPTIt is anticipated that UMTS will support the UPT concept. Whilst this may not impact directly upon
whether access devices are present, the additional service fedfered byUPT will (see for example remote
registration).

Call forwarding Call forwarding, in its various forms, is likely to be one of the key supplementary services provided
in UMTS. It is probable that the party invoking the forwarding will be responsible for charges incurred on the forward
leg. Calls are forwarded to a user (more specifically to a user's number) not to a terminal.

Multiple Registration on Terminalt should be possible for more than one user to be registered on a given terminal

at anyone time. There are a number of options as to how multiple registration (and subsequent deregistration) could

be performed. Perhaps the user inserts his access device, registers, and then removes his access device. The last user
to register leaves his access device inserted. To deregister a user may be required to re-insert his access device. When
a call arrives, either anyone could take the call, or some form of identifier for the called party is displayed and that user
must insert their access device. There could in principle be timesusbenare registered but no access device is

present in the mobile terminal equipment, for example when someone else is required to insert their access device.

If terminal identities cannot be authigated, they cannot be used as network addresses for the delivery of calls. Hence,
the best solution is to insist, as has been argued elsewhere, that at least one UIM (the “representative UIM) remains
permanently in the terminal during the registration. Other U[slssent UIMs) are registered on the terminal by
introducing them temporarily into a second slot on the terminal. Remote registsatiothdollowing item) on the

terminal containing the representative UIM may also be possible.

This latter situation described above is identical to call forwarding from the absent UIMs to the representative UIM. The
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absent UIM can only be absent for incoming calls, and incoming calls are delivered to the representative UIM s location.
Outgoing calls will still require the original UIM to be present for authentication purposes.

Once this is accepted, then it becomes clear that, like call forwarding, multiple user registration is a supplementary
service. It has all the same security problems as call forwarding (need to authenticate the setup duéetinot
involved in incoming call, need to restrict use, etc.).

Multiple user registration should not bensidered as part of the basic UMTS service. It should be defined as a UMTS
supplementary service, and methods of preventing its abuse should be developed along with other similar services.

Remote registratiarThis will allow users to register on arténal situated in a different location to themselves. Remote
registration to a terminal upon which no user is registered does nojpsssibnle because the terminal cannot be
located. This means that it would be necessary for another user to be already registered on the target terminal (which
implies that multiple registration on the terminal wéke place). If remote registration is limited to incoming calls, then

it seems to be merely an instance of call forwarding.

Multiple Registration by a Uselt should be possibler a user to be registered on more than one terminal at any given
time. The idea behind this is that a us&y, forexample, wish to be registered in one locafartelephony, and
somewhere else for fax at the same time.

Inferences

The above proposals show that situatiovay arise where either the user's access device is not present or where the
user's access device is remote. For example:

Access device not present:

. call forwarding on not reachable;
. multiple registration on terminal.

Access device present at remote location:

. call forwarding on busy;
. remote registration;
. multiple registration by user.

Impact on Security

The previous paragraph indicates that the absence or remoteness of a user's access device may be necessary to facilitate
certain services. This may lead to abuse of the system. The following paragraphs describe some potential problems.

Other party protectionUsersshould be located, not terminal equipment. That sag all location management

activities utilise useidentities, not mobile terminal equipment identities. This seems to imply that terminal equipment
having no user registered, and therefore no access device inserted, cannot be located. This view is supported by the fact
that mobile terminal equipment identities will not be held anywhere in the network. In addition, terminal equipment
should not havassociated diallable numbers. This is distinoin thecase where terminal equipment (such as a
company's faxmachine) has a permanently registered user associated with it. Onefeeasanwanting terminal

numbering is that it is unclear who would be responsible for paying bills associated with terminals (although perhaps
this would not matter if terminals were denied any chargeable activity).

Thus, whether there is no access device present, or it is present at a remote location, there must still be a access device
present at the mobile terminal equipment where services are being utilised (for location, routing, and so on). This access
device will belong to another user to whom we refer as the representative user.

The representative user is being utilised by other users to provide their location management.

Protection against being utilised as a representative user must be considered.
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Incontestable Chargingncontestable charging is a requirement whereby subscribers, network operators and service
providers are correctly charged according to the resources they or their users have used. This means that they cannot
deny the use of resources, nor can they be charged for resources they have not used.

Incontestable charging is impossible if no access device is present. The user would have to trust the network operator
as to when calls begin and terminate. Alternatively the representative user could sign toll tickets on behalf of the user,

in which case the user must trust the representative user. If the access device is present but at a remote location then it
may be possible for the user to sign toll tickets, but he must again trust the representative user or network operator as
to when calls begin and terminate.

Confidentiality of transmitted dat&onfidentiality of sensitive data sent over the air interface, between the user and
network, will be provided through encryption based on user's secret keys, and not on terminal-specific keys.

This is impossible if the access devicads present, and would leaddifficulties with key distribution even if the
access device was present at a remote location.

Deregistration A user could easily forget to deregister if his access device is not present at the terminal.

Authentication Authentication is impossible if the user's acaisgce is not present. For example suppose an incoming

call arrives for a user at a terminal that does not have the user's access device inserted, then the call must be accepted
without authenticating the receiver. For example, an intruder (who is perhaps a user registered on the same terminal)
could arrange for a call to the user (so that the user pays for the roamed leg) which the intruder takes himself.

Verification of access device presence

Given that a access device is required to be present, then its presence must be verifiablevay.3drisenay be
carried out either physically or logically.

Physical presence coulfyr example, berovided by having a sensor imbedded in the mobile terminal equipment
(though this probably won't givenyassurance as to thaentity of theaccess device).ogical verification could be
through authentication, for instance by a continuous authentigatgebd) datdlow between the access device and
terminal.

The need for logical verification of a user's SIM to the terminal upon which he is registered, has recently been identified
for GSM. This is in addition to the existing requiremfemtthe corresponding physical verification. Tpheoposed

logical verification for GSM does not involvefall authentication of th&IM; it merelyensures that a GSM SIM is
present, and does not differentiate between SIMs.

Conclusions

We conclude that for any service to be utilised, an access device (not necessarily belonging to the user of the service)
must be present (although this assumptiy befalse under certain unusual circumstances, e.g. emergency calls).
Therefore if the user's access deviggoislocally present, then a representative user must exist, and a trust relationship
must exist between him and thser. If the user's access device is remote, then it is possibleftiatah trust
relationship could be realised through authentication procedures. If the user's access device is not present at all, then
this trust must be purely informal. There is scope for either the user or the representative user to be abused. this matter
requires further investigation.

Supposdhat a feature does not require (or precludes) the user's access device to be locally present. Then limitations
should be setyherever possible, to allomnly non-chargeable (to that user) services to be utilised. Where it is not
possible or desirable to impose such a limitation, then further specific protective measures should be developed. For
example, call forwarding will probably be a core supplementary service offered in UMTS, and one for which the user
will be responsible for some tife charges incurred. Therefore, a means of protecting call forwarding features against
abuse should be developed.

Remote registration requires further study. If it is limited to enable the user to receive incoming calls (or other services)
only, then it appears to be merely call forwarding. If, on the other hand, it allows outgoing services to be utilised, then
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the user is at the mercy of the representative user. Similarly, procedures for multiple registration by a user and multiple
registration on single piece of mobile tenaliequipment require further investigation. For instance, do they allow non-
chargeable servicemly? If not, then is the access device required to be inserted at the registration Mbation
attempting to utilise a chargeable service? A fundamental question concerning all of these features is: what is the
motivation behind them - who wants them and why?

5.3.2 Satellite component

This subsection examines security issues which are specific to communications involving satellite as opposed to
terrestrial access.

Reference Configurations

The UMTS satellite architecture(s) will have an impact on botfUti@ S security requirements, and theMTS
security mechanisms. The potential reference configurations identified for UMTS are discussed in Technical Report 3:
Security Architecture for Third Generation Systems [F2].

Access Control

The unauthorized use of satellites (as repeaters) is ubtizsacause it may reduce, for example, the capacity or QoS,
as well as undermining the commercial basis for services. If the threat is deemed sufficiently serious, then action may
be required to discourage or prevent it. The extent to which this can be achieved will depend upon the satellite
architecture. For example, it may be more difficult to protect satellites having no on-board processing capability.

Denial of service

Deliberatejamming of satellite transmissiongay bedifficult to prevent. Nevertheless, detection and location of the
source of such activity may be possible. Although thisisa satellite specific problem, there may be mechanisms (e.g.

user location) used for satellite operation that could assist in combating it. Spread spectrum techniques might also be
advantageous. Jamming is not a satellite specific problem, but the associated large scale loss of coverage that could
result, may make the threat more serious.

Key Distribution

There is a need to protect transmitted data (traffic, signalling;aricbl) against eavesdropping (this may include inter-
satellite traffic). Distribution of encryption keysdatellites may be an issue, although this will depend upon the satellite
architecture. For example, if the satellites have on-board processing capability, and data is to be decrypted (and
subsequently re-encrypted with different keys) at the satellite, then key distribution to, and amongst satellites is required.
Alternatively, if the satellite merely acts as a bent pipe, then no additional key management is likely.

Legal Interception

Many governments will insist upon facilities for legal inggrtion of all communications, both within their own domains

(both incoming and outgoing) and possibly in other domains by agreement with the relevant governments. Numerous
requirements will theefore be imposed on the system on a national basis. For example governments may require real-
time interception, and prevention of other outside authorities carrying out (unauthorized) interception. There may be
difficulties regarding the interception of traffigtiin the satellite component, particularly if the area served by a ground
station can include more than one country, if on-boargetion takes place, or if the system has no ground (switching)
station.

Limitation of Service Domain

In terrestrial systems, the area served by a particular operator effitibatly limited by physicallyestricting the

location of base stationgVithin the satellite component, such restrictions cannaasdy implemented. Thus, the

question arises as to whether operators of satellite systems can, or need, to have their service domains limited, e.g. to
respect national boundaries. This will depend to soreateah the licensing regime used for operators of such systems.

The use of directional antennae and position locating functions may be helpful in this matter.
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Impersonation

It is necessary to prevent intrudémsm impersonating elements of the network. Elements peculiar to the satellite
component (e.g. satellites and gateways) may be at risk to such threats. There are a number of issues to consider, such
as: are these elements considered part of UMM arehey atrisk? The need fgorotectionmaydepend upon the

satellite achitecture. For example, protectionuislikely to be necessary fobent-pipe satellites becaubey are

essentially anonymous.

Location Privacy

Information concerning the geographic location of a user may have to be transmitted over the air for effective satellite
operation. The need for providing confidentiality of such data requires investigation.

Handover

A number of handover scenarios involving satellites are being consfdetdMTS. Amongst these are some that
depend upon the satellite architecture e.g. handover between satellites. This will have an impact on cryptographic key
management, in particular, on the distribution of encryption keys to, and amongst, satellites.

Operation of Mechanisms

All security mechanisms employed in UMTS must operate effectively within the satellite component. Factors that may
influence the effectiveness of security mechanisms include:

satellite architecture;
transmission quality;
transmission speed;
position location capability.

PoneE

Other Issues

Issues relating to the transmission links between satellites and ground stations may be outside the scope of UMTS. For
example, data may have to be protected when passed over such links (i.e. confidentiality and integrity).
5.4 Threats to Third-Generation Systems

In this section we list a number of possible threats to third-generation mobile telecommunications systems. These threats
are classified under the following headings:

. unauthorised access to services;
. denial of service;

. repudiation;

. unauthorised access to data;

. threats to integrity;

. other threats.

5.4.1 Unauthorised Access to Services

Unauthorized access to services can take place with or without the assistance of an authorized party. This should be
borne in mind when considering each service. Unauthorised access to services can occur in the following ways:

T1 Masquerading as a user

An entityimpersonating a usenight utilise services authorised for that user. The entity may have received
assistance from other entities such as a service provider or network operator, or even the user himself.
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T2

T3

T4

T5

T6

T7

T8

Masquerading as a subscriber

An entity could impersonatesabscriber, either to set umaw subscription, or toodify asubscription
belonging to an existingubscriber. Amodified subscription could allow a user to access services not
authorised by his subscriber.

Masquerading as a network operator

An entity could impersonate a networleagtor (by cloning base stations, satellite receivers, or other network
equipment), perhaps with the intention of using a legitimate user's access attempts to gain access to services
himself.

Masquerading as a service provider
An entity mightimpersonate a service provider, perhajih the intention of obtaining a user's identity or
authentication data, which could, for example, be used to produce cloned access devices.

Misuse of privileges

Entities may abuse their privileges to gamauthorised access to services. This threat includes misuse of both
user and network operator privileges. The subscnizgthave to pay theharges incurred by a user who

makes unauthorised access to services. An example of this could be when a network operator offers the user
services for which the user is not authorised by his subscriber.

Theft of terminal equipment and access device
Stolen terminal equipment and access devices could be used to gain unauthorised access to services.

Cloning of terminal equipment and access device

Should an entitpbtain appropriate user identity and authentication data, this could be loaded into fraudulent
terminal equipment and accelavices resulting in cloning of the originals. These may subsequently be used
to gain unauthorised access to services.

Non-type-approved equipment

An entitycould use a low-cost terminal or other equipment in place of type-approved terminal equipment to
utilise services. The threat here is that type approval is circumvented, with possible consequences including
adverse effects on the services available to other users.

5.4.2 Denial of Service

Denial of service occurs when a user is prevented from making use of services to which he is entitled. This can occur
in the following ways:

T9

T10

T11

Denial of access

Access to a service could be denied due to inadequate access control. This usually involves intervention by
another entity. One example would be a user being locked out of his account because of repeated intentional
failed authentication attempts by another entity. Denial of access also could be accidental (a user forgetting his
PIN), or a side effect of another entity's activities (such as trying to find out the user's PIN).

Physical intervention
The transfer of messages could be prevented due to inadequate data transfer mechanisms. This usually involves
intervention by another entity. One example would be the jamming of signals sent over a radio interface.

Protocol intervention
A protocol failure could be made to occur, through intervention leyéty, causing a service to be terminated.
Examples of where problems might occur are handover failure and data origin/delivery authentication failure.

5.4.3 Repudiation

Repudiation occurs when an entity falsely denies participation in some action such as sending or receiving a message.
This can occur in the following ways:
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T12

T13

T14

Repudiation of service
A user could deny having attempted to access a service, or deny that the service was actually provided.

Repudiation of access to data
A user could deny the action of accessing data, such as his service profile or billing data.

Repudiation of charge
The repudiation of incurred charges could occur, perhaps because of the above threats.

5.4.4 Unauthorised Access to Data

This includes the unauthorised disclosure, interception, eavesdropping, and cryptanalysis of data. This can occur in the
following ways:

T15

T16

T17

T18

T19

T20

T21

Eavesdropping during subscription setup
There may be eavesdropping on, or intercepifpanser/subscriber-associated searfirmation passing
between the subscriber and service provider when the subscription is set up.

Eavesdropping during transmission

Information could be eavesdropped when transferred between entities over the various interfaces. Examples
include an entitysing a fake terminal or a terminal with memory, electromagnetic radiation information,
tapping the line, or misusing a satellite repeater.

Disclosure of information whilst accessing terminal equipment with an access device
User or terminal information could be exposed when the user accesses his terminal equipment with his access
device.

Disclosure of information by a service provider
User or subscribanformation could be exposed by a service provider during auditing, maintenance and
backup, as well as during the provision of services.

Disclosure of information via accounting and billing

Insecure accounting and billing practices could result in disclosure of information. For example, if an access
provider receives an itemized bill based on calls initiated from his network access, then he may also receive
the numbers called by registered users. The confidentiality of this data could then be lost.

Cryptanalysis of data
User traffic and other encrypted information transmitted over the various interfaces could be intercepted and
cryptanalysed.

Traffic Analysis
Intruders maybserve control data or the lengths, frequencies, sources and destinations of transmitted
messages. This may result in the disclosure of confidential information.

5.4.5 Threats to Integrity

This includes unauthorised modification, deletion, reordering or replay (playback) of a valid sequence of communicated
messages, as well as the modification or deletion of stored information. The threat may occur in the following ways:

T22

T23

Manipulation of subscription information

Subscription data could be modified or deleted by an entity. This includes the possibility that the entity might
modify ordelete data by mistake. The result could be that a user is denied access to services, the entity can
gain unauthorised access to services, or the entity can repudiate access and use of services.

Manipulation of user information
User identity, authentication and location information could be modified or replayed on the radio path by an
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entity, possibly with the help of another entity such as a service provider, network operator, or even the user
himself. The consequence could be that either the service is denied to the user, or the service is taken over.

T24 Manipulation of user traffic
User traffic could be modified or replayed by an entity.

T25 Manipulation of signalling and control information
Signalling and control information could be modified or replayed by an entity.

5.4.6 Other Threats

T26 Unwanted incoming calls to the user
A user may receive unwanted calls. If split charging is used, the subscriber has to pay for these calls.
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6 Security Requirements

6.1 Introduction

Security requirements form a natural link between threats to a system and the corresponding features supported by the
system to counteract thetseeats. More precisely, requirements can be derived from threats, and then features may be
introduced to address these requirements.

This section provides a set of security requirements on third generation systems. These requirements are engendered
by the roles played by the various parties involved in third-generation systems and the relationships between them as
described in Sections 2 and 3.

The organization of requirements is with a customer perspective in Section 6.2, and a provider perspective in Section
6.3. This is the same as given for UMTS in [A19].

Section 6.4 reviews the security requirements so far defined for UMTS and FPLMTS respectively.

6.2 Customer Security Requirements

This section identifies security requiremefds the benefit olusers, subscribeind third parties. We divide the
requirements into the following types, and assign a subsection to each:

User Access Device;

Mobile Terminal Equipment;

Access to Telecommunications Services;

Provision of Telecommunications Services;

Access to Service Profiles;

Charging and Billing;

Data Protection;

Third Party Requirements.

6.2.1 User Access Device

The following requirements relate to the user's access device.

Rla The access device should be protected so that it can olgdby the user/subscriber to whom it was issued,
or to a party explicitly authorised to use the access device by that user/subscriber.

R1b The privacy and integrity of data stored in the access device should be ensured, in particular user identity and
authentication information.

A working assumption is that the access device is used to access telecommunications services. The user is identified
with the access device and user idatifon/authentication is identification/authentication of this device by the service
provider/network provider.

6.2.2 Mobile Terminal Equipment

The following security requirements relate to the use of mobile terminal equipment:

R2a The owner of a mobile terminal should be able to secure access to it.

R2b The privacy of any user-related data stored in the mobile terminal should be protected.
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6.2.3 Access to Telecommunications Services
The following requirements relate to access to telecommunications services.

R3a Protection should be provided against an intruder impersonating a user and accessing telecommunications
services.

R3b A user/subscriber should be able to identify and authenticate the service provider/network provider when he
accesses a telecommunications service.

The secondequirement is for further study. It may depend upon what data the service provider/network provider can
read from or write to the access devicéeominal, or whether using telecommunications services supplied by different
providers could affect theharges to theubscriber. Consideration needs taghen about whom thaser needs to
authenticate and under what circumstances.

6.2.4 Provision of Telecommunications Services

The following requirements relate to the provision of telecommunications services.

R4a Unauthorised passive listening/monitoring of user traffic for eavesdropping, in particular on radio paths, should
be prevented.

R4b Location privacy for users of telecommunications services should be provided.
R4c An intruder should not be able to identify the user(s) associated with a particular communication.

R4d Intruders should not be able to intercept trsdfic, or user-related signalling data, on the radio path for
manipulation and retransmission.

R4e An intruder should not be able to take over a telecommunications service already provided to a user.

RA4f An intruder should not be able to conduct traffic analysis on the radio path.

Requirement 4f has been put forward by SMG5, but is very unclear. Is the intention to protect against intruders being
able to detect whether a particular terminal is being used? If so, this seems to go beyond any commercial requirements
for security.

6.2.5 Access to Service Profiles

The following security requirements relate to user, subscriber, and service provider access to service profiles.

R5a Service profile data that may be modified by users, subscribers or service providers should be protected against
unauthorised modification.

R5b Privacy and integrity of service profile data should be ensured.

These requirements need to be made more explicit, andlthrange of security requirements relating to user,
subscriber and service provider access to service profiles needs to be studied. To do this, the content, structure and
means of access to these profiles need to be defined. This subject is for further study within the project.

6.2.6 Charging and Billing

The following security requirements relate to charging and billing.

R6a Users and subscribers should be able to limit charges.

R6b Users and subscribers should have the capability to be informed of accumulated charges.
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R6cC The privacy of billing and charging information should be protected.
Réd Subscribers should have confidence in the integrity of the charging and billing systems.

The topic of charging and billing is for further studyspects to be considered include incontestable charging,
user/subscriber access to accumulated charges, chargesl, itemised billing, and so on. Consideration will be given
to the extent to which this topic is the subject of standardisation.

6.2.7 Data Protection

The following security requirements relate to the rights of customers to expect that data provided by them, or relating
to them, that is stored or processed by service providers, network operators or other parties involved in third-generation
systems is protected against misuse or misappropriation.

This topic isfor further study. It is notlear to what extent this topic needs to be addressed within this report and by
standards bodies. Possible requirements are:

R7a The results of user activity monitoring should not be disclosed to unauthorized parties.

R7b Signalling data and management data relating to users that is stored or processed by a service provider or
network provider, or sent between service providers or network providers, should be protected with respect
to authentication of origin, integrity and confidentiality.

R7c Every attempted interception by means of devices or interfaces which are placed by network operators at the
disposal of national law enforcement agencies, according to national law, should be monitored and registered
in accordance with national law.

6.2.8 Third Party Requirements

This subsection identifies security requirements related to the need to psatecof othesystems and other third
parties who may be adversely affected by the use of services. It is motivated by the requirements that arise in UPT such
as the need to protect third parties from remote registration. Further study is required of the threats to third parties.

R8a The privacy of third parties should not be affected by the use of equipment or services.

6.3 Provider Security Requirements

This section identifies security requiremerts the benefit ofservice providers and network operators. The
requirements are divided into the following types, and a subsection assigned to each:

User Access Device;

Mobile Terminal Equipment;

Access to Telecommunication Services;

Provision of Telecommunications Services;

Service Profiles;

Charging and Accounting;

Protection of Provider Resources;

Protection of Communications Within a Provider Domain;
Protection of Communications Between Provider Domains.

6.3.1 User Access Device
The following requirements relate to the access device.

R9a A service provider should be able to prevent the use of a particular access device. Examples are stolen, lost,
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defective, cloned or time-expired accdssices as well as those belonging to users whose subscriptions have
been terminated.

6.3.2 Mobile Terminal Equipment
The following security requirements relate to the use of mobile terminal equipment.
R10a The identity of a mobile terminal should be secured so that it cannot be changed by an unauthorized party.

R10b  The use of mobile termireduipment that is not type approved but is otherwise acceptable for use should be
detected and prevented.

R10c The use of faulty mobile terminal equipment should be prevented.

R10d Stolen mobile terminal equipment should be detected and either tracked or its use prevented.

R10e The use of cloned mobile terminal equipment should be detected and prevented.

To provide a management structure to enable registration of type-approved mobiles, registration of manufactured

mobiles, and reporting of stolen mobiles, on a national, regional and worldwide basis, it may be necessary to involve

roaming administrators in terminal security management. In this case there may be other security requirements, such
as the secure management of databases of type-approved mobiles.

6.3.3 User Access to Telecommunications Services

The following security requirements relate to user access to telecommunications services.

R1la A service provider/network providgrould be able to identify, authenticate and authorise a user's requests
to register for or make use of telecommunications services.

R11b  Auser should not be able to repudiate the provision of a telecommunications service.

R11c A usershould be able taentify andauthenticate the network provider/service provider wherusee
accesses a telecommunications service.

R11d A service provider should be able to limit the services available to a specific user.

Furtherstudy of theRequiremenflla isneeded to decide whether a user is authenticated to his service provider, the
network provider or both, and to decide when authentication is required. To do this it is necessary tetiave a
understanding of the registration, location updating angealp principles that are likely to be used in third-generation
systems.

Requirement 11c islso for further study. The need for authenticatidepends upon what data the service
provider/network provider can read from or write to the access device or terminal.

Requirement 11d has been suggested by SMG5, but it is not clear that it is a security requirement. Does it mean that
a network provider needs to check with the service provider that a user is authorised to use particular services? If so,
then it is covered by Requirement 11a.

6.3.4 Provision of Telecommunications Services

The following requirements relate to the provision of telecommunications services.

R12a  Service providers and network operators should be protected against intruders intercepting signalling data on
the radio path for eavesdropping.

R12b  Service providers and netwogperators should be protected against intruders intercepting signalling data on
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the radio path for manipulation and retransmission.
R12c Itshould be very difficult for intruders to restrict the availability of services.

R12d Means should be provided to authenticate the origin of user traffic or signalling data transferred on the radio
path.

6.3.5 Service Profiles
The following security requirements relate to service profiles held by network operators and service providers.
R13a  Non-repudiation of access by users or subscribers to service profiles should be provided.

This requirement may be too strong and requires further Btedyaps all that is required is the means to enable service
providers to make users and subscribers accountable for the changes they make to their service profiles.

Requirements on privacy and integrity protection of service profiles from the service provider perspective need to be
identified. Careful consideration needs to be given to what aspects, if any, of this topic are the subject of standardisation.

6.3.6 Charging and Accounting
The following security requirements relate to charging and accounting.

R14a Chargingand accounting data transferred between network providers and service providers should have
integrity, privacy and non-repudiation of origin.

R14b  Non-repudiation of deliveriiguld be provided focharging and accounting data transferred between network
providers and service providers.

R14c Integrity and privacy are required for stored charging and accounting data.

R14d  Service providers should be able to limit charges.

The entire subject of charging and accountinépisfurther study. Much more information is needsabut the
mechanisms for the transfer of charging and accounting data if specific security features are to be provided. Moreover,
careful consideration needs to be given as to the level of standardisation required.

6.3.7 Protection of Provider Resources

The following security requirements relate to the protection of service provider and network provider resources.

R15a  Network providers and service providéasd be able to protetiteir data bases against unauthorised access.

R15b  Network providers and service providémsudd be Ble to prevent intruders restricting the availability of their
services.

R15¢c  Network providers and service providers should be able to monitor the use of their resources.
This subject is for further study, in particular the level to which this topic needs to be addressed in a standard.
6.3.8 Protection of Communications within a Provider Domain

This section identifies the requirements for protecting signalling and other data communicated between entities in the
same domain, that is, belonging to the same service provider or network provider

R16a  Anintruder should not be able to impersonate one network entity to another.
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R16b  Sign#ing data and management data sent within a service provider domain should be protected with respect
to authentication of origin, integrity and confidentiality.

6.3.9 Protection of Communications between Provider Domains

This section identifies the security requirements associated with communications between network providers and service
providers.

R17a  Anintruder should not be able to impersonate one service provider or network provider to another.
R17b  The privacy of data sent between provider domains must be ensured.

R17c¢ Unauthorized modification of data sent between provider domains must be prevented.

R17d  The origin of data sent between provider domains should not be subsequently denied by the originator.
R17e The delivery of data sent between provider domains should not be subsequently denied by the recipient.

Non-repudiation requirements such as 17d and 17e need to be studied further.

6.4 Contributions to Standardisation

This section reviews the security requirements identified for third generation system that have so far been incorporated
in the ongoing standardization processes for UMTS and FPLMTS.

6.4.1 Requirements for UMTS

This section discusses the requirements for security features in UMTS.

The current list of security requirements derived by ETSI/SMG5 for UMTS is given in [A19]. This list is closely based
on input from our study and so there are only a few minor differences from the requirements outlined in Subsections 6.2

and 6.3.

As mentioned previously, the classification of requirements is the samdAiK9in with customer and provider
perspectives.

An additional requirement for UMTS is that SMG5 identify specific supplementary security services to be supported,
namely:

end-to-end user authentication;

end-to-end data integrity;
end-to-end data confidentiality.
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6.4.2 Requirements for FPLMTS

A working document towards revising the FPLMTS security principles recommendation M.1078 [B10] was produced
by the ITU TG8/Imeeting inOctober 1994. Despitmanychanges, largelipased on comments made by &K

3GS3 projecteam, there is still a confusion between security-reletemrequirements, system requirements on
security, and security requirements. The requirements themselves are divided into the following categories:

service related,;

access related;

radio interface related;
terminal related;

user association related;
network operational;
security management.

All are placed in a section headed “system requirements on security'.
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7 Security Features

7.1 Introduction
This section proposes a set of security features aimed at satisfying the requirements identified in Section 6.

There are a number sfstemrequirements that apply directly to security featubes. feature introduced to meet
security requirements will also need to meet tres@emrequirements. Subsection 7identifies thesesystem
requirements.

Subsection 7.3 describ#ee security features that exist for the current second-generation systems, particularly those
defined for a GSM PLMN. These features can be separatedwntalistinct areas,namely cryptographic and
non-cryptographic.

The crux of Section 7 lies in Subsectiod where we derive a concise set of security features for third-generation
mobile systems. The features appearing in Section 7.4 are fairly brief generic descriptions. Generally, they do not state
explicitly the hformation to which the feature applies, who invokes the feature, when the feature is to be invoked, and
a number of other essential details. Full descriptamesnecessary if the features are to sanyeusefulpurpose.
Subsection 7.5uggests a method for generatifad feature descriptions, and includes a number of example
descriptions.

7.2 Requirements on Security Features

This subsection identifies a number of system requirements to be imposed upon security features.

1. Security features should be user-friendly and easy to use. In particular, any security keys and access devices
distributed to the user should be easy to manage and update.

2. Security features should be transparent to users as far as possible.

3. Security features should require as little user interaction as possible.

4. Security features should not significantly increase call setup times.

5. The security features should work with the various radio environments and should not be constrained by any

one physical layer or access method.

6. The security features should have mechanisms for version management, and should be easy to update during
the lifetime of the system.

7. It should be possible forliaited service to be provided in the event of failure of particular security features.
For instance, in case of encryption failure, identified emergency transmissions should be permitted on the clear
data channel.

8. Security features should have the least possible impact on the traffic capacity of the air interface.
9. The security to be provided shouldaukequately standardised to provide secure international interoperability
and roaming. However, within the security mechanisms, the maximum independence betweetethe

involved in the operation should be allowed, as walhasnaximum freedom for all parties to make their own
security policies and mechanisms.
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7.3 Features for Second Generation Systems
This section reviews the security features defined for the GSM system.
7.3.1 Cryptographic Security

Cryptographic security features includeibscriber authentication, subscribidentity confidentiality, and the
confidentiality of user data and signalling information.

Subscriber Identity Authentication
In GSM eachsubscriber isdentified by an IMSI (International Mobil8ubscribeddentity) and asecret personal
subscriber key Ki. Ki is stored securely in the mobile's SIM and by the network.

To access the network, a subscriber must firstutleenticated. To achieve this, the subscriber must display knowledge

of his Ki to the network. This is accomplished in the following manner. First, the network issues a randomly generated
number RAND over the air interfacettte mobile. The mobile then inputs RAND and Ki to algorithm A3. The output
from A3 is a number SRES. This value is sent back over the air interface, to be authenticated by the network.

Authentication is required upon registration, on call set up attemptgramdo utilising certain supplementary
services.

An additional feature proposed in GSM recommendali®®3 [Al] isthat, in the event of authentication failure,
emergency callmaystill be made from the mobil@his feature can be paralysed by an authorised party such as the
network operator.

Confidentiality of User Data and Signalling Information
All digitised speech datand most signalling data is encrypted when sent over the air interface. This does not however
constitute end-to-end encryption of the data.

Encryption is achieved with the ciphering algorithm A5. The key Kc used for the encryption is generated by both the
mobile and the network. Kc is the output obtained from algorithm A8, by inputting the subscriber key Ki and the most
recently generated RAND value.

Confidentiality of Subscriber Identity
The network must know the location @xibscribers sthat it can route the calls. This is achieved by each mobile
regularly and automatically performing a location update and informing the network of its identity.

When asubscriber performs this location update it does not send its IMSI (International Mobile Subscriber Identity)
over the air, but instead sends a derived value, a TMSI (Temporary Mobile Subscriber Identity), allocated to it by the
network. If for any reason, the subscriber does not possess a valid TMSI, then the IMSI is sent over the air interface to
perform the location update.

To perform the update, tfeabscriber sends its current TMSI (MSI if necessary), from which the network can
ascertain its identity anebgister it in thdocality. Following this, the network can authenticate dhbscriber and
allocate a new TMSI, which it sends, encrypted, over the air interface. This new TMSI will be used for the mobile's next
location update.

7.3.2 Non-Cryptographic Security

Non-cryptographic security consists of a number of access control features. These may be further split into two types:
those controlled by the subscriber (namely SIM-based features), and those controlled by the network operator (or some
other authorised party).

Subscriber Controlled Features

Most subscriber information held within a mobile is stored securely in a removable SIM (Subscriber Identity Module).
For example the subscribkey Ki and IMSI are stored in the SIM. Furthermore, the algorithms A3 and A8 are
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implemented within the SIM.

The SIM is equipped with its own internal security. This security relies on two numbers: the PIN (Personal Identification
Number) and the PUKPIN UnblockingKey). Bothare known only to the subscriber (and possibthe network
operator) When the SIM is inserted into the mobile, Bi&l must be correctly entered before the unit will function.
Should the PIN be incorrectly entered three consecutive times then the SIM will automatically block itself, and allow
no further attempts at PIN entry until the correct PUhiered. Should the PUK be incorrectly entered ten consecutive
times, then the SIM becomes permanently blocked. The “incorrect entry' count for PINs and PUKs is not affected by
removal of the SIM from the mobile, or by switching the mobffeThe count is reset when the correct number is
entered.

The PIN can be changed at any time using knowledge of the existing PIN or PUK, but the PUK cannot be changed.

The PIN feature can be disabled by the subscriber, using knowledge of the existing PIN or PUK. This disabling function
can be paralysed by an authorised party such as the network operator.

Emergency calls may be made without a SIM present in the mobile, although an authorised party such as the network
operator can disable this feature.

When the mobile is switched off, or the SIM removed, all subscriber-related information that has been transferred from
the SIM to the unit is deleted. This action also terminates any call that is in progress.

Operator-Controlled Features

Upon registration, each subscriber is assigned to a fertioser class' in the range 0 to 9. In addition, some users may

be members of one or more of five special classes 11 to 15 (these classes correspond to specific high priority users, such
as the emergency services). The classes to which a subscriber belongs are programmed into the SIM at manufacture,
and cannot be changed thereafter. Access to the network is determined by membership of the appropriate class. The
operator has thability to bar any specified class from a particular part of the network at any time. However, it is not
intended for this form of access control to be used under normal operating conditions.

Each piece of mobilequipment has a unique IMEI (International Mobile Equipment Identity). When the unit is used,
this number is sent over the air interface and checked by the network operator, to determine whether the unit is
registered as stolen or otherwise outlawed. This procedure is described in detail in [A3].

The security features described in this section are utilised at the discretion of the operator for subscribers on the home
network but, for roaming subscribers, the features are mandatory unless otherwise agreed by all affected operators.

7.4 Security Features for Third Generation Systems
7.4.1 Introduction

Many security features have been identifiedthird generation mobile telecommunications systé3@S). Current

attempts at describing and classifying these featreegadequate in a numbenedys. Forexample, some feature
descriptions are too vague, many features are repetitious, and the proposed classifications are somewhat arbitrary and
of little practical value.

Section 7.4 is intended to contribute to a discussion on deriving a coherent and useful classification of security features.
Firstly three candidate classifications of security features, in connection with different spoopigyties, roles and
information types respectively, are considered in Subsection 7.4.2. The discussion of these three candidates results in
a classification of security features which is based on security properties, namely confidentiality, integrity, authentication,
non-repudiation, access control, security of management, management of security and supplementary. Secondly a list
of security elementswhich are referred to as features by standards bodies such as ETSI and ITU, is compiled in
Subsection 7.4.3. This list includes all elements currently proposed for UMTS, FPLMTS and GSM systems. In order
to obtain a set of security features that is fairly small but encompasses all elements previously identified, a combination
of the elements is made in Subsection 7.4.4. In this subsection, we also identify a set of features, and Subsection 7.4.5
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provides the description for each feature of this set.
7.4.2 Classification of Security Features

In this section we consider several possible classifications for security features in 3GS and decide on one. The following
three methods are candidates:

1. According to different security properties. Each of the security features can be assigned to one of the following
categories:
. confidentiality;
. integrity ;
. authentication;
. non-repudiation;
. access control;
. security of management;
. management of security.
2. Based on the role which benefits. The classification of security features is as follows:
. user-related security features;
. subscriber-related security features;
. network operator-related security features;
. service provider-related security features.
3. Depending on the information types identified in Section 4.4.2. Security features can be divided in two ways:
. transmitted data-related security features;
. stored data-related security features;
or
. signalling data-related security features;
. control data-related security features;
. user traffic-related security features.

Every security element listed in Subsection 7.4.3 can be associated with at least one security property, one role and one
information type.

Attempts have been made to use the second method of classification. However, it dygoaraet that a major
disadvantage of the method is its inherent redundancy because some of the security features benefit more than one role
and so are included in more than one category.

A classification combining the first and second methods has been idefdifistidy inUMTS. It hastwo small
disadvantages which are: some of the features are difficult to assign to a single categongigmetiliag Data Origin
AuthenticatiorandNon-repudiation of Access to Stored Daad a portion of signalling data is also stored data.

Based upon the discussion above, we decidethssify the security features by using the first method and adding
supplementary features. The supplemenpst isadded because these features (suctupport for end-to-end
security serviceare difficult to assign to a single security property. So the classification of security features is as follows:

. confidentiality;

. integrity;

. authentication;

. non-repudiation;

. access control;

. security of management;
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. management of security;
. supplementary.

7.4.3 A List of Security Elements

This section contains a list of security elements, which are referred to as features by standards documents such as SMG
05-0901 [A19],ITU RecommendatioM.1078 [B13]and GSMO02.09 [A2]. The categories of the elements are
according to the classification at the above section.

In this list, parts of the meaning of some of the elements identified in the different documents are redundant. We keep
all of them here in order to make the list as complete as possible.

Confidentiality

User traffic confidentialityumTs, FPLMTS, GSN
This element protects against unauthorised eavesdropping on user traffic.

User identity confidentialityFPLMTS, GSM)
An element by which the identity of a user is protected against disclosure over a radio interface.

User location confidentialityrPLMTS)
An element by which the physical location of a user is protected against disclosure over a radio interface.

Signalling data confidentialitfyymTs, FPLMTS, GSM)
This element ensures that the signalling data is not made available or disclosed to unauthorised parties.

Confidentiality of stored dat@mTs)
This element ensures that stored data is not made available or disclosed to unauthorised parties.

Protected DTMKFPLMTS)
An element by which DTMF is protected against eavesdropping over the radio interface.

Secure distribution of user identity and its associated security informationTs)

An element by which the user identity and its associated security information can be securely distributed to the UIM by
the service provider at the time of registration of the user. This feature only applies when the UIM is used for the user
association with the mobile terminals.

Secure distribution of mobile terminal identity and its associated security inforngeeionms)

An element by which the mobile terminal identity and its associated security information can be securely distributed to
the mobile terminal, if they are assigned by the terminal manager, or to the terminal manager, if they are assigned by the
terminal manufacturers, at the time of registration of the mobile terminal.

Integrity

User traffic integrityumTs)
This element protects against manipulation (modification, insertion and/or replay) by unauthorised parties of user data
on the radio path or in the fixed network.

User location integrityFPLMTS)
An element by which the service provider and/or the network operator can have some assurance that the user location
related information cannot be modified by the intruders.

Terminal location integrityrFPLMTS)

An element by which the service provider and/or the network operator can have some assurance that the mobile terminal
location related information cannot imedified by the intruders. It may effectively be implemented by the user location
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integrity.

Integrity of stored dateumTs)
This element offers protection for stored data against unauthorised writing and modifying.

Signalling data integrityumMTS, FPLMTY
This element provides protection against manipulation (modification, insertion or replay) by unauthorised parties of
signalling data.

Authentication

Authentication of service provider to USBKMTS, FPLMTS)
This element provides corroboration of the identity of a service provider to a user.

Authentication of user to service providemTs)
This element provides corroboration of the claimed identity of a user to a service provider.

User identity authenticatiofPLMTS, GSM)
An element by which the identity of a user is verified to be the one claimed.

Authentication of terminal to terminal managemTs, GSM, FPLMTS
This element provides corroboration of the identity of a terminal to a terminal manager.

Authentication of provider@mTs)
This element provides corroboration of the identity of one network operator or service provider to another.

Authentication of network operator to ugemTs)
This element provides corroboration of the identity of a network operator to a user.

Authentication of user to network operatomTs)
This element provides corroboration of the claimed identity of a user to a network operator.

Re-authentication of use@PLMTS)

An element by which the identity of a user is re-verified to be the one claimed. This feature may be invoked repeatedly
or at any appropriate instant.

Re-authentication of terminafsPLMTS)

An element by which the identity ofaobile terminal is re-verified to be the one claimed. This feature may be invoked
repeatedly or at any appropriate instant.

User traffic origin authenticatiofumTs)
This element provides verification that the user traffic originates from the claimed entity.

Signalling and control data origin authenticatiopmTs)
This element provides verification that signalling or control data originates from the claimed entity.

Non-repudiation

Non-repudiation of origin of signalling and control dataTs)
This element provides proof to a third party that a message was sent by a certain entity.

Non-repudiation of delivery of signalling and control daisits)
This element provides proof to a third party that a message was received by a certain entity.

Non-repudiation of access to stored dataiTs)
This element provides protection against an entity denying having attempted to access stored data.
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Access Control

Access control to UINUMTS, GSM, FPLMTS)
This element ensures that a UIM can only be used by an authorised party.

Access control to terminal equipmeoTs)
This element ensures that terminal equipment can only be utilised by authorised parties.

Access control to service profi@mTs, FPLMTS)
This element ensures that only authorised parties can access a service profile.

Access control to subscription dat®eLmTS)
An element by which there are restrictions in the access to the personal data of ssulsscrirer stored in the
network.

Access Control to telecommunication servicesrs)
This element ensures that only authorised parties can access a telecommunication service.

Subscriber access control to service profie.mMTs)
An element by which the subscriber has direct and limited access to the personal service profile of his associated users,
by means of which he may be able to restrict access to services.

User action authorizatio(FPLMTS)
An element by which the various actions allowed for a mobile terminal are exposed to various degrees of restriction.
It requires a mobile terminal to be authorised for its actions.

Denial of user's access to the seri@@amTs)
An element by which the service provider denies access to service by a particular user.

Denial of mobile terminal access to the servicemMTs)
An element by which the service provider/network operator may deny a particular mobile terminal access to service.

Access control of user groups by network opergier)
This element ensures that only authorised members of appropriate classes can access to a network.

Security of Management
User event reportgpLMTS)
An element by which the user will receive warning announcements or indications at critical moments in the operation

of services.

Backup of subscription datapLmTS)
An element by which the service provider can restore data relating to users or subscribers upon failure.

Event loggingrFPLMTS)
An element by which the service provider can log activities relating to a user or subscriber.

Blacklisting(FPLMTS)
An element by which the service provider can refuse access to services requested by a particular user.

Security audit trailFPLMTS)
An element by which an independent review and examination of systams and activities can be examined for
security policy adherence and security violations.

Management of subscriber related credential datamTs)
An element by which a service provider protects, retains and traces a subscriber.
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Management of Security

Security key managemenbLMTS)
An element by which a service provider and or network operator can manage keys used for the establishment of a private
control and communication channel between the network and mobile terminal.

Cryptographic information managemenbLMTS)

An element of management which manages the secret information associated with cryptographic security mechanisms.
It is concerned with the generation, distribution, storage, updating and deletion of cryptographic information. The
integrity of this information must be assured.

Supplementary

Support for end-to-end security servigegTs)
This element ensures that the service provider/network operator can provide end-to-end security services to particular
fixed or mobile users, subject to the availability of additional end user equipment.

7.4.4 |dentification of Security Features
Combination of Security Elements

Before identifying a concisget of security features, vy to combine the elements listed in Subsecfich3. The
combination compresses the list and encompasses all of the elements.

We discuss which roles and information should be protected in relation to each of the security feature classes.

Confidentiality

Some transmitted antbsed data in 3GS environments should be protected against disclosure to unauthorised parties.
The data considered here includes signalling data, control data and user traffic, in particular, user identity, user location,
terminal location, service profile, charging and billing data, and some management information. The transmitting
interfaces considered here include deliveries from a service provider to a user, a terminal manager to a user, between
a user and a network operator, one network operator and another, a network operator and a service provider, and one
service provider and another. The storage areas include a user access device or, in UMTS terminology, a user identity
module (UIM), a terminal, a service provider's databases and a network operator's databases.

Integrity

As for confidentialitytransmitted and stored data in 3GS environments should be protected in order to meet the needs

of integrity. The data considered here includes signalling data, control data and user traffic, in particular, user location,
terminal location, charging and billirdata, and some management information. The transmitting interfaces considered

here include deliveries from a service provider to a user, a terminal manager to a user, between a user and a network
operator, one network operator and another, a network operator and a service provider, and one service provider and
another. The storage areas include a UIM, a terminal, a service provider's databases and a network operator's databases.

Authentication

Authentication includes both entity authentication eiedsage authentication. Entity authentication involves some roles

in 3GS, particularly authenticaticomongusers, service providers and network operators, authentiGationg

terminals, terminal managers and network operators, and authentication between service providers/network operators.
Message authentication as considered here is message origin authentication, in particular, signalling or control data
origin authentication and user traffic origin authentication.

Non-repudiation

Non-repudiation includes non-repudiation of data origin and delivery, and non-repudiation of access. The data
encompasses signalling data, control data and user traffic. The access encompasses access to stored data and access to
services.

There may besome argument as to whether these features should be covered under a different heading, such as
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authenticatioror access control

Access Control

Access control includes access to a facility (e.g., a UIM or tereipnapment), access to a service, and access to stored
data.

Security of Management

Security of management &ervice providers and/or network operators to manage events relating to users and
subscribers, including event reporting, logging, recording and recovering securely.

Management of Security
Management of security includes key management and cryptographic information management.
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A Set of Security Features

Based on the combination of the elements, this subsection identifies a set of security features. The features are divided
according to the classification of security features defined in Section 2.

Confidentiality
The following two security features are included in this category:

1. Confidentiality of signalling and control data

This feature ensures that the signalling and control data are not made available or disclosed to
unauthorised parties.

2. Confidentiality of user traffic
This feature protects against unauthorised eavesdropping on user traffic.

Integrity
The following two security features are included in this category:

3. Integrity of signalling and control data

This feature provides protection against manipulation (modification, insertion or replay) by
unauthorised parties of signalling data or control data.

4. Integrity of user traffic

This feature protects against manipulation (modification, insertion and/or replay) by unauthorised
parties of user data on the radio path or in the fixed network.

Authentication
The following three security features are included in this category:

5. Service related authenticati¢or Authentication among users, service providers and network opepators
This feature provides corroboration of the identities of a user, corresponding service provider and
network operator underlying the provision of service to the user.

The nameservice related authenticatias preferred because it covers authentication relating to the
terminal, which will be for further study.

6. Authentication between network operators/service provigetdanagement related authenticatjon

This feature provides corroboration of identity of oneservice provider or network operator to
another.

The nameuthentication between network operators/service proviseess more natural, but it
needs to be distinguished from feature number 5.

7. Message origin authentication
This feature provides verification that transmittéghalling or control data and user traffic originates
from the claimed entity.

Non-repudiation
The following three security features are included in this category:

8. Non-repudiation of origin and delivery of transmitted data
This feature provides proof to a third party that a message was sent or received by a certain entity.

9. Non-repudiation of access to stored data
This feature provides protection against an entity denying having attempted to access stored data.
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10. Non-repudiation of access to a service
This feature provides protection against an entity denying having attempted to access a service.

Access Control
The following three security features are included in this category:

11. Access control to a facility
This feature ensures that a UIM or terminal equipment can only be used by an authorised party.

12. Access control to a service
This feature ensures that only authorised parties can access a service.

The question of how this feature will be supportedényice related authenticatias for further study.

13. Access control to stored data
This feature ensures that only authorised parties can access stored data.

Security of Management
The following three security features are included in this category:

14. User event reports
This feature ensures that a user will receive warning announcements or indications at critical
moments in the operation of services.

15. Event logging and recording
This feature ensures that a service provider can log and record activities relating to a user or
subscriber.

16. Event recovery
This features ensures that a service provider can restore data relating to a user or subscriber upon
failure, trace a particular user and refuse access to services requested by a particular user.

Management of Security
The following two security features are included in this category:

17. Key management
This feature ensures that a service provider and or network operator can manage keys used for the
establishment of a private control and communication channel between the network operator and
user.

18. Cryptographic information management
This feature ensure that a service provider and or network operator can manage the generation,
distribution, storage, updating and deletion of cryptographic information to assure the integrity of this
information.

Supplementary
The following security feature is included in this category:
19. Support for end-to-end security service
This feature ensures that the service provider/network operator can provide end-to-end security

services to particulafixed or mobileusers, subject to the availability of additional end user
equipment.
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7.4.5 Description of Security Features

This section provides a description of each feature identified in Subsection 7.4.4, using a method which ensures that
descriptions are of a uniform nature, concise and informative. A feature may be expanded into a number of instances,
corresponding tthe different interfaces or different information types involved. One or two such individual instances

of a feature are given in the subsections below. Each description of an instance of a feature contains the following fields:

. entity or interface involved,;
. information types;

. requirements addressed;
. when utilised;

. invoking entity;

. notified entities;

. extent of standardisation.

These fields contain the following information:

entity or interface involved

If the feature concerns stored data, ffeékl identifies the entitywhere the data is stored. Similarly, if the feature
concerns any action to be performed by an individual entity, then this field identifies the pertinent entity. If the feature
concerns transmitted data, then this field identifies the particular interface over which the data is transmitted.

information types

The information types used within this field include user traffic, charging, billing, location, dialling, routing, network
resource managemeidentity, security managemesgrvice profile and access control management. The details of
every information type can be found in Section 4.4.2.

requirements addressed

Each feature will satisfy, or contribute towards satisfying, one or more of the requirements set out in Sections 6.2 and
6.3. This field lists these requirements.

when utilised
This field specifies the occasions when the feature will be used.

invoking entity

A specificentity will beresponsibldor invoking a feature. This entity is listed here, and will usually be one of those
entities identified under “entity or interface involved'.

notified entities

In addition to the entity oentities directly involved in a feature, thermay be anumber of other entities which are
notified when the feature is invoked.

extent of standardisation
This field identifies to what extent the feature should be standardised.

Confidentiality of Signalling and Control Data

Description This feature ensures that the signalling and control data are not made available or disclosed to unauthorised
parties.

Instance one:
interface involved

user - network operator.
information types
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location, dialling, identity, authentiban, network resource management, access control management, service
profile.

requirements addressed
location privacy of users, protection of users' identitiegeption against interception of signalling and control
data, privacy of service profile data, privacy of signalling and control data.

when utilised
registration, location updating, call setup, handover, service profile modification, speech-data phase, call
release, deregistration.

invoking entity
user or network operator.

notified entities
user, network operator and service provider.

extent of standardisation
mechanism completely specified.

Instance two:

interface involved
service provider - network operator.
information types
identity, location, charging, service profile, authentication.
requirements addressed
privacy ofcharging data, location privacy of users, protection of users' identities, privacy of service profile
data, privacy of signalling and control data.
when utilised
registration, location updating, handover, service profile modification, deregistration.
invoking entity
service provider or network operator.
notified entities
service provider and network operator.
extent of standardisation
mechanism completely specified.

Confidentiality of User Traffic
Description This feature protects against unauthorised eavesdropping on user traffic.

interfaces involved
user - network operator, one network operator - another.
information type
user traffic.
requirements addressed
privacy of user traffic.
when utilised
speech-data phase.
invoking entity
user or network operator.
notified entities
user, network operator.
extent of standardisation
mechanism completely specified.

Integrity of Signalling and Control Data

Description This feature provides protection against manipulation (modification, insertion or replay) by unauthorised
parties of signalling data or control data.
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Instance one:

interface involved
user - network operator.
information types
location, dialling, identity, authentiban, network resource management, access control management, service
profile.
requirements addressed
protection of users' identities, protection against unauthorised modification of service profile data, protection
against unauthorised modification of signalling and control data.
when utilised
registration, location updating, call setup, handover, service profile modification, speech-data phase, call
release, deregistration.
invoking entity
user or network operator.
notified entities
user, network operator and service provider.
extent of standardisation
mechanism completely specified.

Instance two:

interface involved
service provider - network operator.
information types
identity, location, charging, service profile, authentication.
requirements addressed
integrity of charging data, protection of users' identitiestgation against unauthorised modification of service
profile data, protection against unauthorised modification of signalling and control data.
when utilised
registration, location updating, handover, service profile modification, deregistration.
invoking entity
service provider or network operator.
notified entities
service provider and network operator.
extent of standardisation
mechanism completely specified.

Integrity of User Traffic

Description This feature protects against manipulation (modification, insertion and/or replay) by unauthorised parties
of user data on the radio path or in the fixed network.

interfaces involved

user - network operator, one network operator - another.
information types

user traffic.
requirements addressed

protection against interception and unauthorised modification of user traffic.
when utilised

speech-data phase.
invoking entity

user or network operator.
notified entities

user, network operator.
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extent of standardisation
mechanism completely specified.

Service Related Authentication

Description This feature provides corroboration of the identities of a user, corresponding service provider and network
operator underlying the provision of service to the user.

interfaces involved
user - network operator, network operator - service provider.
information types
authentication, identity, location.
requirements addressed
protection against an intruder impersonating a user, provision of identification and authentication of users,
network operators and service providers.
when utilised
registration, location updating, call setup, call release, deregistration.
invoking entity
user or network operator.
notified entities
user, network operator, service provider.
extent of standardisation
mechanism completely specified.

Authentication between Network Operators/Service Providers
Description This feature provides corroboration of the identity of one service provider or network operator to another.

interfaces involved
network operator - service provider, one network operator - another, one service provider - another.
information types
identity, authentication.
requirements addressed
protection against impersonation of service providers/network operators.
when utilised
service profile modification, network management process.
invoking entity
network operator or service provider.
notified entities
network operator, service provider.
extent of standardisation
mechanism completely specified.

Message Origin Authentication

Description This feature provides verification that transmitted signalling or control data and user traffic originates from
the claimed entity.

Instance one:

interfaces involved
user - network operator, one network operator - another, network operator - service provider.
information types
charging, billing, location, dialling, identity, authentication, netwa$ource management, access control
management, service profile.
requirements addressed
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protection signalling and control data with respect to origin authentication.
when utilised
registration, location updating, call setup, handover, service profile modification, speech-data phase, call
release, deregistration.
invoking entity
user, network operator or service provider.
notified entities
user, network operator, service provider.
extent of standardisation
mechanism completely specified.

Instance two:

interfaces involved
user - network operator, one network operator - another.
information types
user traffic.
requirements addressed
protection user traffic with respect to origin authentication.
when utilised
call setup, speech-data phase, call release.
invoking entity
user or network operator.
notified entities
user, network operator.
extent of standardisation
mechanism completely specified.

Non-repudiation of Origin and Delivery of Transmitted Data
Description This feature provides proof to a third party that a message was sent or received by a certain entity.
Instance one:

interfaces involved
user - network operator, network operator - service provider.
information types
charging, billing, location, dialling, identity, authentication, routing, netweslource management, access
control management, service profile.
requirements addressed
provision of non-repudiation of origin and delivery of signalling and control data.
when utilised
registration, location updating, handover, call setup, speech-data phase, call release, service profile
modification, deregistration.
invoking entity
user, network operator or service provider.
notified entities
user, network operator, service provider.
extent of standardisation
mechanism completely specified.

Instance two:
interfaces involved

user - network operator, one network operator - another.
information types
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user traffic.
requirements addressed

provision of non-repudiation of origin and delivery of user traffic.
when utilised

call setup, speech-data phase, call release.
invoking entity

user or network operator.
notified entities

user, network operator.
extent of standardisation

mechanism completely specified.

Non-repudiation of Access to Stored Data
Description This feature provides protection against an entity denying having attempted to access stored data.

entities involved
user, network operator, service provider.
information types
charging, billing, location, identity, authentication, reatkwresource management, access control management,
service profile.
requirements addressed
provision of non-repudiation of access to service profile and other stored data.
when utilised
service profile modification, network management process.
invoking entity
user, network operator or service provider.
notified entities
user, network operator, service provider.
extent of standardisation
mechanism completely specified.

Non-repudiation of Access to a Service
Description This feature provides protection against an entity denying having attempted to access a service.

entities involved
user, network operator, service provider.
information types
charging, billing, location, identity, authentication, reatkwresource management, access control management,
service profile.
requirements addressed
provision of non-repudiation of access to a service.
when utilised
registration, call setup, call release, deregistration, service profile modification.
invoking entity
network operator or service provider.
notified entities
user, network operator, service provider.
extent of standardisation
mechanism completely specified.

Access Control to a Facility

Description This feature ensures that a UIM or terminal equipment can only be used by an authorised party.
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Instance one:

interface involved

user - UIM.
information types

identity, authentication, service profile.
requirements addressed

prevention of the use of a particular UIM, prevention of using a UIM by unauthorised parties.
when utilised

a user access to a UIM, a user access to a service.
invoking entity

user.
notified entity

UIM.
extent of standardisation

mechanism completely specified.

Instance two:

interface involved
user - terminal equipment.
information types
identity, authentication.
requirements addressed
prevention of the use of terminal equipment, prevention of using terminal equipment by unauthorised parties.
when utilised
a user access to terminal equipment, a user access to a service.
invoking entity
user.
notified entity
terminal equipment.
extent of standardisation
mechanism completely specified.

Access Control to a Service
Description This feature ensures that only authorised parties can access a service.

interfaces involved

user - network operator, network operator - service provider.
information types

identity, authentication, network resource management, access control management, service profile.
requirements addressed

prevention of access to a service by unauthorised parties.
when utilised

a user access to a service.
invoking entity

network operator or service provider.
notified entities

user, network operator, service provider.
extent of standardisation

mechanism completely specified.

Access Control to Stored Data

Description This feature ensures that only authorised parties can access stored data.
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entities involved
user, network operator, service provider.
information types
charging, billing, location, identity, authentication, reatkwresource management, access control management,
service profile.
requirements addressed
prevention of access to stored data by unauthorised parties.
when utilised
stored data modification.
invoking entities
user, network operator or service provider.
notified entities
user, network operator, service provider.
extent of standardisation
mechanism completely specified.

User event reports

Description This feature ensures that a user will receive warning announcements or indications at critical moments in
the operation of services.

interfaces involved
user - network operator.
information types
warning announcements or indications. (Note: this information type is not covered in Section 4.4.2.)
requirements addressed
secure provision of telecommunications services to the user.
when utilised
critical moments in the operation of services.
invoking entity
user, network operator or service provider.
notified entities
user, or user and service provider.
extent of standardisation
mechanism completely specified.

Event logging and recording
Description This feature ensures that a service provider can log and record activities relating to a user or subscriber.

entities involved
service provider, user and subscriber.
information types
charging, billing, service profile and access control management.
requirements addressed
protection against unauthorised modification of service profile, charging and billing information.
when utilised
system management.
invoking entity
service provider.
notified entities
user, subscriber and/or service provider.
extent of standardisation
mechanism completely specified.
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Event recovery

Description This features ensures that a service provider can restore data relating to a user or subscriber upon failure,
trace a particular user and refuse access to services requested by a particular user.

interfaces involved
service provider, user and subscriber.
information types
charging, billing, dialling, identity, service profile and access control management.
requirements addressed
protection against unauthorised modification of service profile, provision of the integrity of the charging and
billing systems.
when utilised
system management, user access to a service.
invoking entity
service provider.
notified entities
user and subscriber.
extent of standardisation
mechanism completely specified.

Key management

Description This feature ensures that a service provider and or network operator can keysageed for the
establishment of a private control and communication channel between the network operator and user.

entities involved
service provider, network operator and user.
information types
security management.
requirements addressed
provision of secure communication channel between the network operator and user.
when utilised
system management, to provide telecommunications services to user.
invoking entity
service provider or network operator.
notified entities
user, network operator and service provider.
extent of standardisation
mechanism completely specified.

Cryptographic information management

Description This feature ensure that a service provider and or network operator can manage the generation, distribution,
storage, updating and deletion of cryptographic information to assure the integrity of this information.

entities involved
user, network operator and service provider.
information types
security management and identity.
requirements addressed
provision of secure communication channel between the network operator and user.
when utilised
system management, to provide telecommunications services to user.
invoking entity
service provider or network operator.
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notified entities

user, network operator and/or service provider.
extent of standardisation

mechanism completely specified.

Support for End-to-end Security Service

Description This feature ensures that the service provider/network operator can provide end-to-end security services
to particular fixed or mobile users, subject to the availability of additional end user equipment.

interfaces involved
user - network operator, one network operator - another, network operator - service provider.
information types
identity, authentication, user traffic, service profile.
requirements addressed
provision of end-to-end security service.
when utilised
end-to-end secret communications.
invoking entity
user.
notified entities
user, network operator, service provider.
extent of standardisation
mechanism completely specified.

7.4.6 Standardization Guidelines for Security Features

One important question is to what extent the security features and the mechanisms that implement them need to be
standardized. To assist in answering this quedtioeach feature, the following set of guidelirm@e suggested.
However, the following points should be noted.

1. The extent of standardization supported is largely a function of company or organization policy.

2. There are differences betwedm factoor a posteriori standards such as those prevalent in the computer
industry (Unix, C, DOS, Internet) ardpriori standardization, such as that undertaken by ETSI.

3 ETSI's policy towards standardization is currently under review by the High-Level Task Force.

4. Regarding ETSI standards, NA STAG advise on the extent of security standardization.

The first question to ask is: why is it necessary to standardize security features?
Possible answers are:

. to allow inter-operator roaming;

. to encourage manufacturers to build equipment meeting the standards;
. to create open interfaces, allowing a multi-vendor environment;

. to allow new services to be introduced efficiently and securely;

. to ensure that security features meet any regulatory requirements;

The basic principles seem to be as follows:

1. Unnecesary standardization should be discouragAd.an example, the GSM suggested authentication
algorithm is not compulsory, and the system is designed sofbkaators can use thewn algorithms.

Another example might be where commercial products are available, and the choice of product has no impact
on anyone else. For instance, the physical security of switches is not a subject for standardization.

2. Standardzation can be an efficient form of specificatidime experience of GSM is that some security
features were defined in detail at the customer specification phase. Different operators with slightly different
requirements, and different manufacturer solutions, led to a considerable expenditure of time and effort that
could have been avoided if more detailed standards were in place.
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Sufficient standardizatioshould be in place to permit competition amongst equipment manufacturers and
vendors and amongst service yiers and network operatarghis means that interfaces between physical
and logical network entities should be as open as possible.

Sufficient standardization should be in placealiow internationalroaming andavailability of services.
Sufficient standardization of the authenticatocess is required to allow a roamed user to authenticate
himself to his service provider via any network operator.

Standards shouldot discourage the development of improved security techniQunesexample might be
fraud management. Here, there is a common interest amavidgys and operators to reduce fraud. Standards
might be put in place teefine what and how data on roaming users' activity is transferred between providers
and operators, but the techniques used to processntbisnation should be outside the scope of
standardization.

Standadization can be used to encourage compliance with regulatory requirerReniastance, the use

of non-standard end-to-end encryption techniques can make legal interciffiolh or impossible. The
existence of an acceptable stamtfor end-to-end encryption might discourage legitimate users from seeking
other solutions.

Security features will need to deal with unexpected att&tksecurity standards need to err on the side of
caution, and need to flexible enough to allow a quick response to new forms of attack or fraud.

63



8 Verification of the Security Architecture

8.1 Introduction

In this section, we aim teerify the securityarchitecture by comparing security threats and features against security
requirements.

8.2 Security Threats Against Security Requirements

Potential security requirements described in Subsections 6.2 and 6.3 were derived from threats to the systems described

in Subsection 5.4. This section tabulates threats against requirements for the purpose of checking whether they match
each other.
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Table 8.1: Security threats against security requirements

threats 1 2,22 34 5 6 7 8 9 1 1 1 1B 14 15 6 |7 p8 [120,21 23| 24| 25| 26

requirements

1a, 9a Y| Y|Y

1b, 2a, 2b Y

3a Y

4a, 12a Y

4d Y Y |[Y |Y

4e, 12¢ Y

4f Y

5a Y

5b Y |Y

6C Y

7b, 12b Y

10b Y

10d Y

10e Y

1lla Y

11b Y

13a, 14b Y

14a, 14c Y

15a Y

16a, 17a Y

17b Y Y

17c Y |Y

17d Y |Y

17e Y

3b, 4b, 4c, 6a, 6b

6d,7a, 7c, 8a, 10a

10c, 11c, 11d

14d, 15b, 15c, 16b

Legend: space The threat and requirement are considered not to be appropriate to each other.
Y The threat and requirement are considered to appropriate to each other.

From Table 8.1, the following results can been seen:

1. Three threats (T1ghysical interventionT 11 protocol interventiorand T26unwanted incoming calls to the
user) are not appropriate to any requirement.

2. The seventeen requirements in the bottom of the table do not correspond to any currently identified threat.
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8.3 Security Features against Security Requirements

In this section, we tabulate security features against security requirdorehtspurpose of checking whethtirey
match each other. The features are referenced by numbers defined in section 7.4.4.
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Table 8.2: Security features against security requirements

featureg1l |2 |3 (4 |5 (6| 7] 8| 9| 10| 11| 120 13| 14 1% 14 17 18 1p

requirements
1a, 9a, 10b, 10c,10d, 10e Y
1b Y Y Y
2a
2b, 10a Y Y
3a, 11a Y Y
3b, 11c Y
4a,4f Y
4b, 12a
4c YI[Y
4d Y|Y
4e Y
5a, 6d, 14c, 15a, 15¢ Y Y
5b Y

6a, 6b Y
6C Y Y Y Y
7a Y Y
7b, 14a, 16b Y Y Y
7c Y
8a Y Y
11b Y
11d Y Y Y
12b
12c, 15b Y Y |[Y [Y |Y |Y Y Y |Y
12d Y
13a Y
14b Y
14d Y |Y
16a Y
17a Y
17b Y|Y
17¢c Y|Y
17d Y
17e

< [< |<x |< |

Legend: space The feature does not support meeting the requirement
Y The feature assists in meeting the requirement

From Table 8.2, the following results can been seen:

1. Each requirement is supported by at least one feature. This does not mean, of course, that the features are
adequate to meet the requirement.

2. The featureKey managementandSupport for end-to-end security serviceare not appropriate to any
requirement.
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ACCF Access and Call Control Function

AdC Administration Centre
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BC Bearer Control
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GSM Global System for Mobile Communications
HLR Home Location Register
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IN Intelligent Networks

ISDN Integrated Services Digital Network
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ITU International Telecommunications Union
LE Local Exchange

MCCF Mobile Call Control Function

MCF Mobile Control Function

MRRC Mobile Radio Release Control

MRTR Mobile Radio Transmission and Reception
MSF Mobile Storage Function

NIST National Institute of Standards and Technology (US)
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PMR Private Mobile Radio
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RBC Radio Bearer Control

RFTR Radio Frequency Transmission and Reception
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SCEF Service Creation Environment Function
SCF Service Control Function

SCP Service Control Point

SDF Service Data Function
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SMAF Service Management Access Function
SMF Service Management Function

SMG Special Mobile Group
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TMN Telecommunications Management Network
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UM UMTS Identity Module

UMTS Universal Mobile Telecommunications System
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UPT Universal Personal Telecommunications
VLR Visitor Location Register
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Appendix A: Description of functional entities

This appendix contains descriptions of the basic IN functional entities.
Functions related to service management

These functions support service creation, service provision, customer control capaaildiespportfor the
administration, coordination and control of a data base.

SMF - Service Management Function: This function involves service management control, service provision control
and service deployment control.

SMAF - Service Management Access Function: Tingtion provides an interface (e.g. screen presentation) to the
SMF.

SCEF - Service Creation Environment Function: Tiation allows a service to be defined, developed, tested and
input to the SMF. The output of this function involves service logic and service data templates.

Functions related to service control

These functions provide the control of the supported services and capabilities. Tdgstifermwhat could be

regarded as the "intelligent” part of a netwopedfically, the mobile environment and mobility services are supported

by these functions.

SDF(M) - Service Data Function (Mobile): This function handles storage and access to service related data and network
data and provides consistency checks on data. It hides from the SCF the real data implementation and provides a logical
data view to SCF. The suffix (M) is included to indicate that this is a mobile related functionality which may differ from
the SDF associated with fixed network developments.

In general the SDF(M) includes functionalities to:

- store service and mobility related data, e.g.:

- location information;

- service profile;

- security related parameters;

- check data consistency;

- initiate data up-dating (e.g. security parameter download).

As indicated, the SDF(M)ill contain more functionalities thgoure data storage. tust also contain functions for

some data management, e.g. to request for more data from another SDF, and SCF or an SMF in case it is running out
of data (e.g. security parameter sets) or to update dependent SDFs in case some basic data is changed (e.g. to update
a visited SDF(M) in case the service profile is changed in the (home) service providers SDF(M).

Note: In a mobile network consisting of several UMTSndty benecessary to differentiate between (home) the

service providers and visited SDF(M)s. However, in a functional model no such distinction is made.

SCF(M) - Service Control Function (Mobile): This function contains the overall service logic, mobility control logic
and handles service related processiciiyity. It supports all mobile specific functions and provides overall service
control. Service logic is invoked by service requérsis other functionalities to support location management, security
management and user service control as defined.

The suffix (M) is included to indicate that this is a mobile related functionality which may differ from the SCF associated
with fixed network developments.

In general the SCF(M) includes the following functionalities:

- paging control (e.g. initiate paging, process paging response);
- service feature analysis (e.g. compatibility checking);

- provide routing information;

- perform location management;

- perform identity management;

- subscriber verification;

- subscriber authentication;
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- authentication processing;
- confidentiality control (e.g. ciphering management).

The SCF is involved in certain cases of handover, for example: inter ACCF.
Note:  The need to define a paging control functiemity separatérom SCF(M), specifically in a scenario with
paging via a separate radio access system, is for further study.

MSF - Mobile Storage Function: This is a pure data storage function at the mobile side of the radio interface. In addition
to subscription or service related parameters it stores:

- location information, and,

- identity and security related parameters.

MCF - Mobile Control Function: This function contains the service logic and service related processing required at the
mobile side of the radio interface. It supports all mobile spetifictions (e.g. location managemempbility
management, identity management) and provides local service control.

In general the MCF includes the following functionalities:

- network information monitoring and analysis;

- location up-date initiation;

- authentication processing;

- confidentiality control (e.g. ciphering management);

- paging recognition and response.

Functions related to access, call and bearer control

This group of functions encompasses all handling of the physical communication resources. This includes both the radio
resources used between the mobile stations and the network, and the fixed network resources used for mobile related
transactions.

In the model, the call control logic is separated from the physical bearer control itself. At the fixed network side, this
is not significant, i.e. CCF and BC functionalities could well be combined. However, at the radio side there has to be
a physical distribution of at least the radio emission and reception functionalities due to the necessary physical
distribution of cells. Therefore, the model has been fitted to support such a physical distribution of functionalities.
ACCF - Access and Call Control Function: The basic task oA@®EF is to establisfbased on instructiorfsom
SCF(M)) a call to the distant end of a network and to associate radio and network node resources to the call.

In general the ACCF includes the following functionalities:

- analyse and process mobile service requests;

- establish, manage and release a call;

- call control adaptation between UMTS and PSTN/ISDN;

- maintain network call states;

- invoke service logic (e.g. request for routing information);

- provide special resources;

- request for allocation of radio resources;

- request for allocation of network resources;

- inter-RRC hand-over execution (inter-and intra-ACCF);

- provide information relevant to charging;

- ciphering and deciphering execution, for encryption across shared access network.

BC - Bearer Control: Thifunction controls thdearerconnection elements in order to provide bigarer service
requested by the ACCF. In general it includes the following functionalities:

- select and create/delete bearer resources;

- connect, maintain and disconnect bearer connections;

- perform routing for network side bearer connections;

- provide information relevant for charging.

RRC - Radio Resourdgontrol: This function handles the overall control of the radio resources and radio connections
within a given area (typically many cells).

In general the RRC includes the following functionalities:

- radio channel management (including access control);

- radio channel supervision (including assessment of radio channel measurement results from RFTR);

- radio channel power control;
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- analysis of mobile radio environment reports;

- hand -over initiation due to changes in radio environment (inter-and intra-RRC);

- intra-RRC hand-over execution;

- system information broadcast management (radio access information and network information);

- paging execution.

Note: It may be appropriate tiefine a paging execution functioreitity separatdrom RRC, specifically in a
scenario with paging via a separate radio access system.

RBC - Radio BeargControl: This function is closely related to the RRC. It connects, maintains and disconnects radio
bearer connections and interconnects them with the fixed network bearer resources.

RFTR - Radio Frequency Transmission and Reception: Typically, totsoforwill manage the radio resources available
within a single cell. It includes the following functionalities:

- RF generation, emission and reception including:

- source (e.g. speech) coding and decoding;

- error protection coding and decoding;

- ciphering and deciphering;

- baseband channel multiplexing and demultiplexing;

- modulation and demodulation;

- RF carrier multiplexing and demultiplexing;

- RF amplification;

- initial (random) access detection;

- radio and network channel interworking;

- radio channel measuring and reporting;

- power control execution.

MCCF Mobile Call Control Function: This function will handle the mobile side of access control and call control and
is responsible for initiating functional requests based on requests from the user or other functional entities. In general
the MCCEF includes the following functionalities:

- maintain mobile side call states;

- formulate service requests;

- call control adaptation between UMTS and PSTN/ISDN.

MRRC -Mobile Radio Resource Control: This function handles the mobile side of the radio connection. In general it
includes the following functionalities:

- radio channel supervision;

- local radio environment reporting (if mobile assisted or mobile controlled handover);

- handover initiation (if mobile controlled handover);

- radio access information monitoring and analysis.

MRTR - Mobile Radio Transmission and Reception: This function handles the radio transmission and reception on the
mobile side. It includes the following functionalities:

- RF generation, emission and reception including:

- source (e.g. speech) coding and decoding;

- error protection coding and decoding;

- ciphering and deciphering;

- baseband channel multiplexing and demultiplexing;

- modulation and demodulation;

- RF carrier multiplexing and demultiplexing;

- RF amplification;

- radio channel measurements;

- power level adjustment.
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Appendix B: Services

This appendix comprises a list of services to be supported by UMTS. This list is taken directly from [A11]. It is not
claimed to be exhaustive.

Bearer Services Provided by Fixed Networks

Preliminary ISDN Bearer Services
Services in this subsection either exist as standards or are currently in the process of being standardised ([B16], [B17]
and [B18]).

Circuit Mode
unrestricted; 64, 2x64, 384, 1536, and 1920 kbps
suitable for speech information transfer
suitable for 3.1, 7, and 15kHz audio information transfer
alternate speech/unrestricted digital information
Packet Mode
virtual call and permanent virtual call
ISDN connectionless
user signalling

B-ISDN Bearer Services
Services in this subsection are intended as standards ([B2]),

For further study.
Teleservices

Teleservices based on CCITT E, F, and | series, and existing in fixed networks
Services in this subsection either exist as standards or are currently in the process of being standardised (see CCITT
series [B16], [B17] and [B18]).

Telephone
speech
in-band facsimile
in-band modem
teleconference
high quality audio/speech
message handling service
teletex
telefax
videotex
videotelephony
videoconferencing

Teleservices for FPLMTS
Services in this subsection are intended as standards ([B2]).

programme sound
programme video
paging
audio-visual
Short Messaging
user originated
user terminated
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store and forward
voice malil
facsimile
electronic mail
video surveillance/monitoring
Broadcast services
message broadcast
multicast
SMS cell broadcast
emergency announcement
public announcement
dat broadcast/multicast

UMTS Specific Teleservices
Services listed in this subsection are intended as European standards (see [A11]).

emergency call
emergency broadcast
high quality audio
voice messaging

voice mail

Drive
localisation
congestion avoidance
navigation

video monitoring
Data Transfer

unrestricted

restricted
multimedia/integrated voice and data

UMTS Applications
Services listed in this subsection are not intended to be standardised.

database access
Directory Services

telephone directory

classified directory
Electronic Newspaper

news agency

news distribution

special needs news media
Teleaction Services

remote control

remote terminal applications
teleshopping
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Appendix C: Document History

Release Dates

The first version of this document was released to the LINK PCP Committee on 4 February 1994, with a second version
being released on 1 May 1995. This final version has a release date of 14 February 1996.

Document History
Date

1 November 1993
23 December 1993

18 January 1994

28 January 1994
4 February 1994
21 November 1994

23 December 1994

23 January 1995

1 May 1995

19 December 1995
8 January 1996

14 February 1996

Version

vl Draft 1

v1 Draft 2

v1 Draft 3

vl Draft 4

v1 Final

v2 Draft 1

v2 Draft 2

v2 Draft 3

v2 Final

v3 Draft 1

v3 Draft 2

v3 Final

Changes
Initial Draft
Major Revisions made independently by all partners.

Further major restructuring and revision by respopsitiieer
(Vodafone).

Contains minor structural and typographic changes throughout.
Contains minor typographic changes.
Additional material included.

Alignetdxt on security features, threats and requirements with
corresponding tables.

Contains minor structural and typographic changes throughout.
Contains minor changes to the executive summary.
Additional material included, existing material updated.
Contains minor typographic changes throughout.

Contains minor typographic changes throughout.
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