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Abstract. Recent advances in large language models (LLMs) have ac-
celerated the development of Al-enhanced penetration testing (PenTest-
ing) systems capable of automating complex offensive security tasks. This
survey reviews research published between late 2022 and early 2026,
analysing a broad range of proposed systems and tools. For each sys-
tem, the survey examines its objectives, architectural design, key mod-
ules, evaluation approaches, and reported limitations. By systematically
comparing representative systems and identifying recurring design pat-
terns, the paper derives a reference model for LLM-powered PenTesting
and discusses evaluation practices, ethical and safety considerations, and
open technical challenges. Given the rapid evolution and increasing com-
plexity of this emerging field, this survey aims to provide researchers,
practitioners, and newcomers with a clear and structured overview of
the state of the art, while offering guidance for future research and de-
velopment of reliable, secure, and responsible LLM-driven PenTesting
systems.

1 Introduction

Ethical hacking, or Penetration testing (PenTesting) |147], is a core cybersecu-
rity practice that enables organisations to identify and mitigate vulnerabilities
before they can be exploited by adversaries. As digital infrastructures continue
to expand in scale and complexity, systematic security testing has become an in-
creasingly important component of organisational risk management. This grow-
ing importance is also reflected in market forecasts, which estimate that the
global PenTesting market will grow from USD 1.92 billion in 2023 to approxi-
mately USD 6.98 billion by 2032, corresponding to a compound annual growth
rate (CAGR) of 15.46% [83,85].

The roots of PenTesting predate modern networking. In the 1960s, govern-
ment and industry formed ‘tiger teams’ to probe their own systems for weak-
nesses, motivated in part by early warnings that networked computers would
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create new avenues for intrusion. Anderson’s 1972 report [21] subsequently for-
malised key steps for identifying vulnerabilities, executing attacks, and miti-
gating threats, while early tools such as the Security Administrator Tool for
Analyzing Networks (SATAN) automated basic scanning tasks in the 1990s [74].
Despite these developments, contemporary PenTesting remains heavily reliant on
skilled human operators. Although toolkits such as Kali Linux provide powerful
capabilities for scanning, enumeration, traffic analysis, and exploitation, effective
engagements still require testers to design attack paths, interpret intermediate
feedback, and iteratively adapt their tactics to the target environment [2].

This dependence on expert judgement makes PenTesting labour-intensive,
costly, and difficult to scale. Prior studies report that professional testers may
spend around 80 hours on a single engagement, while empirical evidence also
points to a persistent shortage of skilled practitioners [60}/135]. More broadly,
the global cybersecurity workforce gap has recently been estimated at roughly
4.7-4.8 million unfilled positions, further constraining the availability of qualified
testers |64,130]. At the same time, cyber threats continue to escalate in both scale
and sophistication, increasing the demand for efficient and repeatable security
assessment methods [64].

Earlier efforts to automate offensive security achieved only limited success.
Pre-LLM approaches often modelled attack planning using deterministic attack
graphs, Markov decision processes (MDPs), or partially observable MDPs. While
these methods offered principled ways to reason about attack sequences, they
typically assumed extensive prior knowledge of the target and produced static
plans that adapted poorly to dynamic environments [135]. More generally, au-
tomation before the rise of LLMs was largely confined to reconnaissance, scan-
ning, and other early-stage tasks, with limited ability to chain exploits, adapt to
unexpected outputs, or sustain multi-step reasoning across an engagement [64].

The emergence of generative LLMs has significantly changed this landscape.
Unlike earlier automation techniques, LLMs can generate commands, interpret
tool outputs, reason under uncertainty, and iteratively refine their actions across
multiple turns. Early studies showed that models such as GPT-3.5 could already
suggest shell commands, analyse system feedback, and propose multi-step attack
paths, leading to the rapid development of agentic frameworks. These advances
suggest that LLMs can support, and in some settings partially automate, phases
such as reconnaissance, exploitation, privilege escalation (PrivEsc), and post-
exploitation.

At the same time, LLM-driven PenTesting introduces major technical and
ethical concerns. These systems combine powerful reasoning capabilities with
the ability to recommend or execute operationally meaningful actions, raising
questions about reliability, hallucination, safety, evaluation, privacy, and real-
world applicability. Ethical analyses of recent LLM-enabled offensive-security
prototypes further highlight the dual-use dilemma: tools intended to strengthen
defence may also lower the barrier to offensive misuse if released without ap-
propriate safeguards [63]. As a result, any serious treatment of LLM-powered
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PenTesting must consider not only capability and performance, but also gover-
nance, disclosure, and responsible deployment.

This survey examines the evolving landscape of LLM-powered PenTesting
systems published between late 2022 and early 2026. Drawing on peer-reviewed
literature, arXiv preprints, technical reports, and relevant standards, we analyse
representative systems in terms of their architectures, core components, oper-
ational capabilities, and evaluation methodologies. We also compare these sys-
tems across key dimensions, derive a reference model capturing common design
patterns, and discuss benchmarks, ethical considerations, limitations, open chal-
lenges, and promising future research directions. In doing so, the survey aims to
provide both researchers and practitioners with a clear and structured overview
of the state of the art.

The remainder of this paper is organised as follows. Section [2] reviews the
ethical hacking landscape. Section [3] provides background on LLMs. Section
discusses key techniques and design patterns relevant to LLM-driven PenTesting
systems. Section [5| surveys representative systems. Section |§| compares them,
and Section [7] presents their classification. Section [§] discusses limitations and
challenges, Section [J] reviews related work, and Section [I0] concludes the paper.

For ease of reference, Table [I| summarises the key acronyms used throughout
this survey.

2 The Ethical Hacking Landscape

2.1 Introduction

Ethical hacking, or PenTesting [18}[26,45}[133}/141},]147,[164], involves applying
hacking techniques to help organisations strengthen their security posture. It is
a discipline that requires a blend of technical expertise, creativity, and a deep
understanding of potential threats. Unlike illegal hacking, ethical hacking is the
authorised practice of bypassing system security to identify potential vulner-
abilities and thereby help protect against real cyber attacks. Ethical hacking
typically follows a structured approach involving five phases, as follows.

1. Reconnaissance: This involves gathering detailed information about the
target system, including public data, network structures, IP address ranges,
live hosts, and system configurations. The objective is to understand the
target’s environment and identify potential vulnerabilities.

2. Scanning and Enumeration: During this phase, ethical hackers first per-
form network scanning to identify active hosts and reachable systems within
the target environment. This is followed by enumeration, where more de-
tailed information is gathered about the discovered systems, including open
ports, running services, software versions, and system configurations. The
objective is to build a detailed profile of the target infrastructure and iden-
tify services or weaknesses that may provide a viable path for gaining initial
access in the subsequent attack stage.
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3. Gaining Access: During this stage, hackers leverage identified vulnerabil-
ities to penetrate the target system. The aim is to gain an initial foothold,
demonstrating how an attacker could potentially breach security measures
and obtain unauthorised access.

4. Maintaining and Elevating Access: This stage involves researching and
developing ways to gain elevated access and re-enter the system undetected.
Techniques such as backdoors are implemented to enable long-term, poten-
tially privileged access. Additionally, tactics like pivoting and lateral move-
ment are employed to navigate through the network, accessing various sys-
tems to increase control and maintain persistence within the environment.

5. Covering Tracks and Reporting: This stage focuses on erasing any traces
of the hacking activity to avoid detection and restoring the target system
to its original state. Following this, ethical hackers prepare a comprehensive
report detailing their findings and providing recommendations for improving
the system’s security posture.

2.2 PenTesting Standards

PenTesting [1,(18,23}/26/491/50}/133(138/141}/144,{149}/160,/164] methodologieﬁ pro-
vide structured approaches to simulate adversarial behaviour, identify vulnera-
bilities, and assess organisational security posture. Multiple industry-recognised
standards and frameworks offer guidance, each with its own scope and emphasis.
This subsection surveys some of the most widely adopted PenTesting standards
and frameworks. Table [2| provides a comparative overview of the principal ap-
proaches discussed, summarising their originating organisations, structural char-
acteristics, primary focus, and typical application contexts.

2.2.1 NIST SP 800-115

NIST SP 800-115 [147] is a U.S. government standard that defines a structured
methodology for security assessments, including PenTesting. NIST SP 800-115
divides the process into four major phases:

1. Planning — Define scope, objectives, rules of engagement, and obtain man-
agement authorisation.

2. Discovery — Collect information and perform vulnerability identification
using both passive and active techniques.

3. Attack — Exploit identified vulnerabilities to validate their impact and
determine possible compromise paths.

4. Reporting — Document findings, provide risk ratings, and recommend mit-
igation strategies.

4 https://owasp.org/www—project-web—-security-testing—-guide/
v41/3-The_OWASP_Testing_Framework/l-Penetration_Testing
Methodologies
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Unlike some practitioner frameworks, NIST emphasises formal risk manage-
ment integration and compliance, making it particularly suitable for regulated
environments. Its phased approach aligns closely with enterprise governance pro-
cesses and legal considerations.

2.2.2 PenTesting Execution Standard (PTES)

The PTES [122] provides a detailed technical and procedural blueprint for con-
ducting penetration tests. It defines seven stages, as follows.

1. Pre-engagement Interactions — Establish scope, objectives, and com-
munication protocols.

2. Intelligence Gathering — Collect information about the target through
OSINT (Open-Source Intelligence), network mapping, and enumeration.

3. Threat Modelling — Translate gathered data into threat scenarios by
understanding attack surfaces and business context.

4. Vulnerability Analysis — Identify weaknesses through manual analysis
and automated scanning.

5. Exploitation — Leverage vulnerabilities to gain access and demonstrate
potential impact.

6. Post-Exploitation — Assess the value of the compromised environment,
perform lateral movement, and determine business impact.

7. Reporting — Deliver comprehensive documentation and remediation guid-
ance.

PTES is practitioner-focused and technology-agnostic, making it widely adopted
in professional red teaming and PenTesting engagements. Its explicit inclusion
of threat modelling differentiates it from more linear models.

2.2.3 Open Source Security Testing Methodology Manual (OSSTMM)

The OSSTMM [69], maintained by the Institute for Security and Open Method-
ologies (ISECOM), is a peer-reviewed methodology emphasising measurable and
repeatable testing. OSSTMM focuses on channels (communications, physical,
human) and operational security metrics, prioritising quantifiable results over
narrative reports. Key aspects include:

— Verification vs. Validation: Ensuring that testing measures actual secu-
rity controls rather than assumed policies.

— Trust Analysis: Evaluating how trust relationships affect attack surfaces.

— Rules of Engagement: Strictly defined to ensure legal and ethical compli-
ance.

OSSTMM is particularly useful for organisations seeking audit-grade, metrics-
driven assessments across multiple domains (network, physical, human).
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2.2.4 Information Systems Security Assessment Framework (ISSAF)

ISSAF [105], developed by the Open Information Systems Security Group, pro-
vides a comprehensive framework covering both technical and managerial aspects
of security assessments. It divides the process into 4 key stages, as follows.

1. Planning and Preparation — Define objectives, resources, and scope.

2. Assessment — Conduct vulnerability assessment, PenTesting, and risk
analysis.

3. Post-Assessment — Correlate findings, assess impact, and develop reme-
diation strategies.

4. Reporting — Present findings to stakeholders.

ISSAF is less frequently updated compared to NIST or PTES but remains
a reference point for multi-layered assessment methodologies, especially in aca-
demic and governmental contexts.

2.2.5 Cyber Kill Chain (CKC)

Introduced by Lockheed Martin’s Intelligence Driven Defense methodology, the
CKC [73,/121] is a linear framework that decomposes a targeted cyberattack
into seven stages. By mapping an intrusion to these stages, defenders can detect
and disrupt adversary operations early in their lifecycle. The seven stages are as
follows.

1. Reconnaissance. Attackers survey their target to identify weaknesses. This
includes gathering publicly available information (OSINT), scanning for ex-
posed services and deploying network probes to map the environment.

2. Weaponization. Using the intelligence collected, adversaries develop or as-
semble a malicious payload (virus, worm or Trojan) paired with an exploit
that will leverage a specific vulnerability in the target system.

3. Delivery. The weaponized payload is transmitted to the victim via a chosen
vector such as phishing emails, drive-by downloads or compromised hard-
ware/software supply chains.

4. Exploitation. Once delivered, the exploit triggers and executes the payload
by exploiting the vulnerability on the victim system, thereby establishing a
foothold. This stage corresponds to the “break in” moment of the attack.

5. Installation. The attacker installs additional malware to persist within the
environment. Persistence mechanisms include backdoors, remote shells or
PrivEsc tools.

6. Command and Control (C2). With persistence established, the attacker
opens a C2 channel to communicate with the compromised system and issue
further instructions, often using obfuscation to evade detection.

7. Actions on Objectives. Finally, the attacker accomplishes their primary
goal—be it data exfiltration, system destruction, encryption for ransom or
lateral movement to other targets.
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By dissecting intrusions into these phases, the CKC emphasises that breaking
any single link can thwart the entire attack. However, subsequent research high-
lights several limitations: the model assumes a linear progression and is heavily
focused on malware delivered at the network perimeter; case studies show that
phases can be bypassed or occur in a different order and that additional activi-
ties such as PrivEsc and credential access can occur after C2 is established [120].
Consequently, contemporary defenders often pair the kill chain with richer mod-
els such as MITRE ATT&CK to capture non-linear adversary behaviour and to
expand the final stage into multiple tactics (PrivEsc, lateral movement, exfiltra-
tion, impact) |120].

Note that attack methodologies such as NIST SP 800-115 and the CKC
describe high-level phases of an attack rather than specific techniques or ex-
ploits [101]. For example, the CKC conceptualises an intrusion as a sequence of
stages — Reconnaissance, Weaponisation, Delivery,etc. — providing a structured
framework for analysing adversary behaviour rather than prescribing concrete
attack steps.

2.2.6 Attack Life Cycle (ALC)

The ALC [9293] (see Fig.[1)) is a threat model developed by Mandiant to describe
the end-to-end sequence of actions typically observed during targeted cyber in-
trusions. Unlike the CKC, which focuses on early-phase perimeter breaches, the
ALC emphasises the full operational scope of threat actors, particularly in ad-
vanced persistent threat (APT) campaigns. The model highlights how attackers
maintain control and expand their reach within the environment after the initial
compromise. The ALC’s eight phases are as follows.

1. Initial Reconnaissance. Adversaries gather intelligence on the target or-
ganisation, including personnel, systems, applications, and external-facing
assets. This stage may involve both passive OSINT and active probing.

2. Initial Compromise. Attackers gain an initial foothold using methods such
as phishing, web exploits, or malicious documents. This mirrors the delivery
and exploitation stages in the CKC.

3. Establish Foothold. Once inside, adversaries install malware or tools (e.g.,
droppers, backdoors) to maintain persistent access. Initial payloads often
serve as staging points for additional capabilities.

4. Escalate Privileges. Attackers attempt to elevate their access rights by
exploiting misconfigurations, credential reuse, or unpatched vulnerabilities.
This enables broader control over the system or domain.

5. Internal Reconnaissance. With higher privileges, attackers map the inter-
nal network, locate critical systems, and identify potential lateral movement
paths or data of interest.

6. Move Laterally. Using stolen credentials or exploits, adversaries pivot to
other hosts and accounts within the environment, extending their access to
meet operational objectives.
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7. Maintain Presence. Advanced attackers establish redundant access chan-
nels and deploy additional tools to ensure long-term persistence, even if initial
footholds are discovered and removed.

8. Complete Mission. The final stage involves exfiltration, destruction, or
manipulation of data, depending on the attacker’s objectives. This could
also include disrupting operations, establishing ransomware encryption, or
preparing for a future attack.

The ALC provides a more holistic view of attacker behaviour after breach-
ing the perimeter, accounting for post-exploitation manoeuvres such as PrivEsc,
lateral movement, and long-term persistence. It is widely used in incident re-
sponse, threat intelligence, and purple teaming exercises to understand APT-
level adversaries. As with other models, it is often used in conjunction with
MITRE ATT&CK to achieve finer-grained mapping of tactics and techniques.

» Command and control + Remote command
+ Remote access execution
subversion * Remote
+ Account abuse Maintain Move administration
presence laterally

Initial Initial Establish Escalates Internal Complete
recon compromise foothold privileges recon mission

+ Open-source + Social engineering  + Backdoors + Credential « Critical system + Data staging
intelligence + Internet-based + Remote access harvesting identification + Data exfiltration
gathering attack subversion « Password cracking  * System . Data

+ Network and + Leveraging service + Pass-the-Hash enumeration modification
application provider attack + Account and « Data destruction
reconnaissance + Insider threat password

+ Remote access enumeration

identification

Fig. 1: Mandiant’s Attack Life Cycle (reproduced from )

2.2.7 MITRE ATT&CK

MITRE ATT&CK is a structured knowledge base that catalogues adver-
sary behaviour, particularly those associated with advanced persistent threats
(APTs). It organises this information using a hierarchical model commonly re-
ferred to as “TTPs” — Tactics, Techniques and Procedures.

— Tactics represent the high-level objectives an attacker aims to achieve dur-
ing an operation, such as reconnaissance, PrivEsc or data theft.

— Techniques describe specific ways to accomplish a given tactic. For exam-
ple, Abuse Elevation Control Mechanism: Sudo and Sudo Cachingf| illus-

5https://attack.mitre.org/techniques/T1548/003/
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trates a method for PrivEsc, while Steal or Forge Kerberos Tickets: Ker-
bemastz’ngﬁ exemplifies credential theft.

— Procedures provide the granular, real-world implementation details of a

technique, documenting exactly how adversaries execute it in practice.

The ATT&CK matrix for enterprise environments includes the following four-

teen tactics (see Fig.[2)), ordered to reflect the typical progression of an adversary
through the attack lifecycle:

1.

10.

11.

12.

13.

14.

Reconnaissance — Gathering preliminary information about the target
from external sources (e.g., OSINT, scanning).

Resource Development — Acquiring infrastructure, credentials, or tools
required for the attack (e.g., domains, malware, compromised accounts).
Initial Access — Gaining entry into the target environment (e.g., spear
phishing, exploiting public-facing applications).

Execution — Running malicious code within the target environment (e.g.,
command-line execution, script interpreters).

Persistence — Establishing long-term footholds to survive reboots or cre-
dential changes (e.g., autostart execution, account manipulation).
Privilege Escalation (PrivEsc) — Gaining higher-level permissions on
compromised systems (e.g., exploiting system processes, abusing sudo).
Defense Evasion — Avoiding detection and evading defensive measures
(e.g., obfuscating commands, disabling logging).

Credential Access — Obtaining credentials through dumping, brute force,
or phishing (e.g., credential harvesting, keylogging).

Discovery — Mapping the internal network and identifying targets (e.g.,
service discovery, system enumeration).

Lateral Movement — Moving between systems in the network to expand
access (e.g., remote service exploitation, session hijacking).

Collection — Gathering sensitive data for exfiltration (e.g., clipboard cap-
ture, file collection).

Command and Control (C2) — Establishing communication channels
with compromised systems (e.g., reverse shells, encrypted tunnels).
Exfiltration — Transferring stolen data out of the organisation (e.g., over
web protocols, removable media).

Impact — Performing destructive or disruptive actions to achieve attacker
objectives (e.g., ransomware, data wiping, service interruption).

By capturing adversary behaviour in a consistent, research-driven framework,

MITRE ATT&CK has become a cornerstone reference for threat modelling,
detection engineering and red-team operations.

MITRE Caldera [14] is an open-source cyber operations automation plat-

form primarily used in Purple-Teaming exercises, where offensive and defensive
teams collaborate to evaluate detection and response capabilities in a controlled
setting. In such exercises, the attacker emulates the TTPs of a known APT

Shttps://attack.mitre.org/techniques/T1558/003/
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ATT&CK Matrix for Enterprise
layoutflat~ | show sub-techniques | hide subechniques

Reconnaissance  Resource lnital Access  Execution Persistence  Priviege Defense Evasion  Credertial Discovery ateral Collection ~ Command and ~ Exfitration Impact

e 23 techniques

45 techniques

15 techniques

Fig. 2: Att&ck Matrix for Enterprise

group, executes predefined attack steps, and jointly analyses whether the de-
fenders were able to detect the activity and apply appropriate countermeasures.
Caldera supports this workflow by allowing operators to configure and auto-
matically execute a fixed set of attack techniques — such as SMB enumeration
or password spraying using static credential lists — mapped to the MITRE
ATT&CK framework. While this automation resembles vulnerability scanning
at a superficial level, Caldera operates strictly within Assumed Breach scenar-
ios and does not perform autonomous strategy generation or adaptive planning.
This limitation is intentional: the high-level attack strategy is manually speci-
fied to faithfully reproduce documented APT behaviour, rather than to discover
new attack paths or optimise exploitation sequences. As a result, Caldera serves
as a controlled emulation and validation tool rather than a general-purpose or
autonomous PenTesting system.

2.2.8 OWASP Top 10

The OWASP Top 10 is a community-driven standard awareness document
highlighting the ten most critical web application security risks. Updated every
three to four years, it serves as a baseline for secure coding, testing, and risk
management.

The latest edition, OWASP Top 10:2025& revises and reorganises several
categories to reflect emerging threats such as supply-chain attacks and improved
monitoring practices. The ten risk categories identified in the 2025 edition are
as follows.

1. A01:2025 — Broken Access Control

"lhttps://owasp.org/Topl0/2025/
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2. A02:2025 — Security Misconfiguration

3. A03:2025 — Software Supply Chain Failures

4. A04:2025 — Cryptographic Failures

5. A05:2025 — Injection

6. A06:2025 — Insecure Design

7. A07:2025 — Authentication Failures

8. A08:2025 — Software or Data Integrity Failures

9. A09:2025 — Security Logging and Alerting Failures
10. A10:2025 — Mishandling of Exceptional Conditions

While not a PenTesting methodology per se, the OWASP Top 10 provides
a critical reference for web-focused assessments, ensuring coverage of the most
prevalent vulnerabilities observed in real-world applications.

2.2.9 PCI PenTesting Guide

The Payment Card Industry Data Security Standard (PCI DSS [117]) defines
mandatory PenTesting requirements under Requirement 11.3. The PCI DSS
PenTesting Guidance provides best practices and minimum expectations for
testing cardholder data environments (CDE). Key elements are as follows.

— PenTesting Components — Covering both network-layer and application-
layer testing.

— Qualifications of a Penetration Tester — Ensuring independence and
technical competence.

— Methodology — Based on industry-accepted approaches with internal and
external coverage.

— Scope Validation — Testing to verify segmentation and scope reduction.

Reporting Guidelines — Documenting findings, impact, and remediation.

PCI DSS emphasises the protection of cardholder data, making this guide
critical for financial institutions and merchants handling payment information.

2.2.10 Penetration Testing Framework (PTF)

The PTF is a comprehensive, hands-on methodology providing step-by-step
guidance and recommended tools for each testing category [123]. It covers a
wide range of areas, including:

— Network Footprinting and Reconnaissance;

— Discovery & Probing;

— Enumeration and Password Cracking;

— Vulnerability Assessment;

— Server and Network Backbone Testing;

— Wireless and VoIP Security;

— Physical Security;

— Specialised Testing (AS/400, Cisco, Citrix, Bluetooth); and
— Reporting Templates and Deliverables.

PTF’s extensive technical focus and tool integration make it popular for
operational security teams seeking practical, repeatable testing procedures.
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2.3 PenTesting Tools & Resources
2.3.1 Overview

Table [3| summarises representative PenTesting tools and frameworks discussed
throughout this survey, grouped by functional category and illustrating their
primary roles within the PenTesting lifecycle.

2.3.2 Traditional PenTesting Tools

Before the emergence of Al-driven systems, PenTesting workflows relied heavily
on a core set of specialised tools designed to support reconnaissance, vulnerabil-
ity assessment, exploitation, and post-exploitation activities. These traditional
toolkits remain essential today and often serve as the underlying components
orchestrated by modern automated or Al-augmented frameworks.

Kali Linux¥] is the de facto standard Linux distribution for PenTesting,
bundling hundreds of security-focused utilities in a single, ready-to-use platform.
Its curated toolset spans the entire testing lifecycle, from reconnaissance to post-
exploitation (see Fig. , and is widely adopted in both professional engagements
and academic training.

For network scanning and service enumeration, nmap?|is the cornerstone tool.
It enables testers to discover live hosts, map open ports, and identify running
services (see Table , forming the basis for subsequent vulnerability analysis.
Complementing nmap, vulnerability scanners such as OpenVAS and Tenable
Nessus (see Section provide automated assessment of discovered nodes.

Packet capture and traffic analysis are typically conducted using Wiresharlﬂ,
a widely used network protocol analyser capable of inspecting live traffic or saved
captures at a granular level. Wireshark assists in identifying misconfigurations,
detecting potential MITM opportunities, and validating exploit success.

Web application security testing commonly relies on interception proxies
such as Burp Suite [91]E which enables testers to capture, inspect and modify
HTTP(S) traffic between the client and server in real time. Acting as a MITM
proxy, Burp Suite facilitates tasks such as parameter tampering, session analysis
and automated vulnerability scanning. Alternatives and complementary tools
include OWASP ZAPE which provides similar interception and scanning ca-
pabilities in an open-source package. These tools are critical in assessing web
application logic and implementing targeted exploit chains, bridging automated
scanning with manual testing.

Credential attacks form another core aspect of PenTesting. Hydrﬂ is widely
used for online brute-force attacks against network services, supporting numer-
ous protocols including SSH, FTP and HTTP. For offline password auditing and

8https://www.kali.org/

9https://nmap.org/

0 https://www.wireshark.org/
Yhttps://portswigger.net/burp
2https://www.zaproxy.org/

13 https://github.com/vanhauser-thc/thc-hydra
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hash cracking, John the Ripperﬁ and HashcatIE are industry-standard tools ca-
pable of performing dictionary, brute-force and rule-based attacks at scale. To-
gether, these utilities enable testers to evaluate password strength and credential
management practices across both network services and stored authentication
data.

These traditional tools provide the foundation upon which modern GenAl-
augmented PenTesting systems build. Many LLM-powered agents integrate their
outputs, automate command generation, or leverage them as execution backends,
highlighting their continued relevance in both manual and automated testing
contexts.

2.3.3 PenTesting Frameworks

A number of dedicated frameworks have emerged to streamline and standardise
offensive security workflows. The Metasploit Frameworkm is one of the most
widely adopted, providing a modular platform for vulnerability discovery, ex-
ploitation and post-exploitation. Metasploit’s extensive exploit, payload, and
auxiliary module libraries make it a de facto standard in both professional and
academic PenTesting. Other frameworks such as Core ImpachI and Immunity
Can\;@ offer similar capabilities in commercial form, while toolkits like Kali
Linux”|integrate Metasploit alongside reconnaissance and enumeration utilities
such as Nmap and Wireshark. These frameworks serve as a practical baseline
for modern engagements and are frequently integrated into Al-augmented sys-
tems, providing the underlying exploitation and payload delivery mechanisms
that LLM-driven agents can orchestrate.

2.3.4 Vulnerability Scanners

Automated vulnerability scanners form a cornerstone of the discovery phase by
systematically identifying weaknesses before manual exploitation. Broadly, they
can be divided into network and host vulnerability scanners, which focus on
network-connected devices, infrastructure services and operating systems (OSs),
and web application scanners, which target application-layer flaws.

Network Scanners. Among network and host scanners, OpenVAﬂ part of
the Greenbone Vulnerability Management (GVM) suite, is a leading open-
source platform for network-based assessments. Tenable Nessu@ is one of
the most widely used commercial tools, offering extensive plugin coverage

" https://www.openwall.com/3john/

1 https://hashcat.net/hashcat/

6 https://www.metasploit.com/

" https://www.coresecurity.com/core-impact
8 https://immunityinc.com/
Yhttps://www.kali.org/

20 lhttps://www.openvas.org/

2l https://www.tenable.com/products/nessus
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and compliance checks. Enterprise solutions such as Qualys Vulnerability
Managemenﬁ and Rapid7 Nexpose/ InsightVMﬁ add features like continu-
ous asset discovery, risk prioritisation and integration with security informa-
tion and event management (SIEM) systems, scanning a wide range of nodes
including servers, endpoints, network appliances and virtualised assets.

‘Web Scanners. Web vulnerability scanners include a broad ecosystem of both

open-source and commercial tools designed to detect application-layer flaws
such as injection attacks, XSS (XSS), insecure authentication, and miscon-
figurations. AcunetixP_Z] and Invicti (formerly Netsparker)ﬁ are leading com-
mercial solutions with strong automation and reporting capabilities. Open-
source options such as Niktﬂ Arachnﬂ W3aiﬁ| (Web Application Attack
and Audit Framework), Skipﬁsﬂ and IronWASPlﬂ offer flexible scanning
engines suited for research and academic use. Widely adopted tools like the
OWASP Zed Attack Proxy (ZAP)|E| and Burp Suit@ integrate automated
scanning with powerful interception and manual testing capabilities, making
them indispensable in professional PenTesting workflows. Additional utili-
ties such as quzﬂ, Gobustelﬁ CommixF’_gl, and XSStrik@ provide tar-
geted fuzzing and injection testing for parameters, while commercial enter-
prise platforms like Qualys Web Application Scanning (WAS)lE and IBM
AppScalﬁ support large-scale continuous assessment with integration into
CI/CD pipelines.

Collectively, these tools provide coverage across rapid reconnaissance, vulnera-
bility enumeration, and advanced application-layer security testing, forming a
critical part of modern vulnerability management and PenTesting practices.

In addition to its well-known exploitation capabilities, the Metasploit Frame-

work [80]@ also includes modules for vulnerability scanning. These can help iden-
tify known weaknesses in target systems prior to exploitation, complementing
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dedicated scanning tools by integrating detection and exploitation into a unified
workflow.

Modern penetration tests often combine both categories: network and host
scanners for infrastructure and device-level weaknesses, and web application
scanners for application-layer flaws. While these tools excel at breadth and re-
peatability, they typically stop short of active exploitation, making them com-
plementary to frameworks like Metasploit. Recent LLM-powered PenTesting
systems increasingly integrate outputs from both network and web scanners
as structured input, enabling AT agents to chain discovered vulnerabilities into
complete exploit paths.

2.3.5 Privilege Escalation (PrivEsc) Hacking Tools

PrivEsc [84] is a critical stage of PenTesting that occurs after initial access has
been gained, allowing a tester to move from a limited user context to higher-level
administrative or root privileges. A range of dedicated tools and scripts have
been developed to automate local enumeration, identify misconfigurations, and
suggest exploitation paths for both Linux and Windows systems.

Linux. On Linux platforms, LinPEAS@ (Linux Privilege Escalation Awesome
Script) is one of the most widely used enumeration utilities, performing
comprehensive checks for kernel exploits, SUID binaries, misconfigured ser-
vices and weak file permissions. Linux Exploit Sugge ster@ptovides a
database-driven approach, matching kernel and configuration data to known
local exploits. Tools such as pspy@ enable process monitoring without ele-
vated privileges, helping testers detect scheduled tasks and scripts that can
be hijacked for PrivEsc.

Windows. For Windows environments, Wi nPEAﬂ (Windows Privilege Esca-
lation Awesome Script) automates the discovery of misconfigurations, weak
ACLs, registry permissions and privilege assignments. PowerShell-based frame-
works such as PowerUIﬂ and Shaerﬂ focus on PrivEsc via Windows-
specific mechanisms, including service misconfigurations, DLL hijacking and
token manipulation.

Complementary to enumeration tools are exploit frameworks and databases
(see section [2.3.3). GTFOBing™| collects Unix binaries that can be abused for
PrivEsc when misconfigured with elevated capabilities, while LOLBAS@ provides

4Olhttps://github.com/carlospolop/PEASS—ng/tree/master/linPEAS

“ https://github.com/The-Z-Labs/linux-exploit-suggester

42 https://github.com/DominicBreuker/pspy

43 https://github.com/carlospolop/PEASS—ng/tree/master/winPEAS

44https://github.com/PowerShellEmpire/PowerTools/tree/master/
PowerUp

* https://github.com/GhostPack/SharpUp

46 https://gtfobins.github.io/

4"https://lolbas-project.github.io/
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a similar resource for Windows binaries and scripts. These are frequently used
in combination with manual testing to convert misconfigurations into working
exploits.

Modern Al-driven PenTesting agents increasingly integrate PrivEsc tools into
automated workflows, using their outputs as structured input for reasoning mod-
ules that chain vulnerabilities into escalation paths. As PrivEsc often determines
the success of an entire engagement, these tools remain a cornerstone of both
manual and Al-augmented post-exploitation testing.

2.3.6  Wireless Hacking Tools

Wireless network security assessment forms a critical component of many Pen-
Testing engagements, targeting weaknesses in Wi-Fi configurations, encryption
protocols, and access controls. A range of specialised tools has been developed
to support reconnaissance, packet capture, key recovery and attack simulation
in wireless environments.

One of the most widely used toolsets is the Aircrack-ng suitﬂ which pro-
vides a comprehensive collection of utilities for monitoring, capturing and attack-
ing IEEE 802.11 wireless networks. Components such as airodump-ng enable
passive network discovery and packet capture, while aireplay—-ng supports
packet injection for replay and deauthentication attacks. The core aircrack—-ng
utility performs key recovery through WEP and WPA /WPA2-PSK cracking us-
ing captured handshakes. Complementary tools such as Kisme@ offer passive
wireless network detection and intrusion detection system (IDS) functionality,
mapping access points and clients without active probing.

For targeted attacks, Reaveﬂ exploits weaknesses in Wi-Fi Protected Setup
(WPS) implementations to recover WPA /WPA2 passphrases, while Wiﬁtﬂ au-
tomates the process of scanning, capturing and cracking common Wi-Fi config-
urations. Tools such as Fern WiFi Cracke@ provide graphical interfaces for
automating wireless attacks, making them accessible for both professional and
educational use.

Bluetooth security testing complements Wi-Fi assessments in wireless en-
gagements. Utilities like BlueMahﬂ and BlueHydrﬂ perform Bluetooth re-
connaissance, device enumeration and vulnerability scanning, helping testers
evaluate short-range wireless security implementations.

Together, these tools form the core arsenal for wireless PenTesting. They
are often bundled in dedicated distributions such as Kali Linux, where they
integrate with general-purpose frameworks and reporting workflows. Modern

4 https://www.aircrack-ng.org/
https://www.kismetwireless.net/
https://code.google.com/archive/p/reaver-wps/

51 lhttps://github.com/derv82/wifite?

2 https://github.com/savio-code/fern-wifi-cracker
https://sourceforge.net/projects/bluemaho/

5 https://github.com/greatscottgadgets/blue_hydra
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Al-augmented PenTesting systems can leverage their outputs for automated
analysis of wireless environments, chaining handshake captures and encryption
weaknesses into full exploit paths.

2.3.7 Emerging IoT PenTesting Tools

With the rapid proliferation of Internet of Things (IoT) devices, PenTesting
has expanded beyond traditional IT networks to encompass embedded systems,
home automation platforms, industrial control systems (ICS) and smart sensors.
IoT security assessments must account for constrained devices, proprietary pro-
tocols and diverse wireless standards such as ZigBee, Z-Wave and LoRaWAN.

Specialised toolkits are emerging to address these challenges. KillerBe tar-
gets ZigBee networks, providing capabilities for packet capture, frame injection
and key extraction in common IoT environments such as smart lighting and
industrial wireless sensors. Z-Wave auditing is supported by frameworks such
as Z-Wave Snifferiﬂ which captures and decodes traffic from home automation
networks. Tools like ToT Inspecto@ enable passive network traffic analysis of
consumer [oT devices, identifying insecure communications and firmware update
mechanisms.

As IoT ecosystems frequently integrate Bluetooth Low Energy (BLE), utili-
ties such as Gatttooﬂ and BtleJ ackﬂ provide packet sniffing and MITM capa-
bilities for BLE devices. Combined with hardware debuggers (e.g., JTAG, SWD)
and firmware extraction frameworks, these tools form the basis for modern IoT
PenTesting workflows.

Emerging Al-driven systems are beginning to incorporate IoT-specific mod-
ules that automate device fingerprinting, protocol fuzzing and vulnerability cor-
relation, highlighting the growing need for intelligent and scalable approaches to
IoT security assessment.

Table [5| summarises representative wireless security tools commonly used
during different stages of the PenTesting process, highlighting how specialised
utilities support activities ranging from reconnaissance and access acquisition to
post-compromise validation and wireless/IoT device assessment.

2.3.8 Insecure Web Apps for Training

To provide a safe and legal environment for practising offensive and defensive
security techniques, several deliberately vulnerable web applications have been
created for use in PenTesting training and Capture-the-Flag (CTF) competi-
tions. These platforms replicate common web application vulnerabilities and
misconfigurations, allowing testers to develop practical skills without targeting

% https://github.com/riverloopsec/killerbee

56 https://www.silabs.com/developers/z-wave-sniffer
https://iot-inspector.com/

58 lhttps://manpages.debian.org/unstable/bluez/gatttool.l.en.html
59 https://github.com/virtualabs/btlejack
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production systems. Notable examples of deliberately insecure web applications
designed for PenTesting training and education include the following.

. OWASP Juice Shop.@ One of the most popular deliberately insecure web

applications, Juice Shop is designed to cover the entire OWASP Top 10. It in-
tentionally includes vulnerabilities such as SQL injection, cross-site scripting
(XSS), insecure direct object references (IDOR), broken authentication, and
sensitive data exposure. Juice Shop is widely used in training programmes,
university courses and online CTFs due to its gamified challenge-based struc-
ture, extensive documentation, and modern technology stack (Node.js and
Angular).

. Damn Vulnerable Web Application (DVWA)EDVWA is a PHP and

MySQL-based training environment focused on web exploitation techniques.
It offers configurable security levels, allowing learners to practise attacks such
as SQL injection, XSS, command execution, and cross-site request forgery
(CSRF) at varying levels of difficulty. DVWA is especially useful for demon-
strating how small configuration changes can significantly alter an applica-
tion’s security posture.

. Mutillidae II.@ Mutillidae IT is an OWASP Top 10 training platform de-

signed for both offensive and defensive web security education. It provides
over 40 different vulnerabilities and is often deployed in virtual labs for
testing tools like Burp Suite and Nikto. Mutillidae also integrates defensive
lessons, making it valuable for teaching secure coding practices alongside
exploitation.

. OWASP WebGoat.E WebGoat is a lesson-based OWASP project aimed

at teaching web application security concepts. Each lesson introduces a spe-
cific vulnerability, guides the user through exploiting it, and explains secure
remediation techniques. Its structured approach makes it suitable for formal
coursework and self-paced learning.

. bWAPP (buggy Web Application).@ bWAPP is a flexible vulnerable

web application covering over 100 security issues. It supports both low- and
high-complexity scenarios and is designed to work with tools such as OWASP
ZAP and Burp Suite. Its wide range of vulnerabilities makes it ideal for
comprehensive web security training.

These intentionally vulnerable platforms are integral to cybersecurity educa-

tion and professional development. They provide realistic and repeatable envi-
ronments for testing manual techniques and automated tools alike. Increasingly,
they are also used to benchmark the performance of Al-driven PenTesting agents
against real-world web application vulnerabilities.

https://owasp.org/www—project-juice-shop/

http://www.dvwa.co.uk/
https://github.com/webpwnized/mutillidae
https://owasp.org/www—project-webgoat/
http://www.itsecgames.com/
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2.3.9 Network Topology Emulation for PenTesting

To simulate realistic attack and defence scenarios, PenTesters often rely on net-
work topology emulation environments that replicate enterprise infrastructures
in a controlled and repeatable manner. These environments allow the safe de-
ployment of vulnerable machines, security appliances, and attacker platforms,
enabling end-to-end testing of reconnaissance, exploitation and post-exploitation
workflows.

— Cyber Ranges. are comprehensive platforms designed to create full-scale

virtual infrastructures for cybersecurity training, red/blue team exercises,
and defensive monitoring. The KYPO Cyber Range Platform (KYPO CRP)E
is a fully open-source solution developed by Masaryk University since 2013
and released under the MIT license in 2020. It is widely adopted in academic
curricula and national cyber defence exercises. It supports scenario-based
training, scalable topologies via OpenStack, and real-time learner progress
tracking, making it ideal for immersive PenTesting and red team simulations.

— GNS3 (Graphical Network Simulator 3)@ is one of the most popular

open-source platforms for designing and emulating network topologies. It
allows testers to integrate real network OS images (e.g., Cisco 10S, Juniper)
alongside virtual machines (VMs) running Kali Linux, Metasploitable, and
other targets, making it suitable for both PenTesting and defensive network
validation.

— EVE-NG (Emulated Virtual Environment — Next Generation)m

provides a more enterprise-focused alternative, capable of emulating large-
scale infrastructures with routers, switches, firewalls, and vulnerable end-
points. Its ability to integrate security appliances makes it particularly valu-
able for simulating complex attack paths and testing layered defences.

— Cisco Packet ’I‘racer.@is an educational tool used primarily for basic net-

work configuration and design. While less feature-rich for PenTesting com-
pared to GNS3 or EVE-NG, it is useful for teaching foundational networking
concepts and simulating simple attack scenarios.

— CORE (Common Open Research Emulator)ﬁ is another lightweight

network emulator frequently used in research and academic contexts. It sup-
ports Linux-based nodes and custom topologies, making it a flexible option
for small-scale PenTesting experiments.

These network emulation environments provide the backbone for safe and

scalable PenTesting labs. They enable security practitioners to build realistic in-
frastructures that combine attacker platforms, defensive systems, and vulnerable
targets, serving as critical components for both manual testing and Al-driven
PenTesting research.

https://crp.kypo.muni.cz/
https://www.gns3.com/

https://www.eve-ng.net/
https://www.netacad.com/courses/packet-tracer
https://www.nrl.navy.mil/itd/ncs/products/core
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2.3.10 Pre-LLM Approaches to Automated PenTesting

Early work on automated PenTesting, predating the use of LLMs, primarily
explored formal decision-making and symbolic planning techniques to reason
about attack sequences under uncertainty. A prominent line of research inves-
tigated the use of Partially Observable Markov Decision Processes (POMDPs)
to model PenTesting as a sequential decision problem with incomplete knowl-
edge of target networks [128,]129]. These approaches demonstrated that prin-
cipled reasoning about uncertainty could, in theory, guide automated attack
selection more effectively than purely heuristic methods. However, their reliance
on explicit state-space modelling led to significant scalability challenges, limiting
practical applicability to small or highly constrained environments.

Early applications of machine learning (ML) in PenTesting and offensive
security were limited and mainly focused on related areas such as intrusion de-
tection rather than autonomous attack execution. Studies such as Sommer and
Paxson’s analysis of ML for network intrusion detection highlighted fundamen-
tal challenges—including concept drift, adversarial behaviour, and class imbal-
ance—that limited the reliability of purely data-driven approaches, reinforcing
the need for human expertise in offensive security workflows [142].

Subsequent work shifted towards classical Al planning frameworks to iden-
tify multi-step exploitation chains. Pasquale et al. proposed ChainReactor, which
employs Planning Domain Definition Language (PDDL) models and lifted plan-
ning solvers to discover privilege-escalation paths in containerised systems [38§].
ChainReactor operates by exhaustively enumerating system configuration facts,
translating them into PDDL representations, and applying manually specified
planning rules to infer viable exploitation sequences. While the system success-
fully identified specific vulnerability classes—such as misconfigured cron jobs and
systemd unit files with incorrect permissions—the exploitation itself required
manual execution. As a result, these early automated approaches functioned
primarily as decision-support or analysis tools for human operators rather than
fully autonomous PenTesting systems, highlighting both the potential and the
limitations of pre-LLM automation techniques.

Finally, it is worth noting that prior work highlights two fundamental obsta-
cles to full automation [160]: the enormous search space of possible entry points
and the strongly target-dependent nature of exploits.

2.3.11 Internet Resources for PenTesting

In addition to formal methodologies, a wide range of Internet resources sup-
port PenTesters at every stage of an engagement. Public vulnerability databases
such as the National Vulnerability Database (NVD)@ and Exploit—DHﬂ cat-
alogue known CVEs and proof-of-concept (PoC) exploits, while collaborative

" https://nvd.nist.gov/
™ https://www.exploit-db.com/
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platforms like GitHuHE host scripts, frameworks and updated attack mod-
ules. Community-driven knowledge bases, including OWASP|E| and the MITRE
ATT&CK Navigatm@ provide structured guidance for web and enterprise envi-
ronments. Repositories such as GTFOBin@ and LOLBA@ enumerate living-
off-the-land techniques for PrivEsc and lateral movement, while HackTricks{Z]
serves as a constantly updated, practical playbook for offensive security tactics.
Online laboratories, including HackTheBoxl:gl, TryHackMeIE and VulnHu@ of-
fer realistic training environments, enabling testers to refine their skills against
diverse scenarios. Together, these Internet-based resources complement formal
standards and commercial tools, forming an indispensable ecosystem for modern
PenTesting.

2.3.12 Benchmark Platforms and Experimental Testbeds

The evaluation of ethical hacking techniques—particularly those involving au-
tomation or Al—requires carefully selected experimental environments that bal-
ance realism, reproducibility, and safety. In practice, researchers and practition-
ers rely on a diverse ecosystem of platforms ranging from educational CTF chal-
lenges and guided training laboratories to highly realistic enterprise network
testbeds. Each category serves a distinct purpose: CTF platforms typically pro-
vide structured, well-defined tasks suitable for skill development and controlled
benchmarking, while enterprise testbeds emulate complex organisational infras-
tructures and enable the study of post-breach activities such as lateral movement,
PrivEsc, and persistence.

Widely used online platforms such as Hack The Box and TryHackMe offer
interactive environments with vulnerable machines that approximate real-world
scenarios while remaining accessible to learners and researchers. Educational
frameworks such as picoCTF and OverTheWire focus on foundational concepts
through progressively structured challenges. In contrast, enterprise-grade labo-
ratories—including Active Directory—centric environments such as GOAD and
DetectionLab—simulate multi-host corporate networks and are therefore par-
ticularly suitable for evaluating advanced offensive techniques and autonomous
attack systems.

Table [6] summarises major CTF platforms, hacking practice environments,
and enterprise testbeds frequently referenced in cybersecurity training and re-
search.

" https://github.com/

"™ https://owasp.org/

™ https://attack.mitre.org/

"™ https://gtfobins.github.io/

" https://lolbas-project.github.io/
" |https://book.hacktricks.xyz/

" https://www.hackthebox.com/

™ https://tryhackme.com/

80 https://www.vulnhub.com/
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3 Large Language Models

3.1 Overview

LLMs [182] are deep neural networks trained using self-supervised learning on
massive text corpora to perform diverse natural language tasks such as genera-
tion, reasoning, and summarisation [165]. Most modern LLMs are based on the
Transformer architecture [155], which introduced the self-attention mechanism
and enabled efficient parallelisation for large-scale sequence modelling.

Model capability correlates strongly with parameter scale. Early models such
as GPT-1 (117M parameters) have given way to systems with hundreds of billions
or even trillions of parameters. Representative examples include models from the
GPT family, Google DeepMind’s Gemini models [51], Anthropic’s Claude series,
Meta’s LLaMA family, DeepSeek models, and Microsoft Copilot systems.These
systems are widely recognised as valid, cutting-edge LLMs used in both research
and production environments.

LLMs function as foundation models: pre-trained systems that can be adapted
to specific domains via fine-tuning or prompt-based conditioning without the
prohibitive cost of training from scratch. The training of GPT-4 reportedly
exceeded $100 million in computational resources [29]. This economic reality
underscores the growing importance of efficient adaptation methods over full
retraining. Open-source frameworks such as 1lama.cpp have further acceler-
ated this by allowing smaller LLMs (up to ~13B parameters) to run locally
without API costs or server-side restrictions, supporting transparent and offline
experimentation [53,/152].

LLMs have seen rapid advancements, now capable of executing function calls,
reading external documents, and recursively prompting themselves. Together,
these capabilities enable LLMs to operate autonomously as agents |169)].

Wei et al. [162] observed that certain capabilities emerge only when language
models reach a sufficient scale, and cannot be reliably inferred from the perfor-
mance trends of smaller models. Later research shows that this however needs
more investigation [131].

Wang et al. [158] proposed MINT, a benchmark for assessing LLMs’ ability
to solve tasks through multi-turn interactions that involve both tool use and
natural language feedback, revealing that stronger single-turn performance does
not necessarily translate into better multi-turn capabilities.

Zheng et al. [183] found that powerful LLMs can reliably act as judges in
open-ended evaluations, matching human preferences over 80% of the time —
comparable to the agreement level between humans themselves.

3.2 Early ML in Offensive Security

Early applications of ML in PenTesting and offensive security were limited in
scope and were primarily explored in adjacent areas such as intrusion detection
rather than autonomous attack execution. A seminal example is the work of
Sommer and Paxson [142], who critically examined the applicability of ML to
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network intrusion detection and highlighted fundamental challenges when mov-
ing beyond tightly controlled, “closed-world” assumptions. They argued that
real-world network environments exhibit high variability, concept drift, adver-
sarial behaviour, and severe class imbalance, all of which undermine the reliabil-
ity of purely data-driven models trained on static datasets. These observations
significantly influenced early ML-based security research, steering it towards nar-
row, well-defined tasks such as anomaly detection or traffic classification, and
away from end-to-end automation of PenTesting workflows. Consequently, early
ML approaches in security complemented human analysts rather than replac-
ing them, reinforcing the view that offensive security required expert reasoning
and contextual judgement that traditional ML techniques could not adequately
capture.

3.3 LLMs in Cybersecurity

As LLM agents grow more capable, research at the intersection of these models
and cybersecurity has expanded rapidly. Studies range from political science
analyses predicting whether LLMs will ultimately favour offensive or defensive
applications [58,(90L/119] to demonstrations of their use in generating malicious
software [114]. LLMs have also been explored in enabling scalable spear-phishing
campaigns, with implications for both attack and defence [68/127].

Kang et al. [79] demonstrated that instruction-following LLMs can be ex-
ploited to perform standard security attacks and generate targeted malicious
content at a fraction of the human cost, highlighting significant dual-use risks
and the need for new mitigation strategies.

3.4 LLM Security

A parallel line of research examines the security of LLMs themselves, focusing on
circumventing built-in safeguards designed to prevent the generation of harmful
content. This includes a variety of jailbreaking techniques [55}(79}/124}/173,[178]
188].

Collectively, these studies demonstrate that no existing defence mechanism
can fully prevent LLMs from producing prohibited content. In our own experi-
ments, we observed that public OpenAl APIs did not block autonomous hacking
attempts at the time of writing; should such defences be implemented in the
future, existing jailbreaking methods could likely be adapted to bypass them,
making this body of work complementary to ours.

3.5 Example LLMs

A variety of LLMs have emerged in recent years, spanning proprietary and open-
source ecosystems. Below, we categorise 16 representative models by develop-
ment family, highlighting their design objectives, technical characteristics, and
application domains.
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OpenAI Models:

1. GPT-5 family [110]. At the time of writing, the GPT-5 series represents
the latest generation of OpenAl foundation models and the current frontier
of the GPT architecture. Introduced in 2025, GPT-5 integrates improved
reasoning, multimodal understanding, and tool-use capabilities compared
with earlier GPT systems, and is available in several variants (e.g., GPT-
5, GPT-5.1, GPT-5.2, GPT-Auto) designed for different performance and
latency requirements.

2. GPT-4 family [111]. The GPT-4 generation marked a major step forward
in reliability and multimodal capabilities, including models such as GPT-40
that support text, image, and audio inputs. Although widely deployed in
earlier applications and research systems, GPT-4 models have largely been
superseded by newer GPT-5-series models.

3. GPT-3.5. Earlier GPT-3.5 [106] models played an important role in the
widespread adoption of LLM-based applications and served as early research
and deployment baselines prior to the introduction of GPT-4 and later model
generations.

Meta (LLaMA) Models:

4. LLaMA-2 Chat (7B, 13B, 70B) [153]. The LLaMA-2 family includes
multiple parameter scales and is fine-tuned for conversational use. The 70B
model approaches GPT-3.5-level performance, while the 7B and 13B versions
are widely adopted for local inference and cost-sensitive applications.

5. LLaMA-3.1 (70B, 8B) [153|. The newer LLaMA-3.1 models improve rea-
soning, instruction alignment, and multilingual support. These models serve
as the foundation for newer open-source agentic systems and outperform
their LLaMA-2 predecessors on many benchmarks.

Mistral-Based Models:

6. Mistral-7B Instruct v0.2 [96]. A compact and efficient open-weight model
designed for fine-tuning and instruction-following tasks. Its low resource re-
quirements make it popular for embedded and local deployments.

7. Mixtral-8x7B Instruct [76]. A mixture-of-experts (MoE) model built from
Mistral-7B experts. At inference time, only two of eight experts are active,
offering a balance between computational efficiency and performance across
diverse NLP tasks.

8. OpenHermes-2.5-Mistral-7B [150]. An instruction-tuned variant of Mistral-
7B, OpenHermes-2.5 enhances conversational alignment and ranks highly in
open-source benchmark leaderboards such as LMSYS Chat Arena.

Yi-Based Models:

9. Nous-Hermes-2 Yi (34B) |104]. Built on the Yi-34B base from 01.AI and
fine-tuned by Nous Research, this model delivers strong multi-language and
code reasoning capabilities, making it a popular choice in high-end open-
access deployments.
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DeepSeek Models:

10.

DeepSeek-V2 / DeepSeek-Coder-V3 [39]. DeepSeek’s latest models in-
clude both general-purpose and code-specialised variants, trained on trillions
of tokens with high-quality alignment tuning. They are competitive in long-
context reasoning and programming benchmarks.

Other Open-Source Models:

11.

12.

13.

OpenChat 3.5 [156]. Designed to mimic ChatGPT’s instruction-following
behaviour using Direct Preference Optimisation (DPO), OpenChat 3.5 ranks
among the top open models in terms of human preference and dialogue
coherence.

Falcon 180B [16]. Developed by the UAE’s TII, Falcon 180B is one of the
largest openly released models and achieves strong zero-shot performance,
particularly in text generation and summarisation tasks.

Command R+ [33]. Cohere’s flagship model for Retrieval-Augmented Gen-
eration (RAG), Command R+ is optimised for document synthesis, grounded
QA, and instruction following in enterprise use cases.

Proprietary Multimodal Models:

14.

15.

Claude 3 / Claude 4 [22]. Developed by Anthropic, the Claude series
focuses on constitutional alignment and safety. Claude 4 demonstrates state-
of-the-art performance in legal reasoning, multi-step planning, and document
analysis.

Gemini 2.5 Pro [51]. Google DeepMind’s Gemini integrates deep retrieval,
long-context reasoning, and multimodal support. Version 2.5 Pro adds ad-
vanced tool use capabilities and internal memory, making it suitable for
autonomous agents.

A recent study indicates that ChatGPT and Google Gemini (formerly Bard) pos-
sess comparable ethical hacking capabilities, with Bard slightly outperforming
in accuracy, while ChatGPT demonstrates greater comprehensiveness, clarity,
and conciseness [125].

Grok Models:

16.

Grok-1 and Grok-1.5 [168]. Developed by xAI, the company founded by
Elon Musk, the Grok models are designed to integrate closely with X (for-
merly Twitter) and prioritise fast reasoning and current event awareness.
Grok-1.5 introduced improvements in math, reasoning, and code generation,
aiming to rival leading closed models in lightweight settings. While not yet as
widely benchmarked in academia, Grok models represent an emerging com-
mercial family optimised for real-time dialogue and autonomous interaction.
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These 16 models reflect the diversity of the LLM landscape, spanning a
wide range of parameter counts, architectural innovations, and deployment con-
texts. Proprietary systems dominate in multimodal capabilities and general-
purpose performance, while open-source families such as LLaMA, Mistral, Yi,
and DeepSeek continue to close the gap through instruction tuning and archi-
tectural efficiency.

3.6 Emergence of Locally Executable Open-Source LLMs

Recent advances in open-source LLMs have significantly expanded the options
for running high-performance systems locally without relying on proprietary
APIs. Meta’s LLaMA [152] family, including efficient adaptations such as LLaMA
Adapter [181], has demonstrated that large models can be fine-tuned with min-
imal resources while retaining strong performance on downstream tasks. Sta-
bility AT’s StableLM suite [143] emphasises lightweight architectures optimised
for consumer hardware, enabling experimentation without cloud dependencies.
Databricks’ Dolly 2 [34] further illustrated the potential of instruction-tuned
models trained on transparent, open datasets to produce commercially viable
conversational agents. Complementing these efforts, Koala [52], developed at
UC Berkeley, focused on alignment through carefully curated academic and di-
alogue data to produce a research-friendly alternative to closed systems.

A key advantage of these locally executable models is that they incur no
ongoing cloud costs and mitigate privacy concerns by avoiding the transmission
of sensitive data to external servers. These properties make locally run LLMs
particularly attractive for highly regulated domains such as finance, healthcare,
and government, where cost control and strict data governance are critical re-
quirements.

Together, these projects underscore a shift towards democratised LLM de-
velopment, prioritising local execution, open weights, and reproducible training
pipelines to support both academic research and applied Al development.

3.7 LLM Agents

LLM agents [95{169] are systems that integrate a LLM within a reasoning—acting
loop [175], enabling the model to operate autonomously or semi-autonomously
across multiple steps to achieve a specified objective. In this paradigm, the LLM
is no longer limited to single-turn prompt-response interactions; instead, it is
embedded within an architecture capable of perceiving inputs, generating plans,
invoking external tools [115], and iteratively refining its actions based on inter-
mediate feedback [139,/159,/169].

Although no universally agreed definition of LLLM agents exists, they are gen-
erally characterised as systems that employ a LLM to reason about a problem,
formulate a plan, and execute that plan through interactions with external tools
and environments [132}|154,/169]. A typical LLM agent framework consists of
four main components:
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1. perception, in which the agent receives information from the environment
or the user;

2. planning, where the LLM generates a sequence of steps or subgoals, often
leveraging chain-of-thought (CoT) reasoning [163];

3. action, involving the execution of commands or tool calls (e.g., APIs, search
engines, or code execution environments); and

4. reflection, where the agent assesses the results of its actions and determines
subsequent steps [175].

This loop allows LLM agents to handle complex, multi-turn tasks that require
integrating information from prior steps and adapting strategies dynamically.

One of the most widely adopted frameworks for building such agents is
LangChain [32], an open-source software toolkit for developing applications pow-
ered by LLMs, providing tools for prompt management, chaining, memory, and
integration with external data sources and APIs.

Recent research has explored the potential of LLM agents across diverse
domains, including software engineering [77,(172], scientific research [27] & dis-
covery [28], and cybersecurity [6,48]. Benchmarks such as MINT [158] and MT-
Bench [183] have been developed to evaluate their multi-turn reasoning and
tool-use capabilities.

Despite their promise, LLM agents present significant challenges. They are
prone to error accumulation over multiple turns, may exhibit hallucinated ac-
tions, and can be exploited for malicious purposes through standard attack vec-
tors [55,[79]. Furthermore, their performance can be highly sensitive to prompt
design, environmental constraints, and the quality of integrated tools. These
limitations, combined with the computational cost of sustained multi-turn oper-
ation, underscore the need for robust evaluation frameworks, safety mechanisms,
and cost—benefit analyses before large-scale deployment.

3.8 [Efficient Alternatives to Full LLM Training

Training LLMs from scratch incurs substantial computational and financial costs,
prompting a surge of alternative strategies aimed at achieving competitive per-
formance without full-scale retraining. One such paradigm is In-Context Learn-
ing (ICL), where background knowledge is embedded directly into the prompt,
effectively substituting internalised model parameters with externally supplied
information [42]. A related technique, CoT [163| prompting, augments the con-
text with step-by-step reasoning traces to guide the model towards structured
outputs [82]. Both methods shift the burden of knowledge representation into
the prompt itself, making the available context window a critical and scarce
resource—even as successive model generations offer increasingly large context
sizes.

Complex, real-world tasks often require decomposition into a sequence of
subtasks, motivating a line of research on hierarchical or iterative reasoning
with LLMs. Lightweight frameworks such as BabyAGI [102] explore minimal
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autonomous task chaining, while more structured approaches such as Tree-of-
Thoughts [174] and Task-List-based planning [40] explicitly manage branching
reasoning paths and execution order. Wang et al. |[157] describe this family of
techniques under the umbrella of plan-and-solve, emphasising the integration of
task planning with adaptive problem solving in order to extend LLM capabilities
beyond single-turn inference.

4 Emerging Tactics for LLM-driven PenTesting Systems

This section outlines the core prompting strategies and optional enhancements
underpinning PenTest 2. 0, divided into five components: the base prompt, CoT
reasoning, Human Hint injection, RAG, and PTT-based task tracking.

4.1 PenTest Task Tree (PTT) Tracking

The PTT, introduced in PenTestGPT [40], is a lightweight task-tracking mecha-
nism designed to maintain a structured representation of a PenTesting workflow
across multiple interaction turns. In LLM-assisted PenTesting systems, where
the model repeatedly analyses system states and proposes follow-up actions,
maintaining such structured task memory is essential for preserving context,
avoiding redundant suggestions, and tracking progress during complex attack
sequences.

Conceptually, the PTT organises the PenTesting process into a hierarchy of
objectives and subtasks, each associated with a status indicator (e.g., pending,
completed, or skipped). As the interaction progresses, the system updates the
task tree to reflect newly discovered attack opportunities, completed steps, or
unsuccessful attempts. By explicitly representing the evolving attack plan, the
PTT enables the LLM to reason more coherently about prior actions and future
steps, thereby improving the consistency and efficiency of multi-turn PenTesting
workflows. Such structured PTT summaries allow the model to retain awareness
of the current testing strategy while adapting to new information obtained during
command execution.

Recent LLM-aided PenTesting systems extend this idea to support struc-
tured reasoning and task tracking across multi-turn engagements, including
PenTest2.0 (Section , Cochise (Section , and other LLM-driven
PenTesting systems incorporating hierarchical task planning (see Section .

4.2 Prompt Engineering

A critical dimension in leveraging LLMs is prompt engineering, the practice
of crafting input instructions that guide LLM behaviour towards desired out-
puts [145]. In conversational systems such as ChatGPT and Copilot, interactions
follow a prompt-response loop in which even small changes in wording, context,
or structure can significantly affect output quality, reasoning performance, and
safety. Consequently, a variety of prompting strategies have been developed to



30 H. Al-Sinani & C. Mitchell

improve model reliability, including few-shot prompting, CoT reasoning, and
self-consistency techniques [41].

Modern LLM interfaces also support higher-level conditioning mechanisms.
For example, GPT-4 and GPT-40 introduced system messages, which allow de-
velopers to define the tone, role, and behavioural constraints of the model prior
to user interaction. Such prompt conditioning can act as a lightweight form of
alignment, enabling practitioners to shape model behaviour without modifying
model weights. Research has shown that in specialised domains such as cyber-
security, prompt design can significantly influence both exploit-chain success
and the reliability of defensive analyses |64]. This shift illustrates an important
paradigm change: instead of relying solely on model retraining, practitioners in-
creasingly achieve task specialisation through careful prompt design, enabling
rapid experimentation and deployment.

Within LLM-driven security systems, prompt engineering sometimes includes
the construction of a base prompt, which defines the operating context, rules of
engagement, and expected input/output structure for the model. For example,
in PenTest2.0 (see Section , the base prompt establishes the simulated
environment as a real-time penetration test and imposes strict behavioural con-
straints, including the use of non-interactive commands, adherence to structured
outputs, and clear reasoning. An excerpt from the base prompt used in [11] is
shown below.

Excerpt from the Base Prompt in [11]

You are assisting with Linux Privilege Escalation. You
have a low-level privileged account (USERNAME), and your
ultimate goal is to elevate your privilege access to

root level. We will interact with you turn by turn: at
each step, you’ll receive a summary of the target system
context and you must suggest the next best command. If
root is not yet achieved, we will send you the execution
output. Your goal is to gain root access within a maximum
of MAX_TURNS turns.

Rules You MUST Follow:

1. NEVER repeat a command that already succeeded
*within the current runx. You MAY suggest it again in
future sessions if the target system appears similar or
identical.

2. You MUST retry a corrected version of a previous
command that failed due to syntax errors or
misconfiguration. Do not suggest the exact same faulty
command again.

3. NEVER suggest dangerous or destructive commands,
including:

- rm -rf x, rm -rf /, dd if=/dev/zero

- zip -r backup.zip /, zip -r backup.zip /etc
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- Any command involving heavy backups or full system
traversal
4. NEVER break the JSON structure, even if unsure.

The base prompt also specifies a mandatory output structure to ensure that
responses remain both machine-readable and operationally safe. In this example,
the LLM must return a single compact JSON object containing the suggested
command, contextual reasoning, and an updated summary of the system state,
as illustrated below.

{

"command_non_interactive": "string, safe for automated execution (no $, #, 4",
"command_interactive": "string, interactive version if applicable, else empty",
"system_summary": "string, max 10 very short bullet points",

"command_history": "string (max 15 lines, summarised cleanly)"

"rationale": "string, 1-2 sentences, explaining why this command was chosen"

{%$ if rag_enabled %}

"rag_search_query": "string (max 15 words)"
{% endif %}

{% if ptt_enabled %}

{% endif %}

}

This structured prompting approach ensures that LLM outputs remain syn-
tactically valid and semantically appropriate for automated execution, thereby
improving reproducibility, reliability, and operational safety in LLM-assisted
penetration testing workflows.

4.3 Chain-of-Thought (CoT)

CoT prompting is a widely studied technique for enhancing the reasoning capa-
bilities of LLMs by encouraging them to generate intermediate reasoning steps
before producing a final output [157,[163|. Instead of immediately generating an
answer, CoT decomposes the task into a sequence of reasoning steps, thereby
enabling more deliberate and interpretable behaviour. This capability is partic-
ularly valuable in complex domains such as PenTesting, where outputs must be
interpreted in context and reasoning often evolves across multiple interaction
turns.

In practice, CoT prompting is typically implemented by adding an instruction
that explicitly encourages step-by-step reasoning. For example, in LLM-assisted
security workflows the prompt may instruct the model to first analyse the avail-
able system context, then evaluate prior commands and their outputs, and fi-
nally determine the most appropriate next action. Such instructions encourage
the model to reflect on prior states and reasoning traces before producing the
next command or recommendation, improving both transparency and robustness
during multi-step interactions.
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Several variants of CoT prompting have been proposed to elicit structured
reasoning from LLMs.

— Zero-shot CoT: In this approach, the model is encouraged to produce in-
termediate reasoning steps using a simple instruction such as “think step
by step”. No demonstrations or examples are provided; instead, the model
relies on knowledge acquired during pretraining to generate a reasoning trace
leading to the final answer.

— Few-shot CoT: Few-shot CoT prompting extends this idea by including a
small number of exemplar reasoning traces within the prompt. These demon-
strations illustrate how a task can be decomposed into intermediate reason-
ing steps and how conclusions should be derived from them. By observing
such examples, the model can better emulate structured reasoning when
solving new problems.

— Fine-tuned CoT: In contrast to prompt-based approaches, fine-tuned CoT
models are explicitly trained on datasets containing annotated intermediate
reasoning steps [161]. During training, the model learns to generate reasoning
traces alongside final answers, enabling more consistent multi-step reasoning
behaviour at inference time.

In the context of LLM-assisted PenTesting, CoT prompting can help mod-
els analyse system states, reason about possible attack paths, and determine
appropriate follow-up actions across multiple steps. Several recent systems for
LLM-driven security automation adopt such multi-step reasoning strategies, of-
ten combining CoT-style prompting with reasoning—acting loops or agent-based
architectures to iteratively analyse targets, generate commands, and interpret
execution feedback [11,/65}[175].

4.4 Retrieval-Augmented Generation (RAG)

RAG [87] enhances the reasoning capabilities of LLMs by grounding their out-
puts in external knowledge sources. Instead of relying solely on knowledge in-
ternalised during pretraining, RAG augments the generation process by retriev-
ing relevant information from external corpora and incorporating it into the
model’s prompt context. This retrieved information can include technical docu-
mentation, exploit references, configuration examples, or other domain-specific
artefacts that help the model reason more effectively about the task at hand.
In cybersecurity and PenTesting applications, RAG can be particularly valu-
able because the knowledge required to analyse vulnerabilities or exploit mis-
configurations often depends on up-to-date technical resources. By providing the
LLM with relevant external guidance, RAG helps reduce hallucinations, improve
factual grounding, and align model outputs with real-world system behaviour.
RAG-based architectures typically rely on a retrieval pipeline in which rel-
evant documents or snippets are first identified using keyword search or vec-
tor similarity techniques (e.g., embedding-based retrieval using vector databases
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such as FAISSEI). The retrieved content is then incorporated into the prompt,
allowing the LLM to reason in context using both its pretrained knowledge and
the retrieved material.

For example, a prompt may include retrieved information such as:

“Retrieved Insight: GTFOBins suggests that sudo tar can spawn a
shell using the ——checkpoint-action=exec= option.”

By injecting such contextual knowledge into the reasoning process, RAG
enables LLM-driven systems to operate with greater situational awareness and
technical grounding. As a result, RAG has become a common architectural com-
ponent in modern LLM-assisted security analysis and PenTesting frameworks,
where accurate interpretation of system states and exploitation techniques is
essential.

4.5 Large Reasoning Models (LRM)

Reasoning LLMs, often referred to as LRMs, represent a recent class of models
that are explicitly trained to internalise multi-step reasoning processes rather
than relying on external prompt-based elicitation of CoT behaviour. Unlike
earlier approaches that depend on prompting techniques such as explicit step-
by-step instructions, LRMs incorporate structured reasoning during training,
enabling them to perform extended deliberation over complex and ambiguous
tasks [107]. OpenAl’s initial reasoning model (ol-preview) was announced in late
2024 and subsequently made available through public APIs, alongside compara-
ble models such as Alibaba’s Qwen3 and DeepSeek’s R1 [15}[561[107].

A key implication of this training paradigm is that many established prompt-
engineering strategies developed for non-reasoning LLMs no longer yield con-
sistent benefits. Empirical evidence suggests that manually injecting CoT in-
structions into reasoning models can degrade instruction-following performance,
rather than improve it [88]. Practitioner-oriented guidance similarly reports that
few-shot prompting should be used sparingly with LRMs, as excessive demon-
strations may interfere with internally learned reasoning mechanisms [108]. This
marks a departure from earlier LLM usage patterns and necessitates revised
design principles for agent-based systems.

Recent evaluations further indicate that the advantages of LRMs are task-
dependent rather than universal. Complementary findings by Shojaee et al. [137]
show that on simpler tasks, non-reasoning models may outperform LRMs due
to reduced over-deliberation, whereas on moderately complex tasks, LRMs can
achieve superior results through more systematic exploration; on highly com-
plex tasks, both model classes may fail. These results caution against assuming
monotonic improvements from reasoning-centric training.

81 FATSS (Facebook AT Similarity Search) is an open-source library for efficient simi-
larity search and clustering of dense vectors, widely used to enable fast retrieval of
semantically relevant content in Al systems and RAG setups.
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Within the context of PenTesting and offensive security, reasoning models
are particularly relevant to tasks involving strategic planning, hypothesis refine-
ment, and action selection under uncertainty. Happe and Cito argue that many
PenTesting activities rely on transferable patterns learned through prior experi-
ence (e.g., CTF exercises), while also requiring structured decision-making when
navigating realistic enterprise environments such as Microsoft Active Directory
networks [62/65].

Consequently, an emerging architectural pattern is to employ reasoning mod-
els primarily for high-level planning and decision-making, while delegating con-
crete execution tasks to lower-latency, non-reasoning LLMs. This division of
labour aligns with recent industrial guidance that distinguishes between models
optimised for deliberation and those optimised for efficient task execution [10§].
From a system-design perspective, this hybrid approach offers a pragmatic bal-
ance between accuracy, cost, and responsiveness, while mitigating some of the
limitations observed when reasoning models are applied indiscriminately.

4.6 Human Hint Injection

In many PenTesting scenarios, human operators possess domain expertise, con-
textual knowledge, or prior reconnaissance results that may not be fully cap-
tured within the LLM’s prompt context. Human hint injection refers to the
structured incorporation of such expert guidance into the prompt to influence
the model’s reasoning and decision-making process. This approach aligns with
broader Human-in-the-Loop (HITL) design principles, where automated systems
remain guided by human expertise to improve reliability, safety, and task per-
formance [20},89].

Rather than allowing the model to operate entirely autonomously, hints pro-
vide targeted cues that can steer the reasoning process toward more relevant
attack paths, commands, or diagnostic actions. These hints may reflect opera-
tor intuition, prior observations, or constraints discovered during earlier testing
phases.

For example, a prompt may incorporate guidance such as:

“Human Hint: Use the 1d command instead of /bin/sh to verify root
privileges in an automated workflow.”

By combining automated reasoning with selective human guidance, this tech-
nique can improve exploration efficiency, reduce repeated mistakes, and support
more controlled multi-step PenTesting workflows.

4.7 Human-in-the-Loop (HITL) Architectures

HITL architectures incorporate human oversight into the operational workflow
of Al systems, enabling collaboration between automated reasoning and expert
supervision. Rather than delegating all decisions to the LLM, HITL designs
embed control points where human operators can monitor system behaviour,
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validate outputs, or intervene when necessary. Such architectures are widely
used in safety-critical domains to maintain accountability, interpretability, and
operational control in Al-assisted decision-making processes [20,89].

Within LLM-assisted cybersecurity and PenTesting systems, HITL architec-
tures typically introduce supervisory stages around automated reasoning loops.
Human operators may review intermediate results, approve potentially sensitive
actions, or redirect the exploration strategy when automated reasoning becomes
unreliable. This layered design allows Al components to accelerate analysis and
command generation while ensuring that critical decisions remain under expert
control, thereby improving robustness and operational safety in complex multi-
step security assessments.

4.8 Pre-trained autonomous-agent frameworks

Early general-purpose agents, including those listed here, illustrate how LLMs
can orchestrate complex tasks using self-generated prompts and multi-agent col-
laboration.

AutoGPT. AutoGPT [139] is an open-source prototype that seeds an LLM
with a high-level user goal and then lets the model iteratively draft and
refine its own prompts. By augmenting the LLM with web searches and op-
tional human feedback [112], the system decomposes an initial goal into a list
of subtasks, reducing manual prompt engineering and partially mitigating
hallucinations.

BabyAGI. BabyAGI |102] takes this further by organising work into a queue
of subtasks: a task-creation module uses an LLM to generate new sub-
tasks, a context module retrieves relevant information from memory, and
task-execution and prioritisation modules dispatch and reorder the queue.
Simplified versions of BabyAGI demonstrate that such pipelines can be im-
plemented in only a few dozen lines of Python code.

HuggingGPT. Finally, Jarvis (also known as HuggingGPT [136]) composes
multiple models—including ChatGPT and domain-specific HuggingFace mod-
els—into a multimodal, multi-agent system that delegates tasks to the most
capable component.

Collectively, these prototypes show that coupling LLMs with retrieval mech-
anisms, feedback loops and specialised sub-agents can make them more au-
tonomous and reduce hallucinations, providing a conceptual foundation for later
PenTesting agents.

5 LLM-aided PenTesting Systems

This section surveys 27 representative LLM-aided PenTesting systems, including
peer-reviewed papers (see Table @ and recent preprints (see Table , capturing
the current state of Al-driven offensive security research.
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5.1 PenTest++
5.1.1 Introduction

PenTest++ [6,7] is an Al-augmented, command-line PenTesting system designed
to automate core ethical-hacking tasks while maintaining strong human over-
sight. The framework addresses longstanding limitations of traditional PenTest-
ing, including dependence on expert operators, time-intensive workflows, and
the cognitive burden of recalling complex commands across diverse tools and
environments.

Unlike fully autonomous attack agents, PenTest++ adopts a mixed-initiative
paradigm in which automation and GenAl assist the user but do not replace
human decision-making. The system integrates a LLM to interpret tool outputs,
recommend attack strategies, and generate documentation, thereby streamlining
reconnaissance, scanning, exploitation, and reporting activities.

The work is presented as a PoC demonstrating how AI can enhance efficiency,
accessibility, and scalability of ethical hacking while emphasising the necessity
of human validation to mitigate risks such as hallucinations and misuse.

5.1.2 Architecture and Workflow

PenTest++ follows a modular pipeline aligned with conventional PenTesting
phases. Each stage combines automated tool execution with GenAl-assisted anal-
ysis and user approval.

— Reconnaissance: The system automatically discovers live hosts by deter-
mining the attacker’s subnet and performing network scans (e.g., using nmap
-sn). Users select a target from detected hosts.

— Scanning and Enumeration: Comprehensive scans identify open ports,
services, and potential vulnerabilities. Outputs are parsed and presented in
structured tables, while the LLM correlates findings with known weaknesses
and suggests further enumeration steps.

— Exploitation: For detected services (e.g., FTP, HTTP, SSH, NFS), the sys-
tem applies tailored attack strategies. GenAl provides guidance on payload
generation, credential analysis, and attack sequencing, while users approve
actions and can supply additional inputs.

— Documentation: PenTest++ automatically generates structured PenTest-
ing reports using GenAl, including methodology, findings, risk assessments,
and recommendations, output in multiple formats (e.g., text, JSON, PDF).

A key design principle is transparency: executed commands are displayed to
the user, ensuring trust and enabling manual intervention at any stage.

5.1.3 Prototype Implementation and Case Studies

The authors present a prototype implemented in Python and evaluated in a
controlled virtual laboratory comprising a Kali Linux attacker VM and multiple
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Linux target machines. The system integrates external security tools (e.g., nmap,
gobuster, hashcat, hydra) alongside an online LLM accessed via APL
Two case studies demonstrate end-to-end exploitation:

— Target VM 1: Anonymous FTP access exposed credentials that enabled
web-application authentication. An insecure file upload mechanism was ex-
ploited to deploy a reverse shell, achieving system access.

— Target VM 2: Misconfigured NFS shares revealed sensitive files, includ-
ing a password-protected archive containing an SSH private key. Subsequent
web enumeration uncovered credentials and a local file inclusion (LFI) vul-
nerability, ultimately enabling SSH compromise.

These scenarios illustrate how PenTest++ coordinates multiple attack vec-
tors while preserving user control over decisions.

5.1.4 Strengths

PenTest++ provides several key features.

— Mixed-Initiative Automation: Combines automated command execution
with human approval, reducing workload while maintaining oversight.

— GenAl-Assisted Analysis: LLMs interpret complex tool outputs, extract
actionable intelligence, and recommend attack strategies.

— Modular Architecture: Supports integration of additional tools and at-
tack techniques across platforms.

— Automated Reporting: Produces structured PenTesting reports directly
from execution logs.

— User-Centric Design: Maintains transparency by displaying commands
and allowing manual adjustments.

5.1.5 Limitations

The authors acknowledge several constraints:

— Partial Automation: The system does not achieve full autonomy; key
decisions require user validation.

— Limited Scope: Post-exploitation tasks such as PrivEsc and persistence
are not addressed.

— Controlled Evaluation Environment: Experiments are conducted in lab-
oratory settings, limiting generalisability.

— Privacy and Ethical Concerns: Sending data to external LLM services
raises confidentiality and legal issues.

— LLM Reliability Risks: Hallucinations and incorrect recommendations
remain an ongoing concern, necessitating human oversight.
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5.1.6 Summary

PenTest++ demonstrates a pragmatic approach to Al-assisted PenTesting that
emphasises human-Al collaboration rather than full autonomy. By integrating
automation, external security tools, and LLM-based analysis within a modular
workflow, the system reduces operational complexity while preserving trans-
parency and ethical control. The work highlights both the promise and the prac-
tical constraints of deploying Al-augmented offensive security tools, suggesting
that mixed-initiative designs may offer a realistic pathway toward scalable and
trustworthy automated PenTesting.

5.2 PenTest2.0
5.2.1 Introduction

PenTest2.0 [8,[11] is an LLM-driven post-exploitation framework that focuses
specifically on automating multi-turn Linux PrivEsc with strong operator gov-
ernance. It is positioned as a major evolution of the authors’ earlier PenTest++
system, which automated reconnaissance, scanning, exploitation, and reporting
but did not cover PrivEsc. PenTest2.0 extends that workflow by taking over after
an initial low-privilege foothold is obtained, and repeatedly reasoning, proposing
commands, executing them, and adapting based on execution feedback.

To improve robustness and traceability in long command-based PrivEsc ses-
sions, PenTest2.0 employs four optional mechanisms: CoT prompting, RAG,
PTTs, and human hints. The authors emphasise that the system remains under
human control: before each LLM call the user approves the full prompt (includ-
ing estimated token cost), and before each command execution the user explicitly
approves the proposed command.

5.2.2 Architecture and Workflow

PenTest2.0 is organised around an iterative exzecution—feedback loop (illustrated
in Fig.[4)), in which the system captures state, builds a prompt, obtains an LLM
command suggestion, executes via SSH, checks for root, and repeats until success
or a turn limit.

The workflow comprises the following stages:

1. Prior Assumption (Foothold): The system assumes an existing low-
privilege shell (post-exploitation setting), and constrains scope to PrivEsc.

2. System Context Collection (Probing): Before the first LLM turn, Pen-
Test2.0 runs a predefined probing set (e.g., id, whoami, uname -a, sudo
-1, environment checks, temporary directory checks). Outputs are condensed
into an initial system snapshot to seed LLM reasoning.

3. Prompt Construction: Prompts are composed dynamically from reusable
blocks (system facts, recent outputs, command history, and optional CoT/RAG/PT-
T /hints). A strict JSON response schema is enforced so the system can parse
outputs reliably.
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4. LLM Suggestion and Dual-Format Commands: The LLM must return
a non-interactive command for automated SSH execution, plus an optional
interactive variant for manual use. This is intended to prevent hangs from
interactive shells during automation.

5. User Oversight and Safety Controls: Each turn has two approval check-
points: (i) approve the prompt and its estimated API cost, and (ii) approve
the command prior to SSH execution. In addition, a local blacklist filters
unsafe patterns (e.g., destructive or resource-heavy commands) before user
review.

6. Root Detection and Termination: After execution, the system applies
regex-based checks (e.g., detecting uid=0 (root) ) to confirm escalation and
terminate early on success.

7. Logging and Reporting: PenTest2.0 logs prompts, commands, outputs,
token usage, costs, and diagnostics, producing structured session summaries
to support reproducibility and analysis.

5.2.3 Optional Enhancements

PenTest2.0 exposes four feature toggles intended to improve success, traceability,
or both:

— CoT Prompting: A lightweight directive (zero-shot) or concise examples
(few-shot) encourage stepwise reasoning before selecting the next command,
aiming to reduce repetition and improve decision quality.

— Human Hints: Operators can inject short guidance (e.g., recommending a
safer verification method) to steer the LLM away from ineffective behaviours
with minimal prompt overhead.

— RAG (Offline + Online): A hybrid approach combines locally indexed
security knowledge (e.g., GTFOBIins content) with optional online retrieval,
injecting short snippets only when needed to ground recommendations and
reduce hallucinations.

— PTT Tracking: The PTT records subtasks, statuses, command history, and
“commands to avoid”, enabling persistent task-level context across turns and
improved traceability of the escalation process.

5.2.4 Evaluation

The authors evaluate PenTest2.0 on a vulnerable Linux target VM under seven
configurations combining or excluding CoT, hints, RAG, and PTT, with a max-
imum of ten turns per run. All seven configurations ultimately achieved root
in the test environment, but performance differed substantially. In particular,
CoT+Hint achieved root in a single turn, while several heavier configurations
(No-Flags, RAG, PTT) reached the 10-turn cap and required manual confirma-
tion due to limitations in automated root detection.

A key observed failure mode is that some effective PrivEsc techniques spawn
an interactive root shell (e.g., sudo awk ’BEGIN system("/bin/sh")’)
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which the non-interactive SSH wrapper cannot easily observe; this can cause the
system to miss “auto-root” even when escalation succeeds. The paper highlights
this as a practical limitation and an area for future improvement.

5.2.5 Cost Analysis

PenTest2.0 includes explicit cost tracking per turn (based on OpenAl pricing
used by the authors) and shows that more verbose or feature-heavy prompting
does not necessarily improve outcomes. Early-success configurations (CoT+Hint,
Hint, CoT) achieved escalation in 1-2 turns at very low cost, whereas long-
running configurations (No-Flags, RAG, PTT) consumed more tokens and cost
without improving effectiveness. The authors conclude that lightweight prompt-
ing, particularly CoT combined with human hints, offers the best speed—cost
trade-off in their setting.

5.2.6 Strengths

PenTest2.0 provides several key features.

— Multi-turn, execution-grounded PrivEsc: An iterative loop that adapts strat-
egy using real command outputs rather than single-shot suggestions.

— Strong governance model: Dual user approval (prompt-+cost approval, then
command approval) combined with command blacklisting.

— Composable prompting: Dynamic prompt assembly enables cost-efficient min-
imal prompts with optional escalation to CoT/RAG/PTT /hints.

— Traceability and reproducibility: Detailed logging of prompts, commands,
outputs, and token/cost metrics supports auditing and scientific evaluation.

— Engineering pragmatism: Non-interactive command enforcement and struc-
tured JSON outputs improve reliability for automated execution.

5.2.7 Limitations

The paper identifies multiple practical limitations typical of LLM-driven com-
mand agents, as follows.

— Prompt sensitivity and semantic drift: Long sessions can degrade effective-
ness as prompts grow and the model repeats unproductive strategies.

— Unsafe or costly suggestions: LLMs may propose destructive or resource-
intensive commands, requiring filtering and human oversight.

— Interactive-shell detection gap: Some successful PrivEsc methods bypass au-
tomated root detection when they spawn interactive shells.

— Generalisation limits: Evaluation is performed on controlled Linux targets
with known PrivEsc vectors, limiting generalisability.

— Operational constraints: Reliance on cloud-hosted LLMs introduces priva-
cy/compliance concerns for real organisational deployments.
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5.2.8 Summary

PenTest2.0 advances Al-assisted PenTesting by extending automation into the
post-exploitation phase, demonstrating that LLM-guided, multi-turn Linux PrivEsc
can be executed in an execution-grounded and auditable manner when paired
with strict operator control. Its key insight is that lightweight reasoning sup-
port (CoT) and minimal human steering (hints) can substantially improve con-
vergence and cost efficiency, whereas heavier context mechanisms (RAG/PTT)
may increase overhead without guaranteeing better outcomes. The system sur-
faces important open challenges for LLM-driven offensive tooling, including safe
command governance, interactive-shell handling, and robustness against drift in
longer sessions.
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Fig. 4: High-level architecture of PenTest2.0, reproduced from [11] under fair use

5.3 WiFiPenTester
5.3.1 Introduction

WiFiPenTester [10] is a governed GenAl-assisted system for wireless PenTest-
ing that integrates LLMs into the reconnaissance and decision-support phases
of IEEE 802.11 security assessment while maintaining strict human oversight.
Unlike prior automation tools that rely on static heuristics or operator intu-
ition, the system leverages LLM reasoning to prioritise targets, estimate attack
feasibility, and recommend strategies based on structured scan metadata.

The system is motivated by the labour-intensive and error-prone nature of
traditional wireless ethical hacking, where practitioners must manually inter-
pret radio-frequency (RF) conditions, select viable targets, and coordinate time-
sensitive operations such as handshake capture. WiFiPenTester addresses these
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challenges through a governance-first design that emphasises bounded auton-
omy, auditability, reproducibility, and explicit HITL control. Experimental re-
sults indicate that GenAl assistance can improve target selection accuracy and
operational efficiency while preserving ethical safeguards and legal compliance.

5.3.2 Architecture and Workflow

WiFiPenTester employs a modular architecture that augments conventional wire-
less toolchains (e.g., Aircrack-ng utilities) with structured GenAl decision sup-
port. The workflow proceeds through a sequence of governed stages, as follows
(see Fig. [5)).

— Passive Reconnaissance: The system performs monitor-mode scanning to
enumerate nearby access points (APs), collecting metadata such as BSSID/ES-
SID, encryption type, channel, received signal strength indicator (RSSI),
client activity, and protocol features.

— Structured Metadata Aggregation: Observations are normalised into a deter-
ministic internal representation to ensure that LLM reasoning is grounded
in factual data rather than free-form logs.

— Prompt Construction and Budget Gate: Aggregated data are injected into
a constrained prompt that assigns the model an expert role, restricts out-
put to advisory reasoning, and enforces a fixed JSON schema. Token usage
and estimated cost are computed, requiring explicit user approval before
submission.

— LLM-Based Target Ranking: The model produces a structured assessment
including ranked candidate networks, feasibility scores, justifications, and
recommended strategies.

— HITL Target Selection: The operator reviews both raw scan data and model
recommendations before selecting a target, ensuring that GenATI advice never
directly triggers actions.

— Controlled Active Operations: Only after approval does the system perform
channel locking, optional deauthentication, handshake capture, and protocol-
specific assessment using deterministic tools.

— FBvidence Consolidation and Reporting: All artefacts—including scan data,
prompts, responses, command traces, and outcomes—are archived, and a
final GenAl-assisted report is generated from sanitised facts.

A key architectural principle is strict separation between reasoning and exe-
cution: the LLM provides analysis only, while all RF operations are performed
by conventional tools under human control.

5.3.3 Evaluation

The prototype was implemented in Python on a Kali Linux testbed using com-
modity hardware and external wireless adapters supporting monitor mode and
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packet injection. Experiments across controlled wireless environments demon-
strate that GenAl assistance can effectively prioritise targets based on factors
such as signal strength, client presence, and authentication configuration.

In tested scenarios, the system successfully captured WPA2 handshakes fol-
lowing LLM-guided target selection and recovered passphrases via offline dictio-
nary attacks. The evaluation also highlights sensitivity to environmental dynam-
ics, including fluctuating signal conditions and client behaviour, which can affect
attack feasibility across runs. Overall, the results indicate that LLM-driven de-
cision support improves efficiency while remaining probabilistic and dependent
on human validation.

5.3.4 Strengths

WiFiPenTester contributes several design innovations for safe GenAl integration
into offensive wireless security workflows:

— Governance-First Design: Bounded autonomy with mandatory HITL check-
points ensures ethical and accountable operation.

— Structured Reasoning over Metadata: Decisions are based on normalised ob-
servations, reducing hallucination risk and improving reproducibility.

— Auditability and Evidence Preservation: Comprehensive logging of prompts,
responses, costs, and actions enables experimental validation.

— Budget-Aware Ezxecution: Explicit cost estimation prevents uncontrolled API
usage and supports resource management.

— Modular Extensibility: Separation of wireless interaction, reasoning, and re-
porting components facilitates adaptation to new protocols and models.

5.3.5 Limitations

The authors identify several constraints:

— Dependence on Environmental Data Quality: Incomplete or transient recon-
naissance data may lead to suboptimal recommendations.

— Operational Disruption Risks: Active wireless attacks can affect third-party
devices, necessitating strict governance.

— Privacy Considerations: Use of cloud-based LLMs may expose sensitive meta-
data unless local models are employed.

— Limited WPAS3 Support: Current evaluation focuses primarily on WPA /WPA2-
PSK scenarios.

— LLM Reliability Issues: Performance remains sensitive to prompt design and
model behaviour.

5.3.6 Summary

WiFiPenTester demonstrates a principled approach to integrating GenAl into
wireless PenTesting by confining LLM capabilities to advisory reasoning while
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maintaining deterministic execution under human supervision. By combining
structured RF reconnaissance with governed decision support, the system il-
lustrates how LLMs can enhance efficiency and consistency in complex cyber-
physical environments without relinquishing control. The work highlights both
the promise of Al-assisted wireless security assessment and the necessity of rig-
orous safeguards for trustworthy deployment.
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Fig. 5: High-level architecture of WiFiPenTester, reproduced from [10] under fair
use
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5.4 PentestGPT
5.4.1 Introduction

PentestGPT [40] is an LLM-empowered framework for automated PenTesting
that structures model reasoning to support multi-stage offensive workflows. The
authors show that although LLMs can perform individual tasks—such as com-
mand generation, vulnerability analysis, and tool usage—they struggle to com-
plete full engagements due to context loss, inconsistent planning, and limited
situational awareness. To address these shortcomings, PentestGPT introduces
a coordinated architecture designed to maintain long-term context and guide
attack progression across multiple stages.

The system is evaluated using a benchmark derived from HackTheBox and
VulnHub machines, decomposed into 182 subtasks spanning OWASP Top 10
vulnerabilities and several CWE categories. Results indicate that naive LLM us-
age performs reasonably on isolated tasks but degrades significantly on complex
targets, motivating a structured orchestration approach.

5.4.2 Architecture and Workflow

PentestGPT adopts a modular design inspired by human PenTesting teams,
dividing responsibilities across three cooperating LLM-based components (see

Fig. @):

1. Reasoning Module, which maintains the global strategy and testing state;
2. Generation Module, which produces concrete commands and procedures; and
3. Parsing Module, which summarises tool outputs for efficient processing.

Central to the system is the PTT (see Section , a structured representa-
tion of discovered information, completed steps, failures, and pending tasks. The
Reasoning Module updates the PTT continuously and selects the next objective,
enabling preservation of long-term context despite token limits. The Generation
Module translates selected tasks into actionable procedures through staged ex-
pansion, while the Parsing Module condenses verbose outputs (e.g., scan results)
into concise summaries.

The overall workflow follows an iterative observe-plan—act loop: reconnais-
sance results update the PTT (see Fig. , new tasks are prioritised, concrete
actions are generated, outcomes are parsed, and the process repeats until the
objective is achieved or no viable path remains. An optional HITL mechanism
allows operators to provide corrective guidance.

5.4.3 Evaluation

Experiments comparing raw LLMs with PentestGPT show that structured or-
chestration substantially improves performance on realistic targets. While base-
line models frequently fail due to context drift, hallucinated commands, or fix-
ation on recent observations, PentestGPT achieves higher completion rates on
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easy and medium machines and demonstrates practical capability on HackThe-
Box challenges and picoMini CTF tasks. Ablation studies reveal that the Reason-
ing Module—and therefore the PTT—is the most critical component; removing
it significantly reduces effectiveness.

5.4.4 Strengths

PentestGPT provides several key features.

— Structured Long-Term Memory: The PTT preserves global context across
multi-stage attacks.

— Division of Labour: Specialised modules mirror human team roles, improving
reliability.

— Effective Tool Orchestration: The system coordinates conventional PenTest-
ing utilities.

— Comprehensive Evaluation: Provides one of the earliest large-scale empirical
studies of LLM PenTesting performance.

5.4.5 Limitations

Despite its advances, PentestGPT has several practical limitations:

— Manual, Human-Dependent Ezxecution: The system recommends actions but
relies on a human operator to execute commands and interact with the target
environment, thereby limiting automation.

— Manual Target Specification: The testing process typically requires the user
to provide target information (e.g., IP address) rather than discovering it
autonomously.

— Difficulty with Hard Targets: Performance declines on complex or novel vul-
nerabilities.

— Limited Ezxploit Generation: The system struggles to produce sophisticated
or low-level exploits.

5.4.6 Summary

PentestGPT demonstrates that structured orchestration can significantly en-
hance LLM effectiveness in PenTesting compared with standalone prompting.
By introducing a PTT representation and modular reasoning pipeline, the frame-
work mitigates context loss and enables more coherent multi-stage attacks while
retaining human oversight. Experimental results highlight meaningful gains on
realistic challenges but also underscore persistent constraints in autonomy, ex-
ploit sophistication, and scalability, indicating that such systems currently func-
tion best as expert assistants rather than fully autonomous attackers.
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Fig. 6: High-level architecture of PentestGPT, reproduced from under fair
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5.5 PenHeal
5.5.1 Introduction

PenHeal is a two-stage LLM-based framework designed to integrate au-
tomated PenTesting with optimal vulnerability remediation (see Fig. . The
system comprises two tightly coupled modules: the Pentest Module (see Fig. E[),
responsible for autonomously discovering multiple vulnerabilities, and the Reme-
diation Module, which generates cost-aware, actionable mitigation strategies.By
combining attack automation with remediation planning, PenHeal broadens the
scope of PenTesting systems, which typically focus primarily on exploitation.

5.5.2 Architecture and Workflow

The pipeline begins with the only human input—specifying the target system’s
IP address—after which the Pentest Module takes full control. Inspired by Pen-
testGPT and AutoAttacker , the Pentest Module employs a Plan-
ner—Executor-Summarizer loop orchestrated via a dynamic attack plan similar
to a PTT. It leverages Counterfactual Prompting to avoid repeatedly exploit-
ing the same vulnerability by assuming previously discovered flaws do not exist,
forcing the model to explore alternative attack paths. An Instructor component
supports the Executor with RAG, fetching tool-specific exploitation knowledge
from external references such as Metasploit guides and PenTesting handbooks.
The Summarizer condenses command outputs into concise entries to overcome
LLM context window limitations, while the Extractor structures discovered vul-
nerabilities for handoff to the Remediation Module.

The Remediation Module operationalises the second stage of PenHeal. For
vulnerabilities with CVE identifiers, it queries the NVD API to retrieve CVSS
scores and metadata. Undocumented issues are processed by an Estimator LLM
that infers CVSS descriptors from observed attributes. An Advisor then pro-
poses remediation strategies, which are ranked by an Fwvaluator using a Group
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Fig. 7: PTT introduced by PentestGPT, reproduced from [40] under fair use

Knapsack Algorithm to balance “value” (effectiveness) against user-defined or
default “cost” constraints. This results in an optimal set of remediation actions
tailored to resource budgets.

5.5.3 Strengths
PentestGPT provides several key features.

— Extended Automation: After the initial IP input, no human intervention is
required, unlike PentestGPT and GPT-4 baselines which rely on operator
guidance for task transitions.

— Integrated Remediation: It is one of the first LLM-based PenTesting systems
to incorporate automated vulnerability remediation, achieving a 32% im-
provement in remediation effectiveness and a 46% reduction in associated
costs compared to baselines.

— Coverage Gains: The use of Counterfactual Prompting yields a 31% increase
in vulnerability detection coverage, with the Planner dynamically adjusting
strategies based on discovered flaws.

— Cost-Aware Mitigation: By modelling remediation selection as a Group Knap-
sack Problem, PenHeal aligns mitigation strategies with operational budgets,
a feature absent in other LLM-driven tools.

5.5.4 Limitations

Despite its promise, PenHeal currently functions as a PoC with several con-
straints:
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Tool Dependency: Its effectiveness is highly dependent on the external knowl-
edge base and supported tools (e.g., Metasploit, Nmap), limiting applicabil-
ity to environments lacking these utilities.

— Single-Host Scope: Evaluation has been restricted to Metasploitable?2 in
an isolated network, leaving its performance in multi-host or enterprise-scale
environments untested.

— Remediation FExecution Gap: While PenHeal generates remediation strate-
gies, it does not execute them directly due to operating from the attacker’s
machine, leaving end-to-end “self-healing” unrealised.

— LLM Hallucinations: As with other LLM-driven agents, PenHeal is suscep-
tible to hallucinated commands or non-existent module calls, occasionally
impacting exploitation accuracy.

— Limited Reproducibility: Although the authors provide detailed prompts,

testbed setup, and training documents, they neither release nor link the

prototype’s source code , hindering reproducibility and independent val-
idation.

5.5.5 Summary

Overall, PenHeal bridges the gap between automated vulnerability discovery
and remediation planning, marking a significant step towards end-to-end, Al-
augmented cybersecurity workflows. Its dual-module design and use of coun-
terfactual prompting make it a strong reference point for future research on
autonomous LLM-powered PenTesting systems.
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Fig.8: PenHeal system architecture, reproduced from under fair use

5.6 LLM Agents for Autonomous Website Hacking

Fang et al. explore whether LLM agents can independently discover and
exploit sandboxed web vulnerabilities without prior hints or access to known
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exploits. Using GPT-4 in an automated setup, where a human is not in the
loop, the authors investigate whether LLMs, when granted tool access and au-
tonomy, can achieve meaningful PenTest—like outcomes. The entire system is
not open-sourced, and key implementation details remain undisclosed; there-
fore, our description here is based solely on the authors’ account and cannot be
independently verified.

5.6.1 Architecture and Workflow

The proposed system (see Fig. , in its primary and highest-performing con-
figuration, consists of an autonomous agent implemented with GPT-4 via the
OpenAl’s Assistants AP]E orchestrated using LangChain . The agent is
equipped with three primary tools: (1) a headless browser (Playwrigh@ for
interacting with web interfaces, (2) a command-line terminal for running shell
commands such as curl, and (3) a Python code interpreter for processing data
or generating payloads. The authors issue a high-level instruction to hack a given
target, but the exact system prompt is not disclosed, citing security reasons. To
aid exploitation, the agent is supplemented with six publicly available documents
covering common web vulnerabilities (e.g., SQL injection, XSS, server-side re-
quest forgery (SSRF)) and a detailed system instruction, which the authors did
not disclose, citing security reasons again. The authors claim that the agent
operates in iterative loops that involve planning, reconnaissance, executing tool
commands, generating and testing payloads, and assessing outcomes against the
defined success condition for each vulnerability.

5.6.2 Evaluations/Testing Results

The evaluation uses a benchmark of 15 web vulnerability tasks implemented on
sandboxed websites deployed locally in Docker containers. The vulnerabilities
evaluated are: LFI, CSRF, XSS, SQL injection, brute force, SQL UNION in-
jection, SSTI, webhook-triggered XSS, file upload, authorisation bypass, SSRF,

82 lhttps://platform.openai.com/docs/assistants/overview
8 https://playwright.dev/
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JavaScript attacks, hard SQL injection, hard SQL UNION injection, and a com-
bined XSS+CSRF vulnerability. The agent is given 10 minutes per target, with
five independent runs per target; success is reported as pass@5 (the proportion
of runs in which the goal was achieved at least once).

With all components enabled, GPT-4 achieved a 73.3% pass@5 (successful
on 11/15 vulnerabilities). The authors also probed ~50 random real-world sites,
finding a single exploitable XSS vulnerability.

To contextualise performance, the authors also evaluated GPT-3.5 on the
same benchmark, which only managed to exploit 1 of 15 targets (6.7% success
rate). This stark contrast highlights the significant performance gap between
model generations in autonomous offensive reasoning. In total, the authors tested
10 LLM models, including GPT-4, GPT-3.5, and open-source models such as
LLaMA 2, Mixtral, and Hermes. The open-source models failed across all cases,
further underlining limitations in non-proprietary systems at the time of their
study.

Additionally, the authors estimate the cost to exploit a single vulnerability
in their benchmark to be approximately $9.81—including failed runs—making
it significantly cheaper than human-led exploitation, which they estimate could
cost up to $80 per target; thus, the LLM agent is roughly eight times cheaper
than a human pentester. The authors further speculate that LLM costs will
continue to decline in the future, noting that the cost of LLM agents has steadily
decreased since the advent of commercially viable LLMs [48].

5.6.3 Strengths
According to [48], the system demonstrates the following key strengths.

— Autonomous multi-step exploitation: The agent can plan and execute se-
quences of reconnaissance, payload generation, and validation without hu-
man intervention during a run.

— Use of multiple modalities: Combining a headless browser, shell commands,
and Python scripting allows interaction with dynamic content, form submis-
sions, and raw HTTP requests.

— Adaptation from feedback: The agent adjusts strategies based on target re-
sponses, chaining information across steps to progress toward the goal.

— Component synergy: An ablation study shows that removing either the back-
ground documents or the detailed system instruction significantly reduces
success rates.

5.6.4 Limitations

Despite these advances, the system faces clear challenges:

— Fragile Ezecution Chains: Errors in payload syntax or token misinterpre-
tation frequently derail the exploitation process. Unlike human testers, the
agent does not robustly recover from failure modes.
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— FEvaluation Bias: The 15 scenarios were handpicked by the authors and lim-
ited to single-flaw environments, limiting generalisability to more complex,
real-world infrastructures.

— Opagque Agent Behaviour: Although logs are maintained, the reasoning path
within GPT-4 is not fully interpretable, making post-hoc debugging difficult.

— No Ground-Truth Benchmarking: Success is measured by subjective indica-
tors (e.g., reaching admin page or dumping data) rather than using a known
vulnerability /exploit ground truth.

— Undocumented Augmentations: Although the paper frames the task as zero-
shot, later commentary reveals that the GPT-4 agent was supplemented
with five background documents covering common web vulnerabilities such
as SQLi, XSS, and SSRF. An ablation study showed that removing either
this background knowledge or an undisclosed “detailed system instruction
prompt” halved the agent’s success rate. However, neither the documents
nor the prompts are publicly released, reducing transparency and limiting
reproducibility.

— Restricted model scope: The approach is heavily reliant on a proprietary
model (GPT-4); open-source models tested were unable to solve any targets.

— Possible Architectural Overlap with Wintermute: External analysts speculate
that the system architecture may resemble the Wintermute agent framework,
though this is not confirmed in the paper itself.

— Limited Reproducibility: As with their subsequent studies, the authors do not
release the source code, prompts, or full testbed setup—-citing security con-
cerns. This limits external validation and hinders comparative benchmarking
by the community.

— Limited Realism of Evaluation: Subsequent studies [47,[186] by the same
authors characterise the vulnerabilities exploited in this work as overly sim-
plistic ‘toy hacks,” insufficient to reflect the complexity of real-world web
applications. They further report that the described system performs poorly
when the explicit vulnerability description is withheld.

5.7 LLM Agents for One-day Exploitation

Following their earlier study on unconstrained website hacking [48], Fang et
al. [47] shift focus to a more structured task: whether LLM agents can au-
tonomously exploit publicly known (one—day@ vulnerabilities without access to
existing exploit scripts. This later work assesses whether GPT-4-powered agents
can discover, analyse, and weaponise vulnerabilities using only documentation
and contextual feedback. The system under study—referred to as an autonomous
LLM agent (see Fig. —follows a structured pipeline comprising task planning,
environment setup, information gathering, vulnerability identification, exploit
development, and validation.

84 Note that ‘one-day’ refers to vulnerabilities that are publicly known and documented,
but may not yet be patched—distinct from ‘zero-day’ vulnerabilities which are still
undisclosed.
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Fig. 10: Architecture of an autonomous LLM agent for website exploitation, re-
produced from Fang et al. [48] under fair use

5.7.1 Architecture and Workflow

The authors present an LLM-based agent designed to exploit vulnerabilities,
comprising a base LLM, a detailed prompt, an agent framework, and tool in-
tegrations. The agent uses the ReAct [175] framework via LangChain [32], and
for OpenAlI models, the Assistants API [109]. It is equipped with tools for web
browsing (HTML retrieval, element interaction), terminal access, web search,
file creation/editing, and code interpretation. Inspired by Fang et al. [47], the
1,056-token prompt encourages persistence and creativity, and the agent can re-
trieve CVE descriptions when needed. The implementation consists of just 91
lines of code, including debugging and logging, highlighting the ease of build-
ing such systems. No sub-agents or dedicated planning module were included,
though the authors suggest that adding a separate planning component could
improve performance.

The authors claim that their agent’s capabilities extend to a wide range of
exploitation scenarios, based on their own qualitative analysis, noting that no
independent verification was possible due to the closed-source nature of the sys-
tem. According to their account, many successful attacks required numerous
sequential actions—often dozens of steps—driven by complex target layouts,
multi-stage attack chains, and tool limitations such as the 512 kB response size
cap. They report that certain WordPress XSS exploits demanded over 70 navi-
gation steps, while a CSRF+ACE case illustrated the agent’s inability to back-
track or switch strategies in the absence of subagent capabilities. They further
describe more complex exploits, such as ACIDRain, as requiring coordinated use
of multiple tools, custom Python scripting, and interaction with several website
components, which in their view demonstrates proficiency in multi-tool work-
flows.
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5.7.2 Evaluations/Testing Results

The authors evaluate the agent using a controlled PenTesting environment com-
posed of 15 real-world one-day vulnerabilities drawn from diverse platforms (e.g.,
WordPress, phpMyAdmin, Drupal, Apache). Each system was deployed in a lo-
cal VM with its software configured to match vulnerable versions based on CVE
disclosures. The agent was given the IP address of each target and operated with
no further human assistance.

When the agent was provided with detailed CVE descriptions and known ex-
ploit code (i.e., assisted mode), GPT-4 achieved a success rate of 87%, whereas
all other tested models—including GPT-3.5, LLaMA2 variants, Mixtral, and
Hermes—failed to exploit any of the test caseﬁ However, when no prior vul-
nerability hints (i.e. no CVE description) were given (i.e., in a fully autonomous
mode), success rates dropped sharply to 7%, revealing the fragile generalisation
capabilities of even the most advanced LLMs in unconstrained attack scenarios.

Success was measured by objective criteria such as the ability to spawn a re-
verse shell, perform file reads, or manipulate system behaviour. In several cases,
the agent also demonstrated emergent behaviours, such as pivoting strategies
after initial failures and searching online forums for clarifications. However, ex-
ploitation failed in 7 cases due to misinterpretation of tool outputs, syntax errors
in scripts, or failure to retrieve relevant documentation. These results provide
strong empirical evidence that LLM agents can autonomously perform offensive
operations when documentation is available—but also highlight their fragility
and limits.

In addition, the authors evaluated two widely used open-source vulnerability
scanners (see section , ZAP and Metasploit, but found that several vul-
nerabilities—such as those in Python packages—were not compatible with these
tools. Unlike their GPT-4 agent, which can autonomously exploit vulnerabilities,
these scanners are limited to detection and cannot perform exploitation.

5.7.3 Cost Analysis

Finally, the authors present a cost analysis of employing GPT-4 to autonomously
exploit real-world vulnerabilities, reporting an average expenditure of $3.52 per
run. This cost is predominantly attributable to the high volume of input tokens
(347k input tokens versus 1.7k output tokens), largely arising from the processing
of complete HTML pages and extensive terminal logs. Given an overall success
rate of 40%, the cost per successful exploit is calculated at $8.80. In comparison,
the equivalent cost for human labour is estimated at $25, given that the authors
assume a rate of $50 per hour and 30 minutes per vulnerability. This indicates
that the GPT-4-based agent is approximately 2.8 x more cost-efficient while also
offering trivial scalability. Although the relative cost advantage is smaller than

85 This highlights GPT-4’s dominance in leveraging known vulnerability details and
underscores the large performance gap between proprietary and open-source LLMs
in offensive security contexts.
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that reported in prior work [48]/79] on website hacking and phishing, the authors
observe a continuing downward trend in LLM pricing—for example, GPT-3.5
experienced a reduction of over 3x within one year—suggesting that the cost-
effectiveness of LLM agents is likely to improve further over time.

5.7.4 Strengths

This system demonstrates several notable capabilities:

Emergent Ezploitation Behaviour: The agent successfully exploited 8 of 15
one-day vulnerabilities across popular software such as Drupal, WordPress,
and phpMyAdmin. This suggests that advanced LLMs can independently
infer exploit strategies, especially when detailed documentation is available.
Tool-augmented Reasoning: Through access to external tools (e.g., curl, grep,
Google search), the agent enriches its contextual understanding and compen-
sates for LLM limitations such as incomplete memory.

Zero-shot Generalisation: The model was not fine-tuned for offensive tasks,
yet achieved high-impact outcomes through prompt-driven planning and self-
correction, underscoring the latent power of foundation models.

Evaluation Rigor: The testbed includes real, vulnerable software with ground-
truth validation (e.g., root shells, server hijack), offering a reliable benchmark
for LLM-powered exploitation.

5.7.5 Limitations

Despite its success, the system exhibits several practical and conceptual con-
straints:

Fragility of Ezecution: Exploitation frequently failed due to brittle com-
mands, minor syntax errors, or misinterpreted outputs. The agent lacked
the robustness of human attackers in adapting to unexpected results.
Over-reliance on FExternal Sources: Successful exploitation hinged on the
availability of well-documented vulnerabilities online. In less-documented
cases, the agent struggled to infer sufficient context for reliable exploitation.
Evaluation Scope: The testbed focused only on one-day vulnerabilities. The
study does not address zero-day discovery, chained exploits, or lateral move-
ment, limiting its scope to surface-level assessments.

No Defensive Benchmarking: The study does not investigate whether the
agent’s behaviours are detectable by standard IDSs, nor whether defensive
LLMs can counteract its decisions.

Limited Scope: This paper ONLY focuses on web-related vulnerabilities and
attacks, making it only an improvement of the authors’ prior papers (see
sections [5.6] and [5.7).

Limited Reproducibility: Although the vulnerabilities used in the benchmark
are described, the authors do not release the source code, LLM prompts,
or full experimental setup—citing security concerns. This lack of artefact
disclosure hinders independent replication and validation of the results.
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— Limited Realism of Evaluation: Subsequent studies [47,(186] by the same
authors characterise the vulnerabilities exploited in this work as overly sim-
plistic ‘toy hacks,” insufficient to reflect the complexity of real-world web
applications. They further report that the described system performs poorly
when the explicit vulnerability description is withheld.

5.7.6 Summary

Overall, this work provides a critical PoC that advanced LLM agents can au-
tonomously weaponise public vulnerabilities without copying known exploits.
It raises important questions about dual-use risks and responsible deployment
of LLMs in security contexts. The findings further underscore the need for Al-
aligned safeguards and red-teaming practices as LLM capabilities continue to
advance.

LLM CVE agent

GPT-4 Tools CVE History
Y Successful double-

- - g—l : g spend attack

“Hack this website
using ACIDRain” Concurrency l
o

attack T Response

=

Fig. 11: System architecture from Fang et al. [47], reproduced under fair use

5.8 HPTSA: Hierarchical Planning and Task-Specific Agents (LLM
Agent Teams for Zero-Day Exploitation)

Building on earlier work showing that autonomous LLM agents can exploit un-
constrained [48] and one-day [47] vulnerabilities, Zhu et al. [186] extend this line
of research to the more challenging zero-day setting. Their study investigates
whether teams of LLM agents can autonomously exploit recent real-world web
vulnerabilities that fall beyond the stated knowledge cutoff of the underlying
model, without being given the vulnerability description in advance.

5.8.1 Architecture and Workflow

The authors introduce HPTSA (Hierarchical Planning and Task-Specific Agents),
a multi-agent framework designed to address the planning and exploration chal-
lenges faced by single-agent systems when attempting complex exploits. Prior
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single-agent approaches combine exploration, planning, and execution within one
agent, which can lead to difficulties when the context grows large or when the
agent must backtrack between multiple potential attack paths. HPTSA addresses
this limitation by distributing responsibilities across specialised agents.

The architecture consists of three main components: a hierarchical planning
agent, a team manager, and a set of task-specific expert agents (see Fig. . The
hierarchical planner first explores the target web environment and determines
which classes of vulnerabilities should be investigated and on which parts of
the application. Based on this plan, the planner delegates execution to a team
manager agent. The team manager coordinates a set of specialised agents and de-
termines which agent should attempt a particular exploit based on the planner’s
instructions and previous execution traces.

Six task-specific expert agents are implemented, targeting common web vul-
nerabilities: SQL injection (SQLi), cross-site scripting (XSS), cross-site request
forgery (CSRF), server-side template injection (SSTI), vulnerability scanning us-
ing OWASP ZAP, and a generic web exploitation agent. Each agent is provided
with tailored prompts, access to specific tools, and a small set of vulnerability-
related reference documents collected from the web. These agents interact with
the target application using tools such as Playwright for browser automation
and terminal access. The system is implemented using the LangChain and Lang-
Graph frameworks, which orchestrate communication between agents and main-
tain the workflow of the multi-agent system.

5.8.2 Evaluations and Testing Results

To evaluate HPTSA, the authors construct a benchmark of 14 real-world web
vulnerabilities drawn from open-source software projects. These vulnerabili-
ties were selected to ensure that they were released after the stated knowledge
cutoff date of the GPT-4 model used in the experiments, reducing the likeli-
hood that the vulnerabilities were present in the model’s training data. The
benchmark includes vulnerabilities such as XSS, CSRF, SQL injection, parame-
ter manipulation, and privilege escalation, all reproduced in controlled sandbox
environments.

The experiments evaluate multiple models, including gpt-4-0125-preview,
LLaMA-3.1-405B, and Qwen-2.5-72B. Performance is measured using pass@1
(overall success rate) and pass@5, where pass@5 reflects whether any of five
independent attempts successfully exploit the vulnerability.

Using GPT-4 as the backbone model, HPTSA achieves a pass@5 rate of
42% and a pass@1 rate of 18%. These results outperform both open-source
vulnerability scanners such as ZAP and MetaSploit (which achieved 0% success
on the benchmark) and a baseline single GPT-4 agent without vulnerability
descriptions. The HPTSA system improves performance over this baseline by
up to 4.3x on pass@1 and 2.0x on pass@5. In addition, its performance
remains within approximately 1.8 of the stronger “one-day” baseline agent
that is provided with the vulnerability description.
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Ablation studies further examine the contribution of the system components.
Removing the task-specific agents reduces pass@5 performance by approximately
50% and lowers pass@1 by about 2.1 x. Removing the supporting reference doc-
uments also reduces pass@1 by 2.1x and decreases pass@5 by roughly 20%.
Finally, removing the hierarchical planning structure causes the largest degra-
dation in performance, indicating that structured planning plays a critical role
in enabling effective exploration and attack execution.

5.8.3 Strengths

According to [186], HPTSA provides several key features.

— Hierarchical Multi-Agent Design: Separating planning, coordination, and ex-
ecution across specialised agents improves the system’s ability to explore
multiple attack strategies and backtrack from failed attempts.

— Task-Specific Expertise: Dedicated agents focusing on particular vulnerabil-
ity classes allow the system to apply more targeted reasoning and tools for
each attack type.

— FEvaluation on Recent Real-World Vulnerabilities: The benchmark consists
of recently disclosed CVEs beyond the model’s training cutoff, providing a
stronger test of autonomous vulnerability exploitation capability.

— Tool-Augmented Ezxploitation: Integration with browser automation, command-
line tools, and vulnerability scanners enables the agents to interact directly
with target systems rather than relying solely on textual reasoning.

5.8.4 Limitations

Despite these contributions, the system also has several limitations:

— Limited Success Rate: Even with the multi-agent architecture, the overall
pass@1 success rate remains approximately 18%, indicating that reliable
automated exploitation remains challenging.

— Restricted Scope: The benchmark focuses primarily on web-based vulnera-
bilities in open-source applications, which may not fully represent the com-
plexity of enterprise systems.

— Prompt Engineering Dependence: The specialised agents rely heavily on care-
fully designed prompts and curated background documents, which may limit
generalisation to new domains.

— Limited Reproducibility: The authors do not release the full system imple-
mentation, agent prompts, or benchmark environments, restricting indepen-
dent validation.

— Higher Computational Cost: Multi-agent orchestration increases the number
of LLM calls required, leading to higher inference costs compared with single-
agent approaches.
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5.8.5 Summary

In summary, this work demonstrates that coordinated teams of LLM agents can
exploit recent real-world vulnerabilities without being explicitly provided with
vulnerability descriptions. Although the success rate remains limited, the results
highlight the potential advantages of hierarchical multi-agent architectures for
complex security tasks and provide an important step toward understanding the
capabilities and limitations of LLM-based autonomous PenTesting systems.
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Fig. 12: Architecture of HPTSA, reproduced from [186] under fair use.

5.9 GenAl-assisted Pentesting with ChatGPT-3.5
5.9.1 Introduction

Hilario et al. |[70] investigate how a general-purpose LLM (ChatGPT-3.5) can
assist a human operator across the full PenTesting lifecycle, with a hands-on
study that uses the model to plan, generate, and interpret commands during
a black-box compromise of a deliberately vulnerable VM from VulnHub. Their
scope is deliberately bounded to the toolchain and model versions available by
mid-2023 (ChatGPT-3.5, May 24 2023 release), providing a time-boxed snapshot
rather than a moving target.

5.9.2 Architecture and Workflow

The setup places Kali Linux inside Oracle VirtualBox as the attack workstation
and deploys the PumpkmFestivaF_B] VM as the target, mirroring a realistic CTF-
style lab. LLM integration is achieved via Shel GPT (sgpt), a CLI wrapper

86 https://www.vulnhub.com/entry/mission—-pumpkin-vl10-pumpkinfestiyval,
329/
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over the ChatGPT API. This enables prompt-driven generation of shell com-
mands, lightweight code snippets, and on-the-spot explanation of tool outputs
(e.g., Nmap, WPScan), thereby shrinking the loop between observation and next
action. The workflow proceeds in phases—reconnaissance, scanning, exploita-
tion, and PrivEsc—with the operator alternately (i) asking the LLM what to
try next and (ii) piping tool output back to the LLM for interpretation and plan
refinement. The paper also discusses the existence of jailbreak prompts such as
‘DANM, noting their ethical implications; the core experiment itself focuses on
policy-compliant assistance.

5.9.3 Evaluations/Testing Results

The case study executes end-to-end on PumpkinFestival. Starting from no cre-
dentials, the LLM helps enumerate services, interpret scan results, and chain
multiple weak points: anonymous FTP exposure, web/WordPress misconfigu-
rations, directory and user enumeration, and password discovery. The agent-
assisted flow unlocks an SSH foothold by deriving and correctly installing an
OpenSSH private key recovered from nested archives, with the LLM guiding file
decoding, key placement, and permissions. From there, the LLM recommends
standard PrivEsc checks (e.g., sudo -1, SUID search); a misconfigured sudo
entry permitting execution of a non-existent path is then abused by creating a
benign wrapper that spawns a shell, yielding root. The engagement concludes
with full compromise and all “PumpkinTokens” recovered; the authors also show
that chat logs can be repurposed to auto-draft a PenTesting report with action-
able remediation items.

5.9.4 Strengths
This study provides several features.

— Tool-augmented reasoning and tight operator loop. The CLI binding lets the
LLM propose concrete next steps, read raw tool output, and update its
plan immediately—reducing context-switch overhead and speeding hypoth-
esis testing.

— Language-to-command and code synthesis. The model reliably turns natural-
language goals into correct shell invocations and small utilities (e.g., decoding
tasks), which lowers the barrier for less experienced testers while benefiting
experts under time pressure.

— Documented, step-by-step trace. The paper provides a detailed and repro-
ducible account of the experimental workflow, enabling the community to
inspect and build upon the results, and offering one of the earlier step-wise
demonstrations of GenAl applied to PenTesting.

87 DAN (Do Anything Now) refers to a widely circulated jailbreak prompt intended to
override the safety constraints of LLM systems such as ChatGPT, enabling responses
that would otherwise be restricted by policy safeguards [70}/187].
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5.9.5 Limitations
Despite its advantages, the study has several practical limitations, as follows.

— Narrow evaluation scope. Results are drawn from a single CTF-style target in
a lab VM; no cross-system benchmark or in-the-wild validation is attempted,
limiting external validity. The authors explicitly note that no datasets were
analysed or generated beyond the VM context.

— Model/version constraints. Findings reflect ChatGPT-3.5 as of 24 May 2023
and tools available prior to 17 June 2023; performance and behaviours may
not generalise to newer models or patched stacks.

— Potential policy-bypass pitfalls. While jailbreaks are discussed academically,
real-world teams must avoid reliance on policy-evasion tricks for safety, le-
gality, and reproducibility.

— No defensive observability assessment. The study does not measure detectabil-
ity (e.g., EDR/IDS signals) or compare operator+LLM workflows against
blue-team controls, so operational risk to live environments is unquantified.

— Manual human assistance still required. The LLM suggests actions and helps
interpret tool outputs, but the human operator must manually enter com-
mands and validate, sequence, and sanity-check each step; incorrect or brittle
commands may still arise, particularly in poorly documented scenarios.

5.9.6 Summary

Overall, the work offers a concrete, end-to-end demonstration of LLM-assisted,
not fully autonomous, exploitation in a controlled lab. It shows that with a thin
CLI wrapper and careful prompting, a general LLLM can accelerate enumeration,
hypothesis testing, small-tool generation, and reporting—while also underscoring
the importance of scope control, ethical use, and rigorous human oversight.

5.10 AutoAttacker
5.10.1 Introduction

AutoAttacker [171] is an LLM-guided framework designed to automate post-
breach ‘hands-on-keyboard’ cyber-attacks within enterprise-like environments.
Unlike prior work that focuses primarily on early attack stages (e.g., phishing
or malware generation) or requires substantial human interaction, AutoAttacker
targets later phases of the attack lifecycle, such as lateral movement, PrivEsc,
persistence, and credential theft. The system is motivated by the hypothesis
that increasingly capable LLMs could transform traditionally expert-driven op-
erations into automated, scalable attacks, thereby significantly altering the cy-
bersecurity landscape.

To explore this risk, the authors implement a modular architecture that in-
tegrates LLM reasoning with established offensive tools—particularly Metas-
ploit—and command-line interfaces across heterogeneous environments. Experi-
ments demonstrate that while earlier models (e.g., GPT-3.5 and LLaMA-2 vari-
ants) perform poorly, GPT-4 can autonomously execute complex multi-stage at-
tacks with high reliability under controlled conditions, suggesting that advanced
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LLMs may already be capable of automating sophisticated post-compromise op-
erations with limited human involvement.

5.10.2 Architecture and Workflow

AutoAttacker employs a multi-component agent architecture that decomposes
attack automation into specialised functions rather than relying on a single
monolithic agent. The workflow operates iteratively over an attack task defined
by an environment description and an objective. In each cycle, four primary
modules interact with the LLM:

— Summarizer: Maintains a concise representation of the evolving environment
and execution history to address LLM context limitations.

— Planner: Generates candidate actions based on the current situation and
objective using structured prompts and reasoning techniques.

— Navigator: Selects and executes actions within the victim environment, typ-
ically via shell commands or Metasploit operations.

— FEaxperience Manager: Stores successful prior actions in a retrieval-augmented
knowledge base, enabling reuse of effective strategies across tasks.

This design supports long attack chains by combining contextual reasoning
with experiential memory. To overcome safety restrictions that prevent direct
generation of malicious commands, the system employs a role-playing prompt
technique that frames the model as an autonomous attacker agent, enabling
production of operational commands. The architecture is evaluated within a
simulated enterprise network comprising multiple Windows and Linux VMs,
domain controllers, and common services.

5.10.3 Evaluation

The authors develop a dedicated benchmark consisting of 14 attack tasks span-
ning multiple phases of the MITRE ATT&CK lifecycle, including reconnais-
sance, execution, persistence, PrivEsc, credential access, and lateral movement.
Tasks range from simple operations (e.g., file writing) to complex multi-stage
attacks (e.g., ransomware deployment or pass-the-hash).

Results indicate that GPT-4 enables AutoAttacker to achieve near-perfect
success rates across all tasks when configured deterministically, typically com-
pleting attacks within a limited number of interaction rounds. In contrast, GPT-
3.5 succeeds only on simpler tasks, and open-source LLMSs fail to produce reliable
command sequences due to insufficient domain knowledge and formatting errors.
The study also shows that incorporating the experience manager reduces both
the number of required interactions and operational cost by reusing previously
successful subtasks.
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5.10.4 Strengths

AutoAttacker introduces several contributions to LLM-based offensive security
research:

— Post-Breach Focus: Targets complex enterprise attack stages traditionally
requiring human expertise.

— Modular Agent Design: Separates reasoning, execution, and memory func-
tions to improve reliability and scalability.

— Ezxperience Reuse: Retrieval-based storage of prior successful actions accel-
erates future attacks.

— Comprehensive Benchmark: Evaluates diverse attack techniques across het-
erogeneous OSs.

5.10.5 Limitations

Despite its strong performance in controlled settings, several limitations con-
strain practical deployment:

— Assumed Vulnerable Environment: Experiments are conducted on intention-
ally insecure systems (e.g., disabled defenses), limiting generalisability to
hardened networks.

— Jailbreaking Requirement: Successful operation depends on bypassing built-
in safety mechanisms, which may not be reliable or ethical in real deploy-
ments.

— Simulation Scope: Evaluation covers a limited subset of attack techniques
and network configurations.

— LLM Hallucinations: Even advanced models (including GPT-4) may gener-
ate incorrect or inconsistent outputs, requiring multi-round interactions for
self-correction.

5.10.6 Summary

AutoAttacker demonstrates that modern LLMs—particularly GPT-4—can au-
tonomously orchestrate complex post-compromise cyber-attacks across hetero-
geneous enterprise environments when combined with structured planning, con-
textual memory, and traditional offensive tools. The framework highlights both
the potential benefits for automated PenTesting and the significant risks posed
by scalable Al-driven offensive capabilities, underscoring the urgent need for
defensive countermeasures against increasingly autonomous attack systems.

5.11 Unleashing AI in Ethical Hacking

5.11.1 Introduction

Al-Sinani et al. propose a framework for integrating GenAlI (GenAl), exem-
plified by ChatGPT, into ethical hacking as an intelligent assistant across the
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Fig. 13: AutoAttacker’s workflow, reproduced from [171] under fair use

full PenTesting lifecycle [12]. The work combines a conceptual model with PoC
(PoC) experiments on both Windows and Linux VMs, demonstrating that LLMs
can enhance efficiency while requiring strong human oversight. The authors ar-
gue that GenAl reduces the cognitive burden of PenTesting—such as recalling
complex commands, interpreting tool outputs, and producing reports—without
replacing expert judgement.

5.11.2 GenAI-Ethical Hacking Interoperation Model

The core contribution is a phase-aligned interoperation model mapping GenAl
assistance to the five standard stages of ethical hacking: reconnaissance; scan-
ning and enumeration; gaining access; maintaining/elevating access; and covering
tracks/reporting,.

GenAl is envisioned as a natural-language interface that can:

— collect and analyse OSINT during reconnaissance;

— interpret outputs from tools such as Nmap or Wireshark;

— suggest exploitation strategies and PoC techniques;

— outline persistence and privilege-escalation approaches for risk demonstra-
tion;

— assist in anti-forensics reasoning and automated report generation.

The model emphasises human-AT collaboration, recognising risks such as hal-
lucinations, misuse, and over-reliance.

5.11.3 Windows-Based Proof of Concept

The initial experimental study [12] evaluates the approach against a Windows
Vista target VM in a VirtualBox-based local network using Kali Linux as the at-
tack platform. ChatGPT is used interactively: the operator requests commands,
executes them, and feeds results back for interpretation.
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Key demonstrated activities include:

— identifying live hosts through active reconnaissance;

— aggressive scanning to enumerate services;

— exploitation of SMB vulnerabilities (e.g., EternalBlue) using Metasploit;
— establishing persistent access via administrative backdoors;

— covering tracks by clearing logs and removing artefacts;

— generating a structured PenTesting report.

This PoC validates the feasibility of using GenAl as a mixed-initiative assis-
tant during offensive security tasks.

5.11.4 Linux-Based Experimental Study

A subsequent study [13] extends the framework to Linux environments through
a controlled experiment targeting a Debian-based VM. The methodology again
follows the five PenTesting phases, with GenAl guidance at each stage.

The experiment demonstrates:

— network discovery and target selection using Al-recommended tools;

— comprehensive scanning and vulnerability interpretation;

— exploitation of an outdated SMB service using a Samba trans2open over-
flow to obtain root access;

— persistence mechanisms, including creation of privileged users and password-
less SSH access;

— anti-forensics actions such as log clearing, timestamp manipulation, and se-
cure file deletion;

— automated generation of a detailed penetration-test report.

Notably, the study documents errors and omissions in Al guidance (e.g.,
incompatible payload suggestions or incomplete steps), highlighting the necessity
of iterative prompting and human validation.

5.11.5 Strengths

— End-to-end lifecycle coverage: Demonstrates GenAl support across all
phases of PenTesting.

— Cross-platform validation: Evidence from both Windows and Linux en-
vironments increases generalisability.

— Mixed-initiative paradigm: Human operators remain in control while
benefiting from AT assistance.

— Operational utility: Particularly effective for interpreting outputs, trou-
bleshooting, and documentation.
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5.11.6 Limitations and Risks

Both studies are conducted in controlled virtual environments, limiting appli-
cability to complex real-world systems. The authors highlight risks including
misuse by attackers, privacy concerns when sharing sensitive data with external
Al services, algorithmic bias, hallucinations, and excessive reliance on automated
recommendations.

5.11.7 Summary

Together, these works provide one of the earliest empirical demonstrations of
GenAl-augmented ethical hacking across multiple OSs. They show that LLMs
can function as effective copilot systems that streamline reconnaissance, exploita-
tion planning, persistence analysis, anti-forensics reasoning, and reporting, while
underscoring that robust human oversight remains essential for safe and reliable
deployment.

5.12 Wintermute
5.12.1 Prior Assumptions

In Wintermute [59], the authors assume that the penetration tester has already
obtained a low-privilege user account on the target machine and is attempting
to escalate privileges to root. The experiments are conducted on a deliberately
vulnerable 1in. security Linux VM. The system design presumes SSH access
for command execution and feedback collection, focusing exclusively on post-
compromise PrivEsc scenarios. The goal is to demonstrate that GPT-3.5 can act
as an Al ‘sparring partner’ for PenTesters, autonomously escalating privileges
on a Linux host.

5.12.2 Classification

Wintermute can be categorised as a PrivEsc tool, as it focuses exclusively on
elevating existing user privileges and does not perform initial exploitation of the
target system.

5.12.3 How Wintermute Works

Wintermute employs a minimalistic yet effective attack—ezecution loop to assess
whether a LLM can serve as an autonomous PenTesting agent [59]. The proto-
type links GPT-3.5 to the vulnerable VM via SSH. Inside an infinite loop, the
model is instructed to behave as a low-privilege user seeking root access. For each
iteration, GPT-3.5 produces a Linux shell command that is executed remotely;
the resulting output is fed back into the model to guide the next command,
creating a closed feedback cycle (see Fig. .
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A distinguishing feature is the dual-task prompt: after every execution, GPT-3.5
is not only asked to generate the next command but also to identify potential
security weaknesses and propose exploitation attempts disguised as ‘verification
commands,’ effectively serving as a mechanism to bypass built-in safety filters.
This additional reasoning layer frequently exposed supplementary attack vec-
tors, extending the scope of discovered vulnerabilities beyond simple PrivEsc
paths.

5.12.4 Evaluations

According to the authors, empirical testing demonstrated that the prototype
routinely achieved root access within the vulnerable VM. The reported dominant
escalation path involved enumerating sudoers via sudo -1 and exploiting
misconfigured entries, often by invoking benign GTFODbins to spawn a root shell.
Additional claims include retrieving /etc/passwd to locate accounts without
shadow passwords and, under an altered prompt, establishing a reverse shell
to a designated IP to drop a root session. Although the model was prompted
to search for SUID binaries, it reportedly failed to chain them into successful
multi-step exploitation, highlighting planning limitations.

It is important to note that these are the authors’ claims; no quantitative
benchmark results or statistical performance metrics are provided in the paper.
However, the prototype itself is publicly available for independent verification
on GitHulﬁ Despite the absence of formal evaluation data, the authors argue
that the simple LLM—-SSH feedback loop consistently demonstrated autonomous
PrivEsc capabilities in a realistic Linux environment.

5.12.5 Limitations

The study underscores both the promise and current shortcomings of LLM-
driven offensive security. The model exhibited no persistent memory and limited
long-term planning, occasionally hallucinating commands or producing brittle
exploitation chains. The lack of multi-step reasoning meant that certain vec-
tors (e.g., SUID chaining) remained unexplored despite discovery. Nevertheless,
the ability to iteratively adapt, identify misconfigurations and autonomously es-
calate privileges positions Wintermute as a valuable Al “sparring partner” for
PenTesters. The authors also caution about the dual-use implications: if such
autonomous loops were misused, they could lower the barrier to executing real-
world PrivEsc attacks.

5.13 HackingBuddyGPT
5.13.1 Introduction

HackingBuddyGPT [65] is a fully automated LLM-driven prototype designed
to evaluate whether modern language models can autonomously perform Linux

8 https://github.com/ipa-lab/hackingBuddyGPT
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Fig. 14: High-level architecture of Wintermute, reproduced from Happe et al. [59]
under fair use

privilege-escalation attacks. Unlike systems targeting full PenTesting workflows,
the prototype focuses narrowly on post-exploitation escalation from a low-privilege
account to root access. To enable controlled and reproducible experimentation,
the authors introduce a dedicated benchmark consisting of vulnerable VMs, each
containing a single privilege-escalation flaw. The system is evaluated using mul-
tiple LLM backbones (including GPT-4-Turbo, GPT-3.5-Turbo, and Llama3)
and compared against both professional human PenTesters and conventional
automated tools.

Empirical results indicate that advanced proprietary models can achieve
human-comparable performance. In particular, GPT-4-Turbo successfully ex-
ploited between 33% and 83% of vulnerabilities depending on configuration,
compared with approximately 75% for a professional tester, whereas smaller or
local models performed substantially worse. The study positions HackingBud-
dyGPT primarily as an evaluation framework for autonomous offensive capabil-
ities rather than a production-ready attack tool.

5.13.2 Architecture and Workflow

HackingBuddyGPT operates as a closed LLM-execution loop supervised by a
Python controller. The controller connects to the target VM via SSH and to the
chosen LLM through an API, relaying commands and outputs between the two
systems (see Fig. . All strategic decision-making is delegated to the model
via carefully structured prompts.

The main prompt requests the next action to perform, given the agent’s
current knowledge. The system exposes a small set of capabilities to the model,
notably executing arbitrary shell commands and testing credentials. After each
action, the resulting output is returned to the LLM to guide subsequent decisions,
forming an iterative plan—execute—observe cycle.

To manage context growth and maintain situational awareness, the frame-
work supports multiple state-tracking strategies. A history mode records all pre-
vious command outputs, while a state mode summarises accumulated knowledge
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using an additional prompt that updates a structured representation of the sys-
tem. High-level guidance can also be injected to steer the model toward specific
vulnerability classes, allowing systematic study of how hints influence perfor-
mance.

Benchmark execution is fully automated: VMs are provisioned using infras-
tructure tools, attacked by the agent, and then destroyed, ensuring reproducibil-
ity and isolation across runs.

5.13.3 Evaluation

The evaluation compares LLM agents against human experts and established
automated privilege-escalation tools. Human testers achieved roughly 75% suc-
cess within limited time budgets, rising to over 90% when hints were provided.
Conventional tools solved only a small fraction of cases.

Among LLMs, performance varies significantly by model capability and con-
figuration. GPT-4-Turbo demonstrates the highest effectiveness, achieving suc-
cess rates comparable to humans, while GPT-3.5-Turbo achieves moderate re-
sults and local models such as Llama3 often fail on complex tasks. The study
further shows that context management and high-level guidance substantially
improve outcomes, sometimes doubling success rates. Qualitative analysis reveals
strengths in command generation and adaptation, but weaknesses in multi-step
reasoning, error recovery, and temporal planning.

5.13.4 Strengths

HackingBuddyGPT contributes several important insights for LLM-based offen-
sive security research:

— Fully Autonomous Operation: The agent executes attacks end-to-end without
human intervention once initial conditions are set.

— Reproducible Benchmark: Publicly released vulnerable VMs enable controlled,
repeatable evaluation across models.

— Human-Level Performance (Selective): Advanced proprietary models can
match professional testers on certain privilege-escalation tasks.

— Systematic Analysis of Guidance and Context: The study quantifies how
hints, reflection, and context size influence success.

5.13.5 Limitations

Despite promising results, several limitations constrain the system’s general ap-
plicability:

— Narrow Scope: The prototype targets only local PrivEsc and does not address
earlier PenTesting stages.

— Single- Vulnerability Testbed: Each VM contains a predefined flaw, simplify-
ing real-world complexity.
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— Planning and Reasoning Weaknesses: Models struggle with multi-step ex-
ploitation chains and temporal dependencies.

— Model Dependence and Cost: High performance relies on large proprietary
models, limiting practicality for local deployment.

5.13.6 Summary

HackingBuddyGPT demonstrates that modern LLMs can autonomously perform
Linux privilege-escalation attacks in controlled environments, achieving success
rates comparable to human testers under favourable conditions. By combining
a closed command-execution loop with configurable context management and
guidance mechanisms, the framework provides one of the first systematic bench-
marks for evaluating autonomous post-exploitation capabilities. However, its re-
stricted scope, reliance on curated vulnerabilities, and difficulties with complex
reasoning highlight the substantial gap between controlled demonstrations and
real-world autonomous PenTesting.
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Fig. 15: High-level architecture of HackingBuddyGPT, reproduced from Happe
et al. [65] under fair use
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5.14 Cochise
5.14.1 Introduction

Cochise [62] is an LLM-driven prototype designed to investigate the feasibility
of autonomous Assumed Breach PenTesting in enterprise-scale Microsoft Active
Directory (AD) environments. The system is evaluated in the Game of Active
Directory (GOAD) testbed, which emulates a multi-host enterprise network with
realistic configurations, background activity, and defensive controls. The envi-
ronment includes active defensive mechanisms, such as Microsoft Defender run-
ning on most hosts, thereby introducing realistic detection and mitigation fric-
tion during attack execution In contrast to earlier LLM-based approaches that
primarily focus on single-host or CTF-style targets, Cochise explicitly targets
multi-host enterprise networks, allowing the study of strategy adaptation, lateral
movement, and credential-based attack chains under more realistic conditions.
The system is explicitly framed as an Assumed Breach simulation, focusing on
post-compromise internal network exploration rather than perimeter intrusion,
thereby emphasising credential abuse, PrivEsc, and domain dominance within
an already-accessible enterprise environment.

5.14.2 Architecture and Workflow

Cochise follows a two-level architecture composed of a high-level Planner and
a low-level Ezecutor, both implemented using LLMs. The Planner maintains a
PTT, which represents the current PenTesting strategy as a structured hierar-
chy of tasks and subtasks. At each planning iteration, the Planner updates the
PTT based on newly observed evidence and selects the next task to pursue (see
Fig. .

The Executor receives the selected task together with its contextual informa-
tion and translates it into concrete system commands, which are executed via
SSH on a Kali Linux attack VM located inside the target network. Execution
outputs and command histories are summarised and returned to the Planner,
forming a closed-loop interaction between planning and execution. This design
enables iterative refinement of the attack strategy, including automatic installa-
tion of missing tools, correction of malformed commands, adaptation of exploit
parameters following execution failures, and dynamic reprioritisation of tasks
based on observed system responses. The system is evaluated using a black-box
testing approach, without prior knowledge of the internal structure or vulnera-
bilities of the GOAD environment.

5.14.3 Evaluation

Cochise was evaluated in a GOAD-based enterprise testbed comprising six VMs:
five Microsoft Windows systems (three domain controllers and two member
servers), 30 Active Directory users |61], as well as one Kali Linux attacker VM.
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The prototype was tested across five LLM configurations: DeepSeek-V3, GPT-
40, Qwen3, Gemini-2.5-Flash, and a hybrid configuration combining OpenAI’s
ol with GPT-4o.

The paper explicitly groups the models into non-reasoning LLMs (DeepSeek-
V3 and GPT-40) and reasoning LLMs (Gemini-2.5-Flash and the o1+GPT-40
hybrid), with Qwen3 analysed separately due to its inability to reliably integrate
intermediate findings into the Pentest Task Tree (PTT).

Results indicate that the non-reasoning models possess sufficient PenTest-
ing knowledge to execute many individual attack steps, whereas the reasoning-
oriented configurations increase the consistency and quality of multi-stage at-
tack progression. Indeed, GPT-40 and DeepSeek-V3 were able to compromise
domain accounts at costs comparable to reported human-led engagements; how-
ever, models occasionally pursued irrelevant tasks or struggled to maintain co-
herent state transfer between planning iterations. In contrast, Qwen3 frequently
reiterates initial network and service enumeration phases, reflecting limitations
in maintaining structured planning state across iterations.

5.14.4 Strengths

The Cochise prototype contributes several insights to the study of LLM-driven
PenTesting:

— Autonomous Task Execution: Once initiated, the system performs task se-
lection, command execution, and result integration without human interven-
tion, enabling the study of fully automated attack workflows.

— Enterprise-Oriented Fvaluation: By targeting a realistic Active Directory
testbed rather than isolated CTF machines, the system captures multi-host
interactions, credential reuse, and lateral movement scenarios.

— Structured Planning Representation: The use of a Pentest Task Tree pro-
vides an explicit representation of attack progress and intermediate findings,
facilitating analysis of planning behaviour.

— Inter-Context Reasoning: The system demonstrates the ability to transfer
information across heterogeneous contexts (e.g., extracting credentials from
web application artefacts and reusing them for lateral movement), illustrat-
ing cross-domain reasoning capabilities beyond isolated command execution.

— Empirical Cost Analysis: The study includes a detailed analysis of token us-
age and execution costs, allowing comparison with reported costs of human-
led PenTesting engagements.

5.14.5 Limitations

The authors also identify several limitations that constrain the applicability and
generalisability of the results:

— Ezploration Inefficiency: The system may pursue low-yield or redundant at-
tack paths, reflecting limitations in long-horizon planning and prioritisation.
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— Context Compression Loss: Summarisation of execution traces can lead to
partial loss of fine-grained contextual information between planning itera-
tions.

— Limitations Incomplete inter-module coordination; occasional drift into ir-
relevant tasks.

— Domain Specificity: The evaluation is restricted to Microsoft Active Direc-
tory environments; behaviour in other enterprise architectures is not exam-
ined.

— Safety Considerations: Fully autonomous exploitation raises ethical and op-
erational concerns, particularly in environments that closely resemble real
enterprise networks.

— Dependence on FExecution Environment: The effectiveness of the system is
influenced by the configuration and tool availability of the attacker VM.

In summary, Cochise serves as an empirical investigation into the capabili-
ties and limitations of LLM-driven autonomous PenTesting in enterprise network
settings. Its primary contribution lies in demonstrating how planning, execution,
and feedback mechanisms behave when applied to realistic multi-host environ-
ments, thereby informing the design space and open challenges for future LLM-
powered offensive security systems.

5.15 PenForge
5.15.1 Introduction

PenForge [71] is an LLM-driven framework for automated web-application Pen-
Testing that dynamically constructs specialised expert agents during execution
rather than relying on pre-defined agents. The system is motivated by limita-
tions of two common paradigms in prior work: (i) single generic agents, which
often lack effectiveness in complex or zero-day scenarios, and (i) manually de-
signed attack-specific agents, which depend on handcrafted prompts and exhibit
limited adaptability across diverse vulnerabilities.

PenForge addresses these limitations by performing automated reconnais-
sance to gather contextual information about a target application and then in-
stantiating task-specific agents on demand using this context. The approach is
evaluated on CVE-Bench, a benchmark of critical real-world web-application
vulnerabilities. In the zero-day evaluation setting—where only the target URL
and candidate attack categories are provided—the system achieves a 30% ex-
ploit success rate, exceeding previously reported baselines. The authors frame
the work as an early exploration of dynamically generated expert agents for
scalable automated PenTesting.

5.15.2 Architecture and Workflow

PenForge adopts a hierarchical agent architecture centred on a high-level Meta-
Planner that orchestrates the overall attack process. The workflow comprises two
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Fig. 16: High-level architecture of Cochise, reproduced from Happe et al.
under fair use

sequential phases: (1) Target Reconnaissance and (2) Sequential Attack Attempts
(see Fig. [17).

During reconnaissance, the Meta-Planner collects contextual information about
the application, including accessible endpoints, parameters, and user-facing con-
tent. This phase employs three primary tools:

— FEndpointScanner, which probes the application to discover reachable paths
and potential entry points;

— WebPageReader, which extracts HTML and textual content to characterise
the interface and functionality;

— KnowledgeRetriever, which supplies external security knowledge relevant to
potential vulnerabilities.

Using the gathered information, the Meta-Planner ranks plausible attack
types and identifies candidate vulnerabilities.

In the second phase, the planner selects the most promising attack type and
invokes an Fxpert Agent Constructor to generate a specialised agent tailored
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to that context. Each constructed agent operates independently, executing an
observation-thought—action loop implemented via an AutoGPT [139] instance.
Execution traces are summarised and returned to the Meta-Planner, which uses
them to refine subsequent decisions. If an attempt fails, the planner constructs
a new agent for the next ranked attack type; the process repeats until success
or termination.

This design enables adaptive exploitation strategies without requiring pre-
defined attack agents or manual prompt engineering.

5.15.3 Evaluation

PenForge is evaluated using CVE-Bench, which comprises 40 critical web-application
vulnerabilities derived from publicly reported CVEs. Experiments focus on the
zero-day mode, where agents must autonomously discover vulnerabilities with-
out prior information about entry points or attack types.

Compared with baseline systems—including generic LLM agents and manu-
ally configured attack-specific agents—PenForge demonstrates higher exploita-
tion effectiveness. The system achieves a success@1 rate of approximately 20.5%
and a success@5 rate of 30% (12/40 cases), outperforming baselines that typi-
cally achieve at most 10% success under the same conditions. Successful exploits
are concentrated in vulnerability classes with clear externally visible interfaces,
such as administrative login mechanisms and outbound service endpoints.

Failure analysis indicates that incorrect tool selection or misuse remains a
primary limitation, suggesting that improved tool integration and domain knowl-
edge could further enhance performance.

5.15.4 Strengths

PenForge provides several contributions relevant to the design of LLM-based
PenTesting systems:

— Dynamic Agent Construction: Specialised agents are generated at runtime
using target-specific context, improving adaptability across vulnerability types.

— Context-Driven Reconnaissance: Systematic collection of application infor-
mation guides attack prioritisation and reduces reliance on predefined knowl-
edge.

— lterative Strategy Refinement: Feedback from failed attempts informs subse-
quent agent construction, enabling sequential exploration of attack paths.

— Benchmark-Based FEvaluation: The study provides empirical results on a
realistic vulnerability benchmark under a stringent zero-day setting.

5.15.5 Limitations
The authors identify several constraints that limit the current system:

— Tool Misuse: Incorrect tool selection or parameterisation frequently leads to
unsuccessful exploits.
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— Limited Scope: Evaluation is restricted to web-application vulnerabilities
represented in CVE-Bench.

— FEzxecution Constraints: Performance depends on the effectiveness of the un-
derlying AutoGPT [139] framework and LLM capabilities.

— Limited Explainability and Oversight: The framework provides limited mech-
anisms for human review or interpretability of agent actions.

5.15.6 Summary

PenForge demonstrates a context-aware approach to automated PenTesting in
which specialised agents are constructed dynamically during execution rather
than predefined in advance. By combining reconnaissance-driven analysis with
sequential exploitation attempts, the framework illustrates how adaptive agent
generation can improve performance in zero-day scenarios while highlighting
ongoing challenges in tool integration, scalability, and trustworthy deployment
of autonomous offensive security systems.
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Fig. 17: High-level architecture of PenForge, reproduced from [71] under fair use

5.16 VulnBot
5.16.1 Introduction

VulnBot [83] proposes an autonomous multi-agent architecture for orchestrating
PenTesting activities, inspired by the collaborative workflows of human PenTest-
ing teams. Unlike systems that focus on isolated tasks or rely heavily on human
intervention, VulnBot aims to automate multi-step attack workflows across real
or simulated environments. The framework decomposes PenTesting into three
classical phases—reconnaissance, scanning, and exploitation—and coordinates
specialised agents to execute these stages in a structured manner.

A central design goal is to reduce context loss and inefficiency commonly
observed in single-agent systems by distributing responsibilities across dedicated
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roles. The approach models the penetration process as interdependent tasks
organised within a structured execution plan, enabling the system to operate
with minimal human oversight while preserving continuity across stages.

5.16.2 Architecture and Workflow

VulnBot employs a collaborative multi-agent architecture governed by a Pene-
tration Task Graph (PTG), which represents tasks and their dependencies as a
directed acyclic graph. This structure ensures that subtasks are executed in a
logical sequence and avoids redundant or conflicting actions.

Role specialisation assigns distinct agents to different phases, preventing cog-
nitive overload and context mixing. Key modules include the following (see Fig.

19).

Planner: Determines the next task based on PTG state and prior outcomes.
— Generator: Converts abstract tasks into concrete tool-specific commands
(e.g., translating a reconnaissance task into an nmap invocation).
Ezecutor: Executes commands on the attack machine (e.g., Kali Linux),
maintaining an interactive shell and returning results.

— Summarizer: Condenses outputs and preserves essential context between
phases, including shell state.

Memory Retriever: Provides RAG by recalling relevant past actions.

The Generator and Executor together enable automated interaction with
target systems, simulating human keyboard activity and filtering excessively
long outputs to retain actionable information.

VulnBot supports three operational modes: automatic (fully autonomous),
manual (human executes commands), and semi-automatic (hybrid execution de-
pending on task type). Experimental evaluation focuses primarily on the auto-
matic mode to ensure objective measurement.

5.16.3 Evaluation

The system is evaluated on two benchmarks: AutoPenBench (see Section [5.23))
and the Al-Pentest-Benchmark using intentionally vulnerable machines. On Au-
toPenBench, VulnBot significantly outperforms baseline LLM configurations,
achieving a completion rate of 30.3% with Llama3.1-405B compared to 21.21%
for GPT-40 and 9.09% for the base Llama model.

Experiments on real machines show that VulnBot variants combined with
strong open-source models (e.g., Llama3.1-405B or DeepSeek-V3) can autonomously
complete multi-step attack sequences, especially when augmented with RAG. In
contrast, baseline models often require additional guidance or exhibit lower com-
pletion rates in complex multi-step tasks.

Ablation studies indicate that removing core components such as role spe-
cialisation, the PTG, or the Summarizer drastically reduces performance, high-
lighting the importance of coordinated multi-agent design.
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5.16.4 Strengths

VulnBot contributes several advantages to LLM-based PenTesting:

— Collaborative multi-agent design: Specialised roles emulate human team work-
flows and reduce context loss.

— Structured task planning: The PTG provides explicit dependency manage-
ment and ordered execution.

— Autonomous command ezecution: Generator and Executor modules translate
plans into concrete actions.

— Adaptive feedback loop: Summarisation and reflection mechanisms preserve
critical state across phases.

— Support for open-source models: Demonstrates competitive performance with-
out reliance solely on proprietary LLMs.

5.16.5 Limitations
Despite promising results, several limitations remain:

— Difficulty with non-textual data: The system cannot directly interpret graph-
ical outputs (e.g., tool GUIs), requiring manual descriptions in such cases.

— Incomplete real-world autonomy: Fully end-to-end success on complex real
systems remains challenging due to multi-step attack complexity.

— System complezity: Performance depends heavily on coordination among
multiple agents and modules.

— Reliance on textual interfaces: The approach assumes command-line inter-
action environments.

5.16.6 Summary

VulnBot demonstrates a structured, team-inspired approach to automated Pen-
Testing in which specialised agents collaboratively execute reconnaissance, scan-
ning, and exploitation tasks under the guidance of a task graph. By combin-
ing role specialisation, explicit planning, and automated command execution,
VulnBot achieves higher completion rates than single-agent baselines and illus-
trates the potential of multi-agent systems for autonomous offensive security.
At the same time, challenges in handling complex real-world environments and
non-textual data highlight the gap between controlled benchmarks and fully
autonomous PenTesting in practice.

5.17 AutoPT
5.17.1 Introduction

AutoPT [166] is an LLM-driven framework designed to investigate how close
current Al agents are to fully automated end-to-end Web PenTesting. Unlike
prior work that focuses on isolated tasks (e.g., PrivEsc or vulnerability scanning),
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Fig. 18: Overview of VulnBot, reproduced from [83| under fair use

AutoPT targets a simplified end-to-end black-box workflow focusing on scanning,
reconnaissance, and exploitation. The authors argue that existing automated
approaches either require extensive human interaction or lack rigorous evaluation
environments. To address this gap, they construct a realistic benchmark based
on OWASP Top-10 vulnerabilities deployed in reproducible environments and
use it to systematically evaluate LLM-based agents.

5.17.2 Architecture and Workflow

AutoPT is built around a Penetration-testing State Machine (PSM), inspired by
Finite State Machine (FSM) methodology. The design constrains the agent’s be-
haviour into structured stages that mirror real PenTesting practice while allow-
ing the LLM to reason within each state (see Fig. . The system is implemented
using LangChain and integrates external tools for scanning, reconnaissance, and
exploitation.

The workflow comprises five principal states:

— Scanning: Uses automated scanners to identify potential vulnerabilities.

— Selection: Prioritises candidate vulnerabilities based on likelihood of success-
ful exploitation.

— Reconnaissance: Gathers additional information relevant to the selected vul-
nerability.

— Exploitation: Attempts to exploit the vulnerability using generated com-
mands or payloads.
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— Check: Verifies whether the attack succeeded and determines subsequent
transitions.

By decomposing the task into explicit states, AutoPT mitigates common
agent failures such as losing context or pursuing irrelevant actions. State transi-
tions are observable, enabling clearer reasoning traces and improved reliability
compared with unconstrained agent frameworks.

5.17.3 Evaluation

The authors develop a dedicated end-to-end benchmark using vulnerable en-
vironments derived from platforms such as VulnHub, covering OWASP Top-10
vulnerabilities with varying complexity. Tasks include explicit success conditions
(e.g., retrieving sensitive data or executing commands), allowing objective mea-
surement of outcomes.

AutoPT is evaluated using several OpenAlI models (GPT-3.5, GPT-40, GPT-
40 mini) and compared against baseline agent frameworks, including ReAct and
a PenTesting task-tree approach. On the proposed benchmark, AutoPT improves
task completion rates from approximately 22% to 41% relative to ReAct-based
baselines, while also reducing execution time and API cost. The study further
analyses failure modes such as incorrect command generation, tool misuse, and
context-window limitations.

5.17.4 Strengths
AutoPT contributes several advances to LLM-based PenTesting research:

— End-to-End Focus: Targets a structured multi-stage PenTesting workflow
rather than isolated subtasks.

— State-Constrained Reasoning: The PSM architecture reduces chaotic explo-
ration and improves reliability.

— Realistic Benchmark: Provides a reproducible evaluation environment aligned
with real vulnerabilities.

— Efficiency Gains: Demonstrates improved success rates and reduced time/-
cost compared with prior agent frameworks.

5.17.5 Limitations
Despite its improvements, several limitations remain:

— Command Accuracy: The agent frequently generates incorrect or malformed
commands, leading to failures.

— Context Constraints: Long interaction histories can exceed model context

limits, degrading performance.

Looping Behaviour: Agents may become stuck on minor issues or repeatedly

attempt ineffective strategies.

— Model Dependence: Performance varies significantly across LLMs, indicating
limited robustness.
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5.17.6 Summary

AutoPT demonstrates that imposing structured control via a state-machine ar-
chitecture can substantially improve the effectiveness of LLM-driven agents for
end-to-end Web PenTesting. While the system does not yet reliably complete full
PenTesting processes, it provides strong evidence that constrained agent work-
flows combined with powerful language models can automate significant portions
of the PenTesting process, highlighting both the promise and the remaining chal-
lenges of fully autonomous offensive-security systems.
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Fig. 19: High-level architecture of AutoPT, reproduced from [166] under fair use

5.18 RapidPen
5.18.1 Introduction

RapidPen [103] is a fully autonomous PenTesting framework designed to achieve
the critical initial-access milestone of IP-to-Shell compromise without human in-
tervention. Unlike many prior LLM-based systems that emphasise post-exploitation
or require a HITL, RapidPen focuses specifically on obtaining an initial foothold
starting from only a target IP address. The system leverages LLMs combined
with retrieval-augmented knowledge and iterative command execution to au-
tonomously discover vulnerabilities, generate exploits, and establish shell access.

The authors argue that initial access is both the most challenging and the
most decisive phase of PenTesting, since subsequent activities such as PrivEsc
and lateral movement become significantly easier once a foothold is obtained.
RapidPen is therefore designed to provide a high-speed, low-cost solution capa-
ble of rapidly confirming whether initial shell access can be obtained under a
constrained IP-only, TCP-based threat model. In evaluation on the Hack The
Box Legacy machine, the system achieved shell access in approximately 200-400
seconds at a cost of roughly $0.3-$0.6 per run, demonstrating the feasibility of
automated IP-to-Shell testing.
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5.18.2 Architecture and Workflow

RapidPen adopts the ReAct paradigm, separating reasoning (“Re”) from action
(“Act”) within a closed feedback loop. The Re module performs task planning,
while the Act module generates and executes commands and analyses outcomes.
This cycle continues until a shell is obtained or the process terminates (see Fig.
20).

A central component of the reasoning process is an extended PTT, which rep-
resents the engagement as a dynamically evolving hierarchy of tasks. Each node
records task descriptions, execution results, and metadata, enabling structured
reasoning across multiple stages of the attack. The system augments the PTT
with environment metadata and stores it in a strict JSON schema to minimise
ambiguity and reduce LLM hallucinations.

RapidPen further enhances ReAct with two domain-specific RAG reposito-
ries:

— A command-generation knowledge base derived from offensive-security re-
sources (e.g., HackTricks), used to produce scanning and exploitation com-
mands;

— A repository of prior successful PenTesting sequences (“success cases”) rep-
resented as PTTs, enabling reuse of proven attack paths.

The Act module executes generated commands, analyses logs, and performs
self-correction when failures occur. A three-strike retry policy governs command
regeneration, while timeouts and errors trigger adaptive responses such as alter-
native tools or adjusted parameters. This design allows RapidPen to progress
autonomously without human supervision.

5.18.3 Evaluation

RapidPen was evaluated on the Hack The Box Legacy machine under a strict
IP-only threat model. Experiments compared configurations with and without
access to prior success-case data.

When success-case knowledge was available, the system achieved a 60% suc-
cess rate in obtaining a shell, compared with approximately 30% without such
data. Successful compromises typically occurred within 200-400 seconds. Failures
were often attributable to incorrect command generation, timeouts, repeated in-
effective attempts, or PTT-related reasoning errors.

Module-level analysis showed that command execution dominated runtime,
while task planning contributed most to LLM costs. Despite these overheads,
the overall cost per test remained below $0.60, suggesting practical feasibility
for automated security assessments. The experiments also demonstrated that
reusing prior successful exploit sequences can substantially accelerate discovery
of viable attack paths when similar vulnerabilities are present.
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5.18.4 Strengths

RapidPen introduces several design contributions relevant to autonomous offensive-
security systems:

— Full IP-to-Shell Automation: The system requires only a target IP address
and autonomously performs the initial-access exploitation workflow without
human intervention.

— Structured Task Reasoning: The extended PTT model enables coherent multi-
step planning and state tracking.

— Success-Case Reuse via RAG: Prior exploit sequences guide task generation
and improve efficiency on similar targets.

— Self-Correcting Ezecution Loop: Iterative command refinement allows recov-
ery from many execution failures.

— Low Cost and Fast Operation: Demonstrated compromises within minutes
at minimal financial cost.

5.18.5 Limitations

The authors acknowledge several constraints in the current prototype:

— Limited Scope: The system focuses on TCP-based initial access and excludes
web attacks, UDP exploits, and post-exploitation activities.

— Dependence on Known Techniques: Performance improves significantly when
prior success cases match the target vulnerability.

— Error Sensitivity: Fail-fast policies may terminate testing prematurely when
commands or dependencies are unavailable.

— Limited Generalisation: Effectiveness against novel or zero-day vulnerabili-
ties remains uncertain.

— FEthical Risks: Fully autonomous exploitation tools raise concerns regarding
misuse and require safeguards such as access control, rate limiting, monitor-
ing logs, and validation of authorised targets.

5.18.6 Summary

RapidPen shows that automated IP-to-Shell workflows can be implemented using
LLM-based planning, retrieval of exploit information, and iterative command ex-
ecution. By focusing on rapid initial shell acquisition rather than comprehensive
assessment, the framework targets early-stage initial-access exposure identifica-
tion. Its effectiveness depends on known vulnerabilities and curated knowledge
sources, and the work illustrates both the capabilities and limitations of automa-
tion with reduced human involvement in exploitation tasks.
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Fig. 20: High-level architecture of RapidPen, reproduced from [103] under fair
use

5.19 Incalmo
5.19.1 Introduction

Incalmo investigates whether LLMs can autonomously execute multistage
network attacks spanning reconnaissance, initial access, lateral movement, PrivEsc,
and data exfiltration across complex multi-host environments. Unlike many prior
systems that focus on single-host exploitation or isolated tasks, Incalmo targets
realistic enterprise scenarios in which attackers must coordinate actions across
multiple machines and network segments.

The authors observe that LLM agents operating directly at the command
level struggle with such long-horizon tasks due to issues including context bloat,
brittle asset tracking, and poor task prioritisation. Incalmo therefore introduces
an abstraction layer that allows the LLM to plan using high-level attack objec-
tives while delegating concrete execution to specialised domain-specific agents.
This design aims to reduce cognitive load on the model and enable coherent
reasoning across extended attack chains.

5.19.2 Architecture and Workflow

Incalmo adopts a planner—executor architecture that decouples strategic rea-
soning from low-level actions (see Fig. . The LLM functions primarily as a
planner that issues high-level tasks, while specialised agents translate these tasks
into executable operations. This separation is intended to mitigate common fail-
ure modes observed in earlier systems, such as generating incorrect commands
or losing track of previously acquired assets.

The framework defines five high-level declarative tasks:Scan, LateralMove,
EscalatePrivilege, FindInformation, and ExfiltrateData, inspired by the cyber
kill chain and MITRE ATT&CK. Supporting services, including an environment-
state service, an attack-graph service, and a C&C server service, help the plan-
ner and task agents reason about evolving multi-host attack paths and manage
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compromised assets. Supporting services provide structured knowledge about
the environment and maintain an attack graph that captures reachable hosts,
discovered vulnerabilities, and relationships among assets. These services allow
agents to reason about multi-host dependencies and coordinate actions across
the network.

Incalmo also incorporates environment-aware components that manage ac-
quired credentials, compromised hosts, and discovered data. By raising the ab-
straction level at which planning occurs and delegating execution to determin-
istic agents, the system reduces context complexity and improves reliability in
long-running attack sequences.

5.19.3 Evaluation

The system is evaluated using MHBench, a benchmark comprising 40 emulated
enterprise networks with varying topologies and vulnerabilities. Performance is
measured using three metrics: Success (acquisition of at least one critical asset),
TotalAcquisition (proportion of critical assets obtained), and Reliability (proba-
bility of success across repeated runs).

According to the authors, Incalmo achieves substantially higher effectiveness
than prior LLM-based systems. In experiments using the same underlying model,
Incalmo successfully acquired at least one critical asset in 37 out of 40 environ-
ments, whereas a leading baseline system succeeded in only 3. Successful attacks
typically required between 12 and 54 minutes and incurred modest computa-
tional cost(< $15 in LLM usage). The framework also demonstrated the ability
to obtain multiple critical assets across hosts, indicating effective coordination
of multistage attacks.

Ablation studies show that performance depends more on architectural ab-
stractions than on model size: smaller LLMs combined with Incalmo’s structure
often outperform larger models operating without such abstractions. Additional
experiments reveal that removing high-level task abstractions or environmental
services significantly degrades performance, highlighting their importance for
multi-host attack planning.

5.19.4 Strengths

Incalmo offers several contributions to the design of autonomous offensive-security
systems:

— Multi-Host Attack Capability: Supports coordinated operations across com-
plex enterprise networks rather than single targets.

— High-Level Task Abstraction: Enables strategic planning while offloading ex-
ecution to specialised agents, improving robustness.

— Attack Graph Integration: Maintains structured knowledge of compromised
assets and reachable paths.

— Benchmark-Driven Evaluation: Introduces MHBench for systematic assess-
ment of multistage red-team performance.
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— Model-Agnostic Design: Demonstrates effectiveness across diverse LLMs, in-
cluding smaller models.

5.19.5 Limitations
The authors identify several limitations and open challenges:

— Controlled Environments: Experiments are conducted on emulated networks
without active defenders.

— Known Vulnerabilities: The study focuses on attacks chaining existing tech-
niques rather than discovering novel exploits.

— Incomplete Asset Coverage: In some scenarios the system acquires only a
subset of available critical assets.

— Network-Reasoning Gaps: Performance may degrade when attacks require
coordinated actions across different network segments.

— Dual-Use Concerns: Fully autonomous red-team capabilities raise ethical
and security implications.

5.19.6 Summary

Incalmo demonstrates that autonomous multistage network attacks become fea-
sible when LLMs operate at a higher level of abstraction supported by domain-
specific agents and environmental services. By decoupling planning from execu-
tion and maintaining structured knowledge of compromised assets, the frame-
work significantly improves performance on complex enterprise scenarios com-
pared with prior approaches. Although evaluated only in controlled settings
with known vulnerabilities, Incalmo represents a major step toward realistic
autonomous red teaming and highlights the importance of architectural design
over raw model capability in long-horizon offensive-security tasks.

5.20 BreachSeek
5.20.1 Introduction

BreachSeek [19] presents a multi-agent automated PenTesting framework de-
signed to support vulnerability discovery and exploitation in networked environ-
ments. The system is motivated by the increasing scale and complexity of modern
infrastructures, where manual PenTesting can be time-consuming and difficult
to maintain consistently across diverse targets. BreachSeek aims to streamline
the PenTesting workflow by coordinating multiple specialised agents capable of
identifying vulnerabilities, executing attacks, and generating structured reports
with limited human intervention.

The framework leverages LLMs integrated through the LangChain and Lang-
Graph libraries to coordinate task execution and manage interactions between
components. Rather than relying on a single monolithic agent, BreachSeek dis-
tributes responsibilities across specialised roles to mitigate context-window lim-
itations and improve task management during multi-step testing activities. The
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Fig. 21: High-level architecture of Incalmo, reproduced from [140] under fair use

system is presented as an Al-driven multi-agent platform for automated PenTest-
ing of websites and networks, capable of identifying vulnerabilities, executing
exploits, and generating structured reports with limited human intervention.

5.20.2 Architecture and Workflow

BreachSeek employs a graph-based multi-agent architecture implemented using
LangGraph, in which individual agents operate as nodes within a distributed
workflow. This design allows the system to decompose complex PenTesting pro-
cesses into smaller tasks that can be executed independently while maintain-
ing coordination through a supervisory component. The architecture emphasises
modularity and task separation to improve scalability and reduce the likelihood
of context loss during extended interactions (see Fig. [22)).
The core workflow includes three principal components:

— Supervisor: Coordinates the overall PenTesting process by generating action
plans and determining subsequent steps based on observed results.

— Specialised Agents: Execute domain-specific tasks such as running security
tools, interacting with target systems, and collecting output data.

— FEwvaluator: Reviews execution results and assesses whether objectives have
been completed successfully.

A task-specific implementation includes additional functional roles. The Pen-
tester agent executes commands using standard PenTesting utilities through a
shell or Python interface, while the Recorder component maintains a running
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summary of activities and generates a final report describing the testing process.
This separation of responsibilities enables the system to coordinate sequential ac-
tions while preserving context across multiple steps. The architecture is deployed
within a Docker-based environment running a Kali Linux system, allowing the
agents to interact directly with command-line tools and target machines.

5.20.3 Evaluation

The system is evaluated using a controlled laboratory setup in which a Metas-
ploitable 2 VM is deployed on the same local network as the testing environment.
The evaluation focuses primarily on demonstrating functional capability rather
than comparative benchmarking against alternative systems. In this scenario,
BreachSeek successfully exploited vulnerabilities on the target system and ob-
tained root-level access after executing a sequence of automated actions.

The authors report that the complete attack process required approximately
150,000 tokens of interaction with the language model. The evaluation is quali-
tative in nature and is intended to illustrate feasibility rather than provide sta-
tistically rigorous performance metrics. The study notes that future work will in-
corporate quantitative evaluation methods using established testing frameworks
and certification-style benchmarks such as the OWASP Web Security Testing
Guide and the Offensive Security Certified Professional examination.

5.20.4 Strengths

BreachSeek introduces several practical design features relevant to automated
PenTesting research:

Graph-based multi-agent coordination: Task distribution across specialised
agents helps manage context complexity and supports multi-step workflows.
Integrated command execution: The system can interact directly with Pen-
Testing tools through a shell interface within a controlled environment.
Automated reporting: A Recorder component maintains a summary of ac-
tions and generates a final report describing the penetration testing process.
Container-based deployment: Use of Docker and Kali Linux supports repro-
ducible testing environments and flexible system configuration.

5.20.5 Limitations
Several limitations constrain the interpretation of the reported results:

— Limited evaluation scope: Experiments are conducted on a single intention-
ally vulnerable machine rather than a diverse set of targets.

— Absence of quantitative benchmarking: The study relies primarily on quali-
tative demonstration rather than systematic performance metrics.

— Controlled environment assumptions: Testing occurs within a local labora-
tory network without adversarial conditions or defensive monitoring.

— Dependence on predefined tools: The system operates by orchestrating ex-
isting PenTesting utilities rather than discovering novel exploitation tech-
niques.
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5.20.6 Summary

BreachSeek demonstrates a modular multi-agent approach to automated Pen-
Testing in which specialised components coordinate planning, execution, eval-
uation, and reporting tasks within a containerised testing environment. The
system illustrates the feasibility of integrating LLM-driven agents with conven-
tional PenTesting tools to automate multi-step attack workflows. However, the
evaluation remains limited to controlled laboratory scenarios, and future work
is expected to incorporate quantitative benchmarking and additional evaluation
frameworks.

.
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Fig. 22: The workflow of BreachSeek, reproduced from under fair use

5.21 PTGroup
5.21.1 Introduction

PTGroup presents an automated PenTesting framework that integrates
LLMs into a multi-agent workflow designed to execute PenTesting tasks through
iterative decision cycles. The system is motivated by the operational cost and
expertise requirements associated with traditional manual PenTesting, and aims
to reduce these burdens through structured automation. The framework adopts
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a reasoning-and-action paradigm inspired by the ReAct methodology, in which
the system repeatedly performs Thought-Act-Observe cycles to guide testing
activities and interpret feedback from the target environment.

Rather than introducing novel exploitation techniques, PTGroup focuses on
orchestrating existing PenTesting tools within a coordinated workflow. The au-
thors emphasise that the framework leverages the prior knowledge encoded in
LLMs to guide decision-making without additional model training. Experimen-
tal results demonstrate that the system can adapt to different LLM back-ends
and that its performance improves when more capable models are used.

5.21.2 Architecture and Workflow

PTGroup implements a structured multi-agent architecture in which specialised

agents correspond to stages of the Thought—Act—Observe loop. The system is

designed to run on a Kali Linux environment, allowing agents to interact directly

with standard PenTesting utilities through command-line execution (see Fig. .
The architecture comprises four principal agents:

— Master: Serves as the central decision-making component responsible for gen-
erating recommendations and determining subsequent testing actions based
on the current system state.

Actor: Converts the Master’s recommendations into executable commands
and interacts with the target environment through PenTesting tools.

— Fizer: Corrects malformed or non-standard command outputs generated by
the Actor, using a predefined blacklist to detect known execution errors.
Assistant: Maintains a log of actions and outcomes, recording key infor-
mation such as IP addresses, open ports, and execution results to support
subsequent decision cycles.

The workflow begins when a user provides a target IP address, after which the
Master typically initiates reconnaissance activities such as port scanning. The
resulting observations are logged by the Assistant and incorporated into the next
decision cycle, enabling the system to progress iteratively until a vulnerability
is successfully exploited. Fig. illustrates this closed-loop interaction between
agents, the Kali Linux environment, and the target system.

To improve robustness across different vulnerability scenarios, the authors
introduce a multiple prompt chains mechanism. Each prompt chain represents a
predefined strategy for handling a class of vulnerabilities, such as password brute-
forcing or exploit selection in Metasploit. The system automatically transitions
between prompt chains when predefined iteration limits are reached, allowing it
to explore alternative strategies when earlier attempts fail (see Fig. .

5.21.3 Evaluation

The evaluation is conducted in a controlled virtual laboratory environment in
which PTGroup is deployed on a Kali Linux container and tested against inten-
tionally vulnerable systems, including Metasploitable 2, Vulhub environments,
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and Windows VMs. The experimental setup uses a single network segment with-
out lateral movement scenarios.

The results demonstrate that PTGroup can successfully exploit several well-
known vulnerabilities, including Vsftpd 2.3.4, OpenSSH 4.7, Telnet services,
and MS17-010. However, the system fails to exploit certain services, such as
Apache 2.2.8, primarily due to incorrect exploit selection or parameter configu-
ration errors. The performance analysis also shows that the success rate increases
when more capable language models are used, with GPT-4 producing more re-
liable outcomes than GPT-3.5 in the same testing scenarios.

The evaluation focuses on demonstrating feasibility and operational behaviour
rather than benchmarking performance against alternative systems or testing in
adversarial production environments.

5.21.4 Strengths

PTGroup introduces several design features relevant to automated PenTesting
research:

— Structured Thought—Act—Observe workflow: The iterative decision loop pro-
vides a clear mechanism for integrating reasoning, execution, and feedback.

— Multi-agent role separation: Distinct agents handle planning, execution, cor-
rection, and logging tasks, improving modularity and workflow clarity.

— Prompt-chain strategy switching: Predefined prompt sequences allow the sys-
tem to transition between alternative attack strategies when progress stalls.

— Compatibility with standard tools: Deployment on Kali Linux enables direct
interaction with widely used PenTesting utilities.

5.21.5 Limitations
Several constraints limit the generality of the reported results:

— Controlled laboratory evaluation: Experiments are conducted in isolated vir-
tual environments rather than realistic enterprise networks.

— Dependence on predefined prompt strategies: The system relies heavily on
manually designed prompt chains, requiring substantial human effort to con-
figure.

— Limited attack scope: The evaluation focuses primarily on single-host ex-
ploitation scenarios without lateral movement or defensive countermeasures.

— Sensitivity to model capability: Performance varies significantly with the un-
derlying LLM, indicating limited robustness across model configurations.

5.21.6 Summary

PTGroup demonstrates a structured multi-agent approach to automated Pen-
Testing in which LLM-driven components coordinate planning, execution, cor-
rection, and logging activities within an iterative workflow. The framework il-
lustrates how prompt-based strategy switching can support automated exploita-
tion of common vulnerabilities using existing PenTesting tools. However, the
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evaluation remains limited to controlled testing environments, and the system’s
effectiveness in more complex or adversarial settings is not established.

5.22 ICSSPulse
5.22.1 Introduction

ICSSPulse |148] is a modular, open-source platform designed to support Pen-
Testing activities targeting Industrial Control System (ICS) communication pro-
tocols. The system provides a lightweight web-based environment that integrates
network discovery, protocol-aware interaction with industrial services, and auto-
mated reporting capabilities.

Unlike traditional PenTesting frameworks that primarily target enterprise
IT systems, ICSSPulse focuses on Operational Technology (OT) environments
where industrial protocols such as Modbus and OPC UA are widely used. These
protocols often expose operational data and control interfaces that may be
weakly authenticated or improperly segmented within industrial networks. IC-
SSPulse addresses this gap by enabling controlled and reproducible security as-
sessments of ICS communication channels in simulated environments, thereby
facilitating research, training, and educational experimentation in ICS cyberse-
curity.

A distinctive feature of ICSSPulse is the integration of a LLM (LLM)-assisted
reporting component that automatically converts technical findings into struc-
tured executive and technical reports with mitigation guidance aligned with the
MITRE ATT&CK for ICS framework. This capability demonstrates how LLMs
can support the reporting phase of PenTesting workflows by translating low-level
technical artefacts into actionable security documentation.

5.22.2 Architecture and Workflow

ICSSPulse is implemented as a modular web-based platform built around a uni-
fied graphical user interface (GUI) that coordinates PenTesting activities across
multiple backend components. The architecture separates user interaction, proto-
col processing, and reporting modules, enabling extensibility and reproducibility
in experimental settings.

The platform consists of several core modules:

— Network Scanning Module: Integrates the RustScan tool within a con-
tainerised environment to perform host discovery and port scanning.

— Modbus Handler: Implements protocol-aware enumeration and interac-
tion with Modbus services using the pymodbus library, supporting read
and write operations on coils and registers.

— OPC UA Handler: Enables namespace discovery, variable enumeration,
and read/write interaction with OPC UA nodes using the python-opcua
framework.

— LLM-Assisted Reporting Module: Aggregates scan and interaction arte-
facts and generates structured security reports using a GPT-based model.
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These components operate through a central orchestration layer that receives
user inputs from the GUI and dispatches tasks to protocol-specific handlers. In-
termediate results are stored as machine-readable artefacts (e.g., JSON outputs),
allowing them to be visualised in the interface or aggregated for later report-
ing. This modular design allows ICSSPulse to incorporate additional industrial
protocols without modifying the user interface or existing modules.

5.22.3 Integration with the PenTesting Lifecycle

ICSSPulse is designed to support multiple stages of the PenTesting lifecycle in
ICS environments. The platform provides configurable mechanisms for planning,
reconnaissance, enumeration, exploitation, and reporting within a controlled lab-
oratory setting.

— Planning and Reconnaissance: Users configure target IP addresses, ports,
protocol parameters, and operation types through the web interface.

— Scanning and Enumeration: Integrated scanning capabilities identify ac-
tive hosts and services, while protocol handlers enumerate accessible regis-
ters, nodes, and address ranges.

— Vulnerability Analysis: Structured outputs enable analysts to identify
insecure protocol behaviour, such as unauthenticated Modbus access or ex-
posed OPC UA endpoints.

— Exploitation: Protocol handlers support controlled read/write interactions
with Modbus registers and OPC UA variables to evaluate potential manip-
ulation of industrial processes.

— Post-Exploitation Observation: Device responses and state changes are
displayed through the interface, allowing analysts to observe the impact of
protocol-level actions.

— Reporting and Remediation: Collected artefacts are consolidated into
automated reports generated by the LLM-assisted reporting module.

This lifecycle integration allows the platform to simulate realistic ICS Pen-
Testing workflows while maintaining operational safety by operating on simu-
lated industrial services rather than live infrastructure.

5.22.4 Evaluation Methodology

The authors evaluate ICSSPulse using several simulated industrial environments.
For Modbus testing, two scenarios are employed: a synthetic Modbus TCP server
implemented using the pymodbus library and a Factory I/O water-treatment
simulation representing a simplified industrial process. These testbeds allow the
platform to perform device discovery, register enumeration, and controlled ma-
nipulation of process variables.

For OPC UA evaluation, a custom Python-based OPC UA server simulating
an industrial production line is deployed. The namespace includes sensor and
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actuator nodes representing temperature measurements and motor control vari-
ables. Using ICSSPulse, the platform successfully discovers endpoints, enumer-
ates namespace structures, retrieves variable metadata, and performs read/write
operations on process nodes.

Finally, the LLM-assisted reporting module aggregates scanning outputs and
interaction artefacts to generate both executive summaries and detailed techni-
cal reports describing the observed vulnerabilities and recommended mitigation
strategies.

5.22.5 Strengths

ICSSPulse contributes several capabilities relevant to LLM-assisted PenTesting
in industrial environments:

ICS-Specific Focus: Targets industrial communication protocols such as Mod-

bus and OPC UA rather than traditional enterprise services.

— Modular Architecture: Separates scanning, protocol interaction, and report-
ing components to support extensibility.

— Web-Based Accessibility: Provides a user-friendly interface that facilitates
training and experimentation.

— LLM-Assisted Reporting: Demonstrates how language models can automate

the translation of technical findings into structured security reports.

5.22.6 Limitations

The authors note several limitations in the current version of the platform:

— Protocol Scope: The system currently supports only Modbus and OPC UA
protocols.

— Simulation-Based Fvaluation: Experiments rely on simulated industrial en-
vironments rather than large-scale operational deployments.

— Limited Post-Ezploitation Coverage: System-level attacks such as PrivEsc
or lateral movement are not implemented.

— Scalability Constraints: The Python-based implementation and containerised
execution environment may limit performance in larger infrastructures.

5.22.7 Summary

ICSSPulse demonstrates how modular PenTesting platforms can be adapted for
ICS environments and augmented with LLM capabilities to automate report-
ing and analysis tasks. By combining protocol-aware enumeration, controlled
exploitation of industrial communication channels, and automated report gen-
eration, the platform provides a practical environment for studying ICS security
assessment workflows. While currently limited to simulated environments and a
small set of protocols, ICSSPulse illustrates the potential of integrating LLM-
assisted components into industrial PenTesting pipelines.
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5.23 AutoPenBench
5.23.1 Introduction

AutoPenBench [54] is an open benchmark framework designed to evaluate gener-
ative agents for automated PenTesting in a standardised and reproducible man-
ner. While prior work has demonstrated LLM-driven PenTesting capabilities,
meaningful comparison has been hindered by the absence of common evaluation
environments and metrics. AutoPenBench addresses this gap by providing a col-
lection of realistic vulnerable systems together with a structured methodology
for measuring agent progress and success.

The benchmark comprises 33 tasks implemented as containerised vulnera-
ble systems, spanning both simplified ‘in-vitro’ scenarios and realistic real-world
vulnerabilities derived from publicly disclosed CVEs. Each task follows a CTF
paradigm in which the agent must discover, exploit, and retrieve a hidden flag.
The framework also supports evaluation of different agent architectures and LLM
back-ends under identical conditions, enabling controlled comparison of auton-
omy, reliability, and performance.

5.23.2 Architecture and Workflow

AutoPenBench defines a complete virtual PenTesting infrastructure consisting of
(i) an agent workstation running Kali Linux and standard offensive tools, (ii) one
or more vulnerable containers representing target systems, and (iii) an isolated
virtual network enabling unrestricted interaction across protocols. Agents can
execute arbitrary commands within this environment rather than being limited
to predefined tools, allowing more realistic attack behaviour.

A key contribution of the framework is its milestone-based evaluation method-
ology. Each task is decomposed into:

— Command Milestones, representing specific actions (e.g., discovering a host,
exploiting a vulnerability);

— Stage Milestones, representing higher-level phases of the attack lifecycle (e.g.,
discovery, infiltration, exploitation, flag capture).

Agent progress is quantified using a Progress Rate metric based on achieved
milestones, enabling fine-grained analysis even when tasks are not fully solved.
The framework also supports automatic verification of milestone completion us-
ing LLM-as-a-Judge evaluation with optional manual correction.

To demonstrate the benchmark’s utility, the authors implement two gen-
erative agent architectures based on a ReAct-style reasoning loop: a fully au-
tonomous agent and a semi-autonomous agent that accepts human guidance
through sub-task instructions.
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5.23.3 Evaluation

Experiments are conducted across all 33 tasks using GPT-40 as the underlying
model. Results reveal a substantial gap between autonomous and human-assisted
performance. The fully autonomous agent achieves an overall success rate of ap-
proximately 21%, performing moderately on simple in-vitro tasks but solving
only a single real-world vulnerability. In contrast, the assisted agent attains a
64% success rate, with particularly strong results on realistic CVE-based sce-
narios.

Detailed analysis shows that both agents perform reliably in early recon-
naissance stages (e.g., host discovery) but frequently fail during vulnerability
exploitation and parameter configuration. The benchmark also exposes vari-
ability across repeated runs, highlighting the impact of LLM stochasticity on
operational reliability.

5.23.4 Strengths

AutoPenBench offers several contributions for research on LLM-based offensive
security systems:

— Standardised Evaluation Framework: Provides a common platform for com-
paring PenTesting agents under controlled conditions.

— Realistic Test Environment: Uses containerised vulnerable systems and un-
restricted command execution to approximate real PenTesting workflows.

— Fine-Grained Metrics: Milestone-based scoring captures partial progress, en-
abling deeper diagnostic analysis than binary success measures.

— Support for Human-AI Collaboration Studies: Enables direct comparison be-
tween autonomous and assisted agent paradigms.

5.23.5 Limitations

The authors acknowledge several limitations of the benchmark:

— Limited Scenario Coverage: Although diverse, the task set cannot fully rep-
resent the complexity of large enterprise environments.

— Dependence on Known Vulnerabilities: Real-world tasks rely on publicly doc-
umented CVEs with available exploits, potentially favouring memorisation.

— FEvaluation Overhead: Running large benchmark campaigns requires numer-
ous LLM calls and extensive experiment execution.

— Residual Human Oversight: Manual intervention may still be required for
evaluation correction and assisted-agent operation.

5.23.6 Summary

AutoPenBench provides one of the first comprehensive open benchmarks for eval-
uating LLM-driven PenTesting agents. Its containerised infrastructure, milestone-
based metrics, and support for both autonomous and human-assisted modes
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enable rigorous comparison of agent capabilities while revealing current limita-
tions in reliability and exploitation performance. As such, the framework serves
as an important foundation for future research on trustworthy and reproducible
autonomous offensive security systems.

5.24 CyberExplorer
5.24.1 Introduction

CyberExplorer [126] is a behaviour-centric benchmark and evaluation framework
designed to assess the offensive security capabilities of LLM-based agents in re-
alistic, open-ended attack environments. Unlike prior benchmarks that present
isolated challenges with predefined goals, CyberExplorer simulates a multi-target
system in which agents must autonomously discover vulnerable services, priori-
tise targets, and execute exploitation without prior knowledge of vulnerability
locations.

The framework addresses a key limitation in existing evaluations: most prior
studies assess agents in closed-world settings where success is measured solely
by flag retrieval from a single service instance. In contrast, CyberExplorer in-
troduces an Open Environment Offensive Security Task in which multiple vul-
nerable services coexist within a shared environment, requiring reconnaissance,
hypothesis revision, and decision-making under uncertainty. This approach aims
to better approximate real-world PenTesting scenarios.

5.24.2 Architecture and Workflow

CyberExplorer comprises two tightly coupled components: a realistic simula-
tion environment and a reactive multi-agent system. The environment is im-
plemented as a VM hosting 40 web-based vulnerable services deployed as inde-
pendent Docker containers and exposed via network ports, forming a partially
observable attack surface. Agents must infer service identities and vulnerabilities
through probing and interaction feedback rather than explicit guidance.

The agent architecture follows a reconnaissance—analysis—execution workflow
coordinated by supervisory components. As illustrated in Fig. the system in-
cludes specialised roles such as reconnaissance agents, executor agents, a super-
visor, and a critic that provides trajectory corrections. During reconnaissance,
entry points (e.g., open ports and services) are identified and queued for ex-
ploration. Exploration is then performed in parallel by sandboxed agent teams
interacting with individual services.

Each team consists of a sequence of short-lived agents that inherit knowledge
from predecessors, including discovered vulnerabilities, failed attempts, and con-
textual findings. To mitigate inefficient search, the framework introduces mech-
anisms such as:

— Supervisor-guided task directives derived from prior exploration history;
— Self-reflection checkpoints triggered at predefined budget thresholds;
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— Critic interventions that suggest alternative strategies when progress stalls;
— Farly termination heuristics to abandon unproductive targets.

Agents operate within containerised environments equipped with offensive
security tools, enabling realistic interaction with target services. This design
supports both parallel exploration across entry points and sequential refinement
within each target.

5.24.3 Benchmark Design

The CyberExplorer benchmark is constructed from 40 web-based CTF chal-
lenges drawn from multiple sources, including NYU CTF Bench, Google CTF,
Hack The Box, HKCERT CTF, Project Sekai CTF, and CodeGate. The chal-
lenges span common vulnerability classes such as injection flaws, authentication
bypasses, logic errors, and misconfigurations.

Unlike conventional benchmarks, success depends not only on exploitation
ability but also on reconnaissance effectiveness, target selection, and resilience to
false positives. Because multiple vulnerable services coexist in a single environ-
ment, agents must prioritise among competing hypotheses rather than solving
independent tasks sequentially.

5.24.4 Evaluation Methodology

CyberExplorer evaluates agents across a broad set of behavioural metrics rather
than binary success alone. Experiments are conducted under fixed budgets to
ensure fair comparison across models. Performance measures include correct-
ness (true/false positives), interaction efficiency, coordination behaviour, failure
persistence, and vulnerability discovery signals.

Empirical results reveal substantial differences across models. For example,
higher-performing models demonstrate rapid convergence and stable reasoning
with fewer interaction rounds, whereas weaker models exhibit prolonged explo-
ration with low precision. Time-to-first-flag and agent utilisation metrics further
distinguish early efficiency from sustained reasoning quality. Dead-end trajecto-
ries typically consume significantly more rounds and cost than successful ones,
indicating persistence in incorrect hypotheses.

Importantly, the framework also measures partial intelligence extraction.
Agents often surface misconfigurations or vulnerability indicators even when
exploitation fails, providing useful reconnaissance output analogous to real Pen-
Testing reports.

5.24.5 Strengths

CyberExplorer contributes several capabilities for evaluating LLM-based offen-
sive systems:

— Open-Environment Evaluation: Simulates realistic multi-target systems rather
than isolated tasks.
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— Reactive Multi-Agent Coordination: Supports parallel exploration with su-
pervisor and critic guidance.
— Behaviour-Centric Metrics: Analyses reasoning efficiency, coordination dy-

namics, and failure modes.
— Security-Relevant Signal Extraction: Captures vulnerability findings even
without successful exploitation.

5.24.6 Limitations
The authors acknowledge several constraints:

— Web-Centric Scope: The benchmark focuses on web services and does not
cover client-side, kernel, or post-exploitation scenarios.

— Budget Sensitivity: Fixed interaction limits may influence observed behaviour
and persistence patterns.

— Trace-Based Analysis: Evaluation relies on observable actions rather than

internal model reasoning.
— Controlled Environment: Results may not fully generalise to real-world sys-
tems with dynamic conditions.

5.24.7 Summary

CyberExplorer introduces a behaviour-focused paradigm for evaluating autonomous
offensive security agents in realistic, open-ended environments. By combining
a multi-service benchmark with a reactive multi-agent framework, it exposes
aspects of agent performance—such as coordination quality, hypothesis man-
agement, and persistence under uncertainty—that are not visible in traditional
success-only benchmarks. The framework thus provides a foundation for more
comprehensive assessment of LLM-driven PenTesting systems and highlights the
importance of analysing how agents operate, not merely whether they succeed.

5.25 LLM Pentest Benchmark
5.25.1 Introduction

Isozaki et al. [75] present one of the first open benchmarks aimed at evaluat-
ing LLMs for end-to-end PenTesting under constrained human assistance. Prior
work typically examined isolated tasks—such as exploitation or PrivEsc—or re-
lied heavily on human operators, making it difficult to measure true autonomy
(see Fig. . The authors argue that progress in LLM-based offensive security
requires a standardised, reproducible benchmark covering the major technical
phases of host-based PenTesting, especially reconnaissance, exploitation, and
PrivEsc.

To address this gap, the study introduces a publicly available benchmark
based on vulnerable VMs and evaluates it using the PentestGPT framework
with two state-of-the-art models: GPT-40 and Llama 3.1-405B. The results high-
light both the promise and current limitations of LLMs, showing that neither
model can complete an end-to-end penetration test without substantial human
assistance.
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5.25.2 Benchmark Design and Methodology

The benchmark is constructed using freely available VulnHub machines to en-
sure reproducibility and accessibility, avoiding paywalled platforms. Tasks are
derived from public walkthroughs and categorised into four major PenTesting
phases: reconnaissance, general techniques, exploitation, and PrivEsc. The dis-
tribution of tasks reflects real-world workflows, with reconnaissance dominating
early stages and exploitation and PrivEsc appearing later.

Strict rules are defined to minimise human involvement while maintaining
feasibility. For example, the number of attempts per task is limited, GUI-based
tools may require human interaction, and full outputs—such as HTML con-
tent—must be provided to the model when visiting websites. Unlike earlier
benchmarks that halted evaluation after failure, this framework assesses per-
formance across all tasks to obtain a comprehensive profile of strengths and
weaknesses.

The benchmark adopts Pentest GPT’s task structure but clarifies operational
boundaries, defines success criteria, and standardises evaluation procedures. This
approach enables systematic comparison across models and PenTesting stages.

5.25.3 Evaluation

Experiments compare GPT-40 and Llama 3.1-405B across machines of varying
difficulty. Overall, Llama 3.1-405B demonstrates, according to this study, su-
perior performance, particularly on easy and medium scenarios, although both
models degrade sharply as complexity increases. Success rates are highest for
reconnaissance and general techniques, while exploitation and PrivEsc remain
challenging.

Notably, neither model achieves root privileges on any machine in a fully
autonomous manner, underscoring the gap between current capabilities and real-
world PenTesting. Performance analysis shows that models often become less
effective as tasks progress, suggesting difficulties with long-horizon reasoning
and state tracking.

5.25.4 Ablation Studies

The authors conduct ablation studies (see Fig. to identify factors limiting
performance and to improve the PentestGPT framework. Three cumulative en-
hancements are evaluated:

— Summary Injection: Maintaining a persistent summary of prior progress to
mitigate forgetting.

— Structured Task Lists: Replacing natural-language task trees with explicit
to-do lists to reduce hallucinations and improve planning.

— Retrieval-Augmented Context (RAG): Incorporating external knowledge from
security resources such as HackTricks to support decision-making.
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Results indicate that the cumulative ablation 3 setting, which adds RAG
on top of summary injection and structured task management, produces the
strongest overall performance on the evaluated boxes, although the authors re-
main cautious about whether structured task lists are always beneficial.

5.25.5 Strengths

The benchmark contributes several features:

— Broad Workflow Coverage: Covers major technical stages of PenTesting—
from reconnaissance through exploitation and privilege escalation—rather
than focusing on a single isolated phase.

— Reproducibility: Uses publicly available vulnerable machines and open-source
resources.

— Detailed Performance Analysis: Provides fine-grained insights across task
categories and difficulty levels.

— Architectural Insights: Demonstrates the importance of memory mechanisms,
structured planning, and external knowledge.

5.25.6 Limitations

Several constraints limit the current study:

— HITL Requirement: Some tasks still require human execution or interpreta-
tion.

— Static Vulnerability Scenarios: Evaluation relies on known vulnerable sys-
tems rather than live environments.

— Limited Autonomy: Models cannot complete end-to-end tests independently.

— Potential Data Leakage: Public walkthroughs may overlap with training
data.

— Limited Ablation Scope: Due to cost and time constraints, the ablation study
is conducted on only two boxes.

5.25.7 Summary

This work establishes a foundational benchmark for evaluating LLM-driven Pen-
Testing systems and demonstrates that current models remain far from au-
tonomous offensive capability. While LLMs show competence in early-stage re-
connaissance, they struggle with exploitation, PrivEsc, and long-horizon coordi-
nation. The study highlights the critical role of structured planning, persistent
memory, and retrieval mechanisms, providing a roadmap for future research to-
ward reliable automated PenTesting.
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5.26 Cybench: Evaluating Cybersecurity Capabilities and Risks of
LLMs

5.26.1 Introduction

Zhang et al. [179] introduce Cybench, an open benchmarking framework designed
to systematically evaluate the cybersecurity capabilities and risks of large lan-
guage models (LLMs). Rather than focusing on a single exploitation scenario,
Cybench evaluates LLM-based agents across a diverse collection of professional-
level CTF challenges representing realistic security tasks. The benchmark aims
to provide a reproducible and standardised evaluation environment for measur-
ing how effectively LLMs can perform complex cybersecurity activities such as
vulnerability analysis, exploitation, reverse engineering, and digital forensics. All
benchmark artefacts—including task definitions, evaluation scripts, and support-
ing infrastructure—are publicly released to support transparent and repeatable
experimentation®)]

5.26.2 Architecture and Workflow

Cybench is implemented as an automated evaluation pipeline that integrates
LLM agents with controlled execution environments. Each benchmark task is
defined by three primary components: a textual task description specifying the
objective (typically capturing a flag), a set of starter files available to the agent,
and an evaluator that verifies task completion. Starter files may include local
artefacts (e.g., source code or configuration files) as well as references to remote
task servers hosting vulnerable services (see Fig. .

Tasks are instantiated in a sandboxed environment built around a Kali Linux
Docker container, which serves as the agent’s execution environment. The con-
tainer provides standard command-line tools and allows the agent to interact
with both local files and remote task servers through network requests. Remote
services are hosted in separate Docker containers connected within the same
virtual network.

The evaluation agent follows an iterative act—ezxecute—update loop. At each
step, the agent generates an action (typically a shell command) based on its
current memory, which includes the initial task prompt and recent interaction
history. The command is executed within the environment, producing an ob-
servation that is returned to the agent and incorporated into its memory for
subsequent reasoning steps.

Task success is determined automatically through evaluators that verify whether
the agent submits the correct solution or produces a unique flag string indicating
successful exploitation. In addition to binary task success, the framework also
records metrics such as token usage and execution time to support comparative
evaluation. The framework is model-agnostic and supports both proprietary and
open-source LLMs accessed through APIs or local deployments.

89 https://cybench.github.io/
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5.26.3 Evaluations and Results

Using Cybench, the authors evaluate 8 modern LLMs on a benchmark compris-
ing 40 professional-level CTF tasks. These tasks span several common cyberse-
curity domains, including web exploitation, cryptography, reverse engineering,
digital forensics, and binary exploitation. The evaluation includes both propri-
etary models (e.g., GPT-4o, Claude 3 family, Gemini models) and open-source
models (e.g., LLaMA-based and Mixtral models).

Results indicate that while recent LLMs demonstrate emerging capabilities in
solving structured security challenges, their performance remains limited. Even
the strongest models solve only a subset of the tasks, highlighting the difficulty
of multi-step reasoning and tool interaction required in realistic cybersecurity
problems. Proprietary models generally outperform open-source alternatives, al-
though significant variability is observed across task categories.

5.26.4 Strengths

Cybench introduces several valuable contributions to the study of LLM capabil-
ities in cybersecurity:

— Comprehensive benchmark design. By using professional-level CTF chal-
lenges, the benchmark captures a diverse range of practical cybersecurity
tasks.

— Reproducible evaluation. All benchmark artefacts, including tasks, evalua-
tion scripts, and infrastructure, are publicly released to enable transparent
comparison between models.

— Realistic execution environment. Sandboxed environments allow LLM agents
to interact with tools and systems in a controlled yet realistic setting.

— Model-agnostic framework. The evaluation pipeline supports both propri-
etary and open-source LLMs, facilitating broad comparative studies.

5.26.5 Limitations
Despite its contributions, several limitations remain:

— Benchmark scope. The evaluation is based on CTF-style tasks, which may
not fully capture the complexity of real-world PenTesting or large-scale in-
trusion campaigns.

— Limited multi-stage attack evaluation. While individual tasks may involve
multiple steps, the framework does not yet evaluate long, multi-phase attack
chains typical of real engagements.

— Tool interaction constraints. Agents operate within predefined execution en-
vironments and tool sets, which may differ from the flexibility available to
human security professionals.

— Performance variability. Results vary significantly across task categories,
indicating that current LLMs remain inconsistent in complex cybersecurity
reasoning tasks.
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5.26.6 Summary

Overall, Cybench provides an open and reproducible benchmark for evaluating
LLM capabilities in cybersecurity contexts. The framework enables systematic
comparison of models on realistic security challenges and offers a foundation
for future research into LLM-assisted offensive and defensive security workflows.
The results highlight both the emerging potential of LLM-based agents and the
significant limitations that remain in their ability to solve complex cybersecurity
tasks autonomously.

5.27 HackSynth
5.27.1 Introduction

HackSynth [100] is an LLM-driven autonomous PenTesting agent evaluated us-
ing controlled CTF-style benchmarks. Rather than targeting real enterprise envi-
ronments, the system focuses on reproducible experimentation across structured
tasks, aiming to quantify (i) how effectively different base models can solve chal-
lenges end-to-end, and (ii) how inference-time parameters (e.g., temperature and
top-p) affect success, diversity of commands, and operational safety.

5.27.2 Architecture and Workflow

HackSynth follows a lightweight two-module control loop. A Planner proposes
the next command to execute (formatted in explicit command tags), while a
Summariser condenses terminal feedback into a compact state for the next plan-
ning step (see Fig. . The agent operates inside a restricted, non-interactive
shell, which intentionally prevents typical human workflows (e.g., using interac-
tive editors). As a result, HackSynth often substitutes CLI-native alternatives
(e.g., auto-formatters or stream editors) when fixing code or patching files.

For benchmark runs, the agent is allowed a fixed budget of iterative plan—
execute-summarise steps (20 loops). The study also explores how observation-
window limits interact with summarisation, and how sampling choices influence
rare-command usage and error rates.

5.27.3 Evaluation

HackSynth is evaluated on two CTF-derived benchmarks: (i) a PicoCTF subset
(120 tasks) spanning categories such as general, forensics, crypto, web, revers-
ing, and binary exploitation; and (ii) an OverTheWire benchmark (80 tasks)
that emphasises staged interaction (often requiring frequent use of commands
such as ssh and curl). The authors benchmark eight instruction-tuned models
(including GPT-40, GPT-40-mini, and several open-weight families).

With the benchmark settings fixed to temperature = 1 and top-p = 0.9, GPT-
4o achieves the best overall performance, solving 41/120 PicoCTF challenges
and 32/80 OverTheWire challenges. Larger open models (e.g., Llama-3.1-70B
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and Qwen2-72B) trail GPT-40 but outperform smaller local models on average.
The paper also reports that (a) performance is broadly stable up to temperature
1 but degrades at higher temperatures as command quality worsens and failure
rates rise, and (b) increasing top-p slightly improves completion and increases
the likelihood of selecting rarer commands.

5.27.4 Strengths

HackSynth offers several contributions for the evaluation of LLM-aided offensive-
security agents:

— Reproducible agent benchmark: A clear, repeatable setup for comparing mul-
tiple LLM backbones on the same task suites.

— Ezxplicit control loop: A simple Planner—Summariser design that isolates key
behaviours (command generation, feedback compression, and iterative re-
finement).

— Parameter sensitivity analysis: Systematic exploration of temperature, top-
p, and observation-window sizing, linking them to success, errors, and com-
mand diversity.

— Behavioural insights: Examples showing how constraints (non-interactive
shell) force tool substitutions and can yield surprisingly creative command-
line strategies.

5.27.5 Limitations

The authors highlight several constraints that affect interpretation and deploy-
ment:

— Ezternal validity: CTF tasks may not reflect real penetration tests (e.g.,
multi-host uncertainty, stealth, and socio-technical constraints), and some
solutions may benefit from memorisation.

— Safety and operational risk: At higher temperatures, the Planner can gen-
erate destructive or environment-breaking commands (e.g., deleting/moving
binaries or altering configurations), occasionally rendering the environment
unusable.

— Model-dependent behaviours: Some models exhibit risky tendencies (e.g., fre-
quent sudo) or may refuse to output commands for ethical-policy reasons,
affecting measured performance.

— Interaction constraints: The non-interactive shell simplifies control and con-
tainment but also limits realism (e.g., no interactive editors), shaping the
solution strategies.

5.27.6 Summary

HackSynth demonstrates that a minimal Planner—Summariser agent can solve a
non-trivial fraction of CTF challenges using only iterative command-line inter-
action, while exposing sharp trade-offs between performance, exploration, and
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safety. Its key value for LLM-powered PenTesting surveys is methodological: it
provides an empirical, parameter-sensitive benchmark of agentic command ex-
ecution across multiple foundation models, while underscoring that robustness
and containment become harder as sampling-induced variability increases.

6 Classification of LLM-aided PenTesting Systems

6.1 Introduction

This section surveys 27 representative LLM-aided PenTesting systems, including
peer-reviewed papers (see Table@ and recent preprints (see Table , capturing
the current state of Al-driven offensive security research.

6.2 PenTesting Systems vs. Benchmarking and Evaluation
Frameworks

A conceptual distinction is necessary between LLM-aided PenTesting systems
and LLM-aided benchmarking or evaluation frameworks. Although both appear
in the recent literature on Al-driven offensive security, their objectives and op-
erational roles differ substantially.

LLM-aided PenTesting systems aim to perform or assist real attack ac-
tivities within a PenTesting workflow. These systems typically integrate LLM
reasoning with external tools, exploit modules, or command execution environ-
ments in order to discover vulnerabilities, obtain initial access, escalate privi-
leges, or interact with target applications. Examples include systems targeting
specific phases such as foothold acquisition (e.g., PenTest++ or RapidPen), post-
exploitation (e.g., Wintermute or PenTest2.0), or web-application attacks (e.g.,
PenForge or AutoPT). In such systems, the LLM participates directly in the
attack process by generating commands, planning actions, interpreting results,
or orchestrating tools.

By contrast, LLM-aided benchmarking and evaluation frameworks
are designed primarily to measure the capabilities, limitations, and risks of LLMs
in offensive security contexts. Rather than carrying out real attacks against ex-
ternal targets, these platforms provide controlled environments, curated tasks,
or simulated scenarios in which models can be systematically evaluated. Sys-
tems such as Cybench, AutoPenBench, and the LLM Pentest Benchmark fall
into this category. Their primary objective is reproducible experimentation and
comparative evaluation across models or agent architectures.

In practice, the boundary between the two categories is not always strict.
Some benchmarking platforms include prototype agents capable of performing
simplified attacks within sandboxed environments, while some PenTesting sys-
tems incorporate evaluation components to measure success rates or reason-
ing quality. Nevertheless, distinguishing between operational PenTesting systems
and benchmarking frameworks clarifies the different research goals represented
in the literature.
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For completeness, this survey includes both categories. Operational PenTest-
ing systems constitute the majority of the taxonomy presented in Table [0 while
benchmarking frameworks are discussed separately as a distinct class because of
their role in evaluating LLM offensive capabilities rather than deploying them
in real PenTesting workflows.

6.3 Taxonomy

As shown in Table [9] we categorise the surveyed systems into seven groups
according to their primary operational scope and capability@

1. Early LLM-as-Advisor Systems Early LLM-aided PenTesting research
treated LLMs as advisory assistants rather than autonomous agents. In these
systems, the LLM provides guidance, explanations, and suggested actions,
while human testers perform decision-making and execution. This repre-
sents the initial stage of Al-driven offensive security, demonstrating feasi-
bility without autonomy. GenAlI for PenTesting |70] presents a conceptual
framework outlining how LLMs can support vulnerability analysis, attack
planning, and reporting, establishing a foundation for later systems. AlI-
Augmented FEthical Hacking [12] demonstrates practical GenAl assistance
across multiple PenTesting phases under human supervision, including recon-
naissance and exploitation guidance, highlighting productivity gains along-
side the need for expert oversight. PentestGPT [40] provides interactive
guidance across the PenTesting workflow, acting as a copilot that suggests
strategies and interprets results while execution remains human-driven.

2. Initial Exploitation Systems This group comprises LLM-driven systems
targeting the initial compromise phase, aiming to obtain a foothold in ex-
ternally reachable targets through vulnerability exploitation, credential har-
vesting, or automated attack orchestration. PenTest++ [6}/7] performs end-
to-end external reconnaissance and exploitation, guiding the transition from
service discovery to system access. RapidPen [103] emphasises “IP-to-shell”
automation, converting reachable hosts into interactive access with mini-
mal human intervention. AutoAttacker [171] orchestrates LLM-guided at-
tack sequences against exposed services, focusing on vulnerability exploita-
tion to establish entry. VulnBot [83] automates vulnerability discovery and
exploitation workflows to obtain initial access, demonstrating the feasibil-
ity of LLM-driven intrusion pipelines. Collectively, these systems prioritise
foothold acquisition over lateral movement or post-exploitation, representing
early attempts at autonomous entry. BreachSeek |19] employs a multi-agent
architecture to execute PenTesting commands against vulnerable targets in

99 We observe that many of these systems have been proposed and developed largely
in parallel; indeed, even arXiv submissions do not constitute a reliable indicator of
priority, as some authors choose not to release preprints. Moreover, certain arXiv
postings appear intended primarily to establish precedence, even though the corre-
sponding work may still be ongoing or not yet realised
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a controlled environment, demonstrating automated vulnerability exploita-
tion and foothold establishment through coordinated agent workflows. PT-
Group |167) introduces a multi-agent, prompt-chain-driven framework that
automates vulnerability exploitation against a user-specified target host, us-
ing iterative Thought—Act—Observe cycles to execute scanning and exploita-
tion steps until system compromise is achieved within a controlled laboratory
environment,.

Post-Exploitation Systems Such schemes operate after a foothold is ob-
tained, focusing on PrivEsc, credential abuse, lateral movement, and inter-
nal dominance within compromised environments. Wintermute [59] repre-
sents an early autonomous PrivEsc prototype that assumes an existing low-
privilege account and attempts to elevate privileges via a closed LLM-SSH
loop. The agent generates shell commands, observes execution outputs, and
iteratively refines its strategy to discover misconfigurations and spawn a root
shell. PenTest2.0 [11] is a post-exploitation framework that automates multi-
turn Linux PrivEsc through iterative reasoning and command execution un-
der operator governance. Starting from a low-privilege shell, the system re-
peatedly proposes actions, executes them, and adapts based on feedback,
aiming to achieve root access while maintaining transparency and control.
HackingBuddyGPT [65] provides a dedicated benchmark and prototype for
autonomous Linux PrivEsc. Operating from a compromised user context,
the system evaluates whether LLMs can independently identify and exploit
local vulnerabilities to obtain admin privileges in controlled environments.
Cochise [62] extends the post-exploitation paradigm to enterprise-scale net-
works under an Assumed Breach model. Rather than targeting perimeter
intrusion, it focuses on internal exploration, credential abuse, lateral move-
ment, and domain dominance within Active Directory environments using
a planner—executor architecture. Collectively, these systems focus on post-
compromise host and internal-network operations, showing that LLMs can
chain actions for PrivEsc but remain constrained by reliability and deploy-
ment limits.

Web-Focused Systems This category targets web applications through
black-box HTTP interaction, automated vulnerability discovery, and ex-
ploitation of OWASP-style flaws. PenForge |71] performs autonomous web
PenTesting by dynamically instantiating specialised agents based on recon-
naissance results. Operating against real-world CVEs, it interacts with ap-
plications via HTTP requests and browser automation to identify and ex-
ploit vulnerabilities. AutoPT [166] provides a fully automated framework
for web vulnerability assessment, combining LLM reasoning with tool or-
chestration to discover and exploit weaknesses in target applications with-
out manual intervention. PenHeal [72] focuses on automated vulnerabil-
ity discovery and remediation workflows, including web application flaws,
demonstrating end-to-end analysis from detection to exploitation guidance.
LLM Agents Hack Websites [48] demonstrates autonomous browser-based
exploitation of web targets, identifying issues such as injection and access-
control flaws. LLM Agents Exploit 1-day Vulns |47] evaluates exploitation of
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recently disclosed web vulnerabilities, showing feasibility against unpatched
flaws. HPTSA [186] extends this via multi-agent collaboration to discover
and exploit previously unknown web vulnerabilities.

. Benchmarking and Evaluation Frameworks This group includes plat-
forms designed to assess the capabilities, limitations, and risks of LLM-
driven PenTesting systems rather than performing attacks directly. Such
frameworks provide standardised tasks, datasets, and environments for re-
producible evaluation and cross-system comparison. Cybench [179] offers a
comprehensive benchmarking suite covering offensive and defensive cyber-
security tasks, enabling systematic assessment of LLM performance across
vulnerability analysis, exploitation reasoning, and incident-response scenar-
ios. LLM Pentest Benchmark [75] focuses specifically on PenTesting work-
flows, providing structured challenges to measure how effectively LLM-based
systems can plan and execute attack steps under controlled conditions. Au-
toPenBench |54] introduces an evaluation framework for automated PenTest-
ing agents, emphasising reproducibility and objective comparison across dif-
ferent architectures and model configurations. CyberExplorer [126] provides
a simulated attack environment for benchmarking LLM offensive capabili-
ties in realistic scenarios, assessing performance, robustness, and potential
security risks.

. Emerging and Specialised Systems These systems address environments
beyond conventional enterprise IT and web applications, including wire-
less networks and other domain-specific infrastructures. WiFiPenTester [10]
focuses on automated wireless-network PenTesting, orchestrating attacks
against Wi-Fi authentication protocols and configurations. Operating in
a physical-proximity threat model, the system integrates reconnaissance,
handshake capture, and password-recovery workflows using domain-specific
tools, demonstrating the applicability of LLM-driven agents to RF-based
environments. JCSSPulse [148] extends LLM-assisted PenTesting to indus-
trial control systems (ICS) and operational technology (OT) environments,
providing a modular platform that combines network scanning with protocol-
aware analysis of industrial services such as Modbus and OPC UA for asset
discovery and controlled interaction. It also employs LLM-based components
to interpret findings and generate structured technical reports with miti-
gation guidance, demonstrating the applicability of LLM agents to cyber-
physical infrastructures. Unlike network- or host-centric systems, specialised
agents must handle heterogeneous data, safety constraints, and domain-
specific paths; together, WiFiPenTester and ICSSPulse signal a shift toward
RF and cyber-physical targets (ICS/OT, IoT, CPS).

. Attempts at End-to-End (Near-Autonomous) Systems A few sys-
tems attempt to coordinate multiple PenTesting phases within a single frame-
work, but none achieves full autonomy in realistic settings. PenHeal [72] em-
ploys a planner—executor loop to discover and exploit vulnerabilities from a
target IP with minimal input. However, evaluation is limited to controlled
lab environments, and remediation actions are not executed automatically,
leaving true end-to-end autonomy unrealised. PenTest++ [6lf7] uses a mixed-
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initiative approach combining conventional tools with LLM guidance across
major phases, requiring human approval for critical actions and omitting
deeper post-exploitation capabilities. Incalmo [140|] introduces a multi-host
red teaming framework that separates high-level planning from execution
by delegating tasks to specialised agents. The system demonstrates strong
performance in controlled benchmark environments, successfully acquiring
at least one critical asset in 37 of 40 generated enterprise-like networks.
Nevertheless, the architecture relies on predefined task abstractions, curated
environments, and supporting services, and therefore does not yet achieve
fully autonomous end-to-end PenTesting in realistic operational settings.

7 Cross-Comparison of LLM-aided PenTesting Systems

7.1 Attack-Phase Emphasis

Table [L0] categorises LLM-aided PenTesting systems by the primary phase of the
offensive lifecycle they target, including initial exploitation, post-exploitation,
mixed end-to-end workflows, and benchmarking platforms. The table shows that
many systems concentrate on early attack stages—particularly vulnerability ex-
ploitation—while a smaller subset addresses post-exploitation activities such as
PrivEsc or enterprise assumed-breach scenarios, and relatively few support com-
prehensive multi-phase operations. Overall, current research emphasises achiev-
ing initial access rather than sustaining long-horizon campaigns across the full
PenTesting lifecycle.

7.2 Capability Coverage

Table compares core capabilities of LLM-aided PenTesting systems across
major attack phases, showing that most approaches emphasise early stages such
as scanning and exploitation, while relatively few provide comprehensive end-
to-end support including post-exploitation and reporting. Entries for Cybench,
the LLM Pentest Benchmark, and CyberExplorer are marked N/A because
these are benchmarking frameworks rather than operational PenTesting systems:
they define tasks and environments for evaluating agents but do not themselves
execute the attack lifecycle, making phases such as exploitation or persistence
inapplicable rather than absent. AI-Augmented Ethical Hacking and GenAl for
PenTesting are likewise labelled N /A as they present conceptual models or PoC
studies rather than standalone automated tools. The enumeration column was
omitted due to space constraints, since target enumeration is a fundamental
capability supported by virtually all operational systems.

7.3 Autonomy, Architecture and Governance

Table compares LLM-aided PenTesting systems by autonomy level, archi-
tectural design, execution model, and governance controls. It reveals a predom-
inance of semi-autonomous and HITL designs based on planner—executor or
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multi-agent architectures and tool-mediated execution, with varying degrees of
safety oversight, while fully autonomous systems with strong governance remain
comparatively rare.

7.4 Reasoning and Guidance

Table [13| compares the use of state-of-the-art reasoning and guidance techniques
across LLM-aided PenTesting systems, including CoT, ReAct, planner—executor
designs, human hints, RAG, tool invocation, and task-tree tracking. It shows that
most systems rely primarily on prompt-level reasoning—especially CoT—often
combined with ReAct-style interaction and programmatic tool use, while more
advanced guidance mechanisms such as RAG, HITL hints, and explicit task-tree
planning appear only in a minority of systems. This pattern favours short-horizon
reasoning, with long-horizon planning and external memory still limited.

7.5 Platform, Target, Openness, and Evaluation

Table [14] provides a consolidated comparison of representative LLM-driven Pen-
Testing systems (published and preprint) across execution platform, target sur-
face, prototype availability, and evaluation methodology. The results show a clear
shift from early Linux-centric prototypes toward cross-platform designs address-
ing diverse domains, including host, web, enterprise, wireless, and benchmarking
scenarios, indicating an increasing emphasis on generality and real-world appli-
cability. Despite this broad coverage, only a number of systems release fully open-
source implementations, with many remaining closed or only partially disclosed.
Evaluations are predominantly conducted in controlled laboratory environments,
benchmarks, or simulated settings rather than uncontrolled operational deploy-
ments. Overall, research prioritises safety and controlled breadth over real-world
validation and reproducibility, limiting transparency despite rapid progress.

8 Discussion and Challenges

Despite recent successes, today’s LLMs still exhibit fundamental limitations that
constrain their usefulness for autonomous PenTesting. Many of the issues are
inherent to the underlying architecture and training procedures, while others
derive from the way models are deployed and accessed. This section brings to-
gether observations from recent PenTesting studies and broader Al research to
outline key shortcomings.

8.1 Reliability and stability

Modern LLMs exhibit unpredictable behaviour across queries. Psychometric-style
evaluations show that scaling up models and applying instruction fine-tuning
improves prompt sensitivity but does not guarantee reliability: larger, more in-
structable models “tend to give an apparently sensible yet wrong answer” more
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often than their smaller predecessors, and their error distribution varies with
the phrasing of the prompt [184]. In PenTesting, this manifests as inconsis-
tent command generation and unstable reasoning across runs. Early work pair-
ing GPT-3.5 with a vulnerable VM reported that the agent routinely halluci-
nated commands that did not exist on the target (e.g. calling a non-existent
exploit.sh) and sometimes ignored multi-step escalation paths, requiring
manual intervention to recover [59]. Subsequent systems mitigate instability by
organising prompts into persistent PTTs and using summarisation modules to
retain context, yet even recent frameworks such as Cochise and VulnBot occa-
sionally pursue irrelevant tasks or prematurely declare success [64].

8.2 Context and memory constraints

LLMs process information within a fixed context window, which defines the num-
ber of tokens they can condition on at once. Any input or conversation history
beyond this window is effectively invisible to the model and cannot influence
its predictions. For example, a model with an 8,000-token window engaged in a
long PrivEsc session will begin to lose the earliest commands and outputs once
the interaction exceeds this limit; critical steps such as discovered credentials or
misconfigurations may drop out of scope entirely.

This constraint is particularly problematic for autonomous PenTesting, where
numerous commands and corresponding outputs must be tracked. Without care-
ful state management, the model rapidly loses sight of earlier actions, leading
to repeated enumeration steps or missed escalation paths. Happe et al. demon-
strated this effect: GPT-4-turbo’s success rate in Linux PrivEsc jumped from
33-50 % to 83 % when the agent was provided with high-level guidance and a
longer command history [65].

To mitigate these constraints, frameworks such as PentestGPT and Cochise
maintain a persistent PTT that summarises completed subtasks and encodes
pending goals [40]. Without such an external memory structure, agents can fall
into loops and fail to detect PrivEsc entirely [81]. Even with summarisation, con-
text windows remain a fundamental bottleneck for long engagements; research
into RAG [87] attempts to overcome this by storing execution results in external
vector databases and dynamically retrieving the most relevant context during
inference [81].

8.3 Domain knowledge and reasoning gaps

Although pre-trained LLMs encode general world knowledge, they lack the spe-
cialised understanding needed for many offensive security tasks. The models’
knowledge cut-off dates and lack of access to proprietary tool documentation
make them unaware of newly discovered vulnerabilities and the specific syn-
tax of exploitation frameworks. In a PrivEsc benchmark, adding background
information from escalation guides improved success for GPT-3.5 but offered
little benefit to GPT-4, suggesting that even advanced models struggle to in-
tegrate domain knowledge [65]. Fang et al. similarly found that only frontier
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models equipped with function calls, document reading and extended context
could autonomously hack websites; when these capabilities were removed, suc-
cess dropped from 73.3% to 13 %, and open-source models solved none of the
tested vulnerabilities [48]. These results underscore that current LLMs cannot
reason reliably about complex infrastructure without external tools and spe-
cialised training.

8.4 Hallucinations and command brittleness

Hallucination—the production of convincing yet inaccurate information—is a
widely recognised failure mode of LLMs [111]. In offensive security contexts,
hallucinations manifest as fabricated command names, invalid syntax, or incor-
rect vulnerability details. Empirical studies in general NLP show that shaped-up
models are more confident yet less prudent; they avoid refusing to answer even
when uncertain [184]. In PenTesting this translates into an increased likelihood
of the model issuing dangerous commands without validation. Techniques such
as CoT prompting and self-refinement can reduce hallucinations, but no method
fully eliminates them, necessitating human oversight. Indeed, research suggests
that using external knowledge and automated feedback can reduce hallucina-
tions [111}118].

8.5 Ethical, Safety, Privacy and Governance Challenges

Research on LLM-powered PenTesting systems raises significant ethical, safety,
and governance challenges that must be systematically addressed to ensure re-
sponsible design, evaluation, and deployment. These systems operate at the in-
tersection of AI and offensive cybersecurity, combining autonomous reasoning
with the capability to execute actions that may affect real-world infrastructure.
Consequently, they represent a clear example of dual-use technologies—tools de-
veloped to enhance defensive readiness but which, if misapplied, could facilitate
malicious activity [30].

A foundational concern is the dual-use dilemma. LLM-augmented agents
capable of automated reconnaissance and exploitation can substantially reduce
the technical barrier to entry for adversaries, particularly when research artefacts
are released without adequate safeguards |169]. Responsible dissemination prac-
tices—including coordinated vulnerability disclosure, controlled release of code
and prompts, and evaluation within isolated test environments—are therefore
essential to balancing scientific transparency with risk mitigation [63]. At the
same time, the rapid convergence of academic, commercial, and state-sponsored
research initiatives suggests that the pace of innovation in this domain is unlikely
to slow. Economic incentives and geopolitical competition further reinforce the
inevitability of adversarial experimentation with these technologies [3].

A related challenge concerns the proliferation and accessibility of lo-
cally executable models. Advances in open-source model distribution and cloud-
based infrastructure have significantly lowered the cost of adapting LLMs for
specialised tasks, including offensive security workflows. Even when centralised
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APIs implement safety filters, containment mechanisms remain limited: once
model weights are publicly available, they can be fine-tuned or repurposed out-
side institutional oversight at relatively low cost [25]. This reality weakens as-
sumptions that Al safety can be enforced solely through platform-level controls
and underscores the importance of governance mechanisms that extend beyond
technical safeguards.

Another critical dimension is accountability and operational oversight.
The introduction of autonomous or semi-autonomous agents into offensive test-
ing workflows raises complex questions of liability, particularly if an agent op-
erates beyond authorised scope or produces unintended consequences [55,(79).
Emerging best practices from both academia and industry emphasise maintain-
ing a HITL for high-impact actions, enforcing explicit engagement boundaries,
and preserving comprehensive command logs to support traceability and post-
incident analysis [9,{40]. These practices align with established guidance in NIST
SP 800-115, which highlights the importance of governance, authorisation, and
documentation in structured PenTesting engagements [147].

Safety and alignment risks further complicate the deployment of LLM-
powered systems. Despite recent advances in safety engineering, LLMs remain
susceptible to prompt injection attacks and safety filter circumvention, which
may enable unintended or unauthorised actions, and large-scale evaluations have
documented persistent reliability and safety limitations in state-of-the-art mod-
els such as GPT-4 [111]. Experimental evidence demonstrates that relatively
minor prompt modifications can alter model behaviour in ways that bypass in-
tended safeguards, particularly when models are deployed without robust ex-
ecution constraints [59,/116]. Mitigating these risks requires layered controls,
including hardened alignment mechanisms, sandboxed execution environments,
and continuous monitoring of agent behaviour during runtime.

Privacy and data governance considerations are equally significants [37].
Many LLM-based prototypes rely on cloud-hosted inference services that process
sensitive operational data, creating potential risks of data exposure or regulatory
non-compliance. Under frameworks such as the European Union’s General Data
Protection Regulation (GDPR), transmitting production artefacts or user-related
information to external processing services without appropriate safeguards may
violate principles of lawful processing and data minimisation [46]. To address
these concerns, recent research advocates the adoption of locally hosted inference
pipelines and privacy-preserving system architectures that maintain sensitive
information within organisational boundaries.

LLMs are already maliciously exploited in darknet markets, where operators
sell customised offensive models such as WormGPT and FraudGPT for social
engineering, malware, and payload generation, along with variants like Dark-
Bert, XXXGPT, and WolfGPT [44}(78](04}/98]. Although their capabilities are
unverifiable behind paywalls, their emergence signals accelerating generative-Al
weaponisation and the need for proactive mitigation as such tools evolve toward
autonomous offensive systems.
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These ethical and governance challenges are not unprecedented. Similar de-
bates have historically accompanied the release of widely used offensive security
frameworks such as Metasploit, Cobalt Strike, and Sliver C2, which have been
employed by both legitimate red teams and malicious actors |364[86]. The emer-
gence of LLM-powered PenTesting systems can therefore be viewed as an evo-
lution of established dual-use tensions rather than a wholly novel phenomenon.

More broadly, the integration of LLMs into offensive security workflows re-
flects a structural shift in the cybersecurity landscape. The widespread availabil-
ity of capable models means that adversaries are increasingly likely to adopt these
tools, creating a persistent cycle of technological competition often described as
a Red Queen’s race, in which defenders must continuously innovate to main-
tain parity with evolving threats [31,/66]. In this context, LLMs simultaneously
lower barriers to offensive capability while offering defenders new mechanisms
for simulation, detection, and automated response.

Existing regulatory frameworks, including international export-control regimes
such as the Wassenaar Arrangement, provide only partial coverage for Al-driven
security technologies due to their software-centric and easily distributable na-
ture [151]. Addressing the ethical implications of LLM-powered PenTesting sys-
tems is therefore not a peripheral concern but a foundational requirement for
responsible research and deployment, as recent studies emphasise that unre-
solved reliability, accountability, and safety risks continue to constrain the se-
cure operational adoption of LLM-based offensive security tools [64]. Future work
must integrate structured governance models, enforceable safety constraints, and
transparent evaluation methodologies to ensure that advances in Al-assisted Pen-
Testing strengthen defensive capabilities without inadvertently enabling misuse.

8.6 Computational cost and accessibility

Training and operating frontier LLMs is resource-intensive. The compute cost of
training GPT-4 reportedly exceeded US$100 million 29|, and executing complex
PenTesting agents entails non-trivial API expenses. Fang et al. estimate that au-
tonomously hacking a single website via an LLM agent costs about US$8.8 per at-
tempt [48], a figure that does not include the cost of failed runs. Although this is
cheaper than hiring human experts, it remains prohibitively expensive for many
practitioners, especially when agents need to engage in lengthy reconnaissance
and exploitation cycles. Moreover, the reliance on proprietary models means that
open-source alternatives often underperform; in Fang’s study, GPT-3.5’s success
rate dropped to 6.7 % and all open-source models failed entirely [48]. This lack
of parity restricts access for researchers and reinforces commercial platform mo-
nopolies.

8.7 The Case for HITL PenTesting

As discussed in the preceding subsections, current LLM-driven PenTesting sys-
tems remain constrained by reliability limitations, context management chal-
lenges, hallucination risks, and unresolved ethical and governance concerns.
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These factors collectively make fully autonomous operation difficult to justify
in safety-critical environments, particularly when agents are granted network-
level access or elevated privileges. Consequently, many recent systems adopt a
HITL design to ensure that critical decisions remain subject to human judgement
and oversight.

In practice, HITL architectures allow LLMs to support planning, enumera-
tion, and candidate exploit generation, while reserving execution approval, scope
validation, and high-impact actions for authorised operators. This approach
aligns with established professional guidance for controlled security testing en-
gagements and provides a pragmatic balance between automation efficiency and
operational accountability. As a result, HITL configurations currently represent a
defensible and widely adopted architectural pattern for deploying LLM-assisted
PenTesting systems in real-world settings.

8.8 Summary and outlook

The limitations outlined above reveal why fully autonomous, trustworthy LLM-driven
PenTesting remains an open research challenge. While foundation models excel

at pattern matching and rapid prototyping, their inconsistent reasoning, lim-
ited context windows, hallucination propensity, security vulnerabilities and high
operational costs necessitate careful mitigation. Current research therefore fo-
cuses on enhancing reliability through structured memory (task trees and sum-
marisation), improving domain reasoning via RAG and fine-tuning, developing
red-team methods to harden models against prompt injection, and exploring ef-
ficient deployment strategies. Until these challenges are addressed, LLMs should
augment rather than replace human PenTesters [4-6,9,(12,(13].

9 Related Work

This section situates the present study within the existing body of research on
LLMs and cybersecurity.

Systematic mappings and surveys of cybersecurity research outline major
themes, trends, and gaps across the field while documenting the growing role of
LLMs in both defensive and offensive contexts, including threat detection, analy-
sis, automated response, and broader security applications [24,/67,1341/176]. Sub-
sequent reviews focus specifically on LLM—cybersecurity intersections, propos-
ing taxonomies of applications, system designs, and integration approaches, and
examining challenges related to reliability, governance, reproducibility, and eval-
uation practices [17,43,/99,/170L{177,180]. Complementary work examines bench-
marking methodologies for LLM-driven offensive security and surveys security
and privacy risks to LLMs—including jailbreaks, data poisoning, and informa-
tion leakage—alongside emerging mitigation strategies [61}[185].

Collectively, prior surveys demonstrate the rapid growth of research at the
intersection of LLMs and cybersecurity, documenting applications, risks, and
emerging challenges across both defensive and offensive domains. However, the
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diversity of system designs, tasks, and evaluation approaches highlights the need
for a focused synthesis that examines concrete implementations and operational
capabilities of LLM-driven security tools. The present study builds on this foun-
dation by providing a structured analysis of contemporary LLM-aided PenTest-
ing systems, emphasising their architectural characteristics, reasoning mecha-
nisms, and practical performance. In doing so, it offers a consolidated view of
the current state of the art and supports clearer comparison and understanding
of this evolving research area.

A parallel line of research in automated PenTesting focuses on systems driven
by classical ML and reinforcement learning (RL) rather than LLMs. These ap-
proaches typically use historical data or environment feedback to support vul-
nerability prioritisation or adaptive exploit selection, enabling more systematic
decision-making during attack execution. For example, NextGen-PenTest [57)
employs a Random Forest model to predict exploit success probabilities and
rank vulnerabilities for targeted assessment, while DeepFEzploit |35] applies RL
to automate exploit selection and execution within PenTesting workflows. Col-
lectively, ML /RL-based systems emphasise predictive modelling and adaptive
decision-making to improve efficiency and scalability in vulnerability discovery
and exploitation, representing an important precursor to contemporary LLM-
driven automation. Since these systems are not directly based on LLMs, they
fall outside the scope of this survey.

10 Conclusion and Future Work

In this paper, we surveyed the rapid emergence of LLM-powered PenTesting
systems from late 2022 to early 2026, spanning advisor-style copilots, semi-
autonomous tool-orchestrators, post-exploitation agents, web-focused frameworks,
enterprise assumed-breach systems, and dedicated benchmarking platforms. We
analysed representative systems in terms of architecture, autonomy, target sur-
face, attack-phase coverage, and evaluation practice, and synthesised recurring
design patterns into a practical reference model (planner/generator, executor,
memory and summarisation, retrieval, safety /governance, and reporting). Across
the literature, most systems concentrate on early-stage exploitation or narrowly
scoped tasks, while robust long-horizon operation (context persistence, reliable
adaptation, etc.) remains uncommon; consequently, human oversight and con-
strained execution continue to be the dominant deployment posture.

Future research should prioritise: (i) more realistic and reproducible evalua-
tion, including benchmarks that capture enterprise complexity (multi-host state,
credential chains, lateral movement, and noisy telemetry) and report success with
cost, time, and safety metrics; (ii) robust memory and state management (task
trees, structured logs, retrieval, and verifiable summaries) to reduce loops and
brittle behaviour in long engagements; (iii) strong governance-by-design, includ-
ing scope enforcement, sandboxing, policy-aware tool gateways, and audit-grade
logging to mitigate dual-use risk; and (iv) efficient, accessible deployments, such
as hybrid designs that reserve high-capability reasoning models for planning
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while using cheaper /faster models for execution, and improved open-weight base-
lines to reduce reliance on proprietary APIs. Ultimately, the evidence suggests
that near-term progress will come less from ‘fully autonomous hacking’ and more
from well-governed, measurable, and reproducible Al-augmented workflows that
reliably amplify expert testers while remaining safe and accountable.
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Table 1: Key acronyms used throughout this survey.

# Acronym Meaning # Acronym Meaning
1 Al Artificial Intelligence 17 PDDL Planning Domain
Definition Language
2 ALC Attack Life Cycle 18 POMDP  Partially Observable
Markov Decision Process
3 API Application 19 PTES Penetration Testing
Programming Interface Execution Standard
4 APT Advanced Persistent 20 PTF PenTesting Framework
Threat
5 ATT&CK Adversarial Tactics, 21 RAG Retrieval-Augmented
Techniques, and Generation
Common Knowledge
6 C2 Command and Control 22 SATAN Security Administrator
Tool for Analyzing
Networks
7 CDE Cardholder Data 23 SIEM Security Information and
Environment Event Management
8 CI/CD Continuous Integration / 24 TTPs Tactics, Techniques, and
Continuous Deployment Procedures
9 CKC Cyber Kill Chain 25 WEP Wired Equivalent
Privacy
10 CTF Capture-the-Flag 26 WPA Wi-Fi Protected Access
11 CVE Common Vulnerabilities 27 WPS Wi-Fi Protected Setup
and Exposures
12 CVSS Common Vulnerability 28 XSS Cross-Site Scripting
Scoring System
13 DVWA Damn Vulnerable Web 29 IDS Intrusion Detection
Application System
14 GVM Greenbone Vulnerability 30 IoT Internet of Things
Management
15 ISSAF Information Systems 31 LLM Large Language Model
Security Assessment
Framework
16 ISECOM Institute for Security 32 OSINT Open-Source Intelligence
and Open Methodologies
17 MITM Man-in-the-Middle 33 OS Operating System
18 VM Virtual Machine 34 PoC Proof-of-Concept
19 ML Machine Learning 35 CoT Chain-of-thought
20 GenAl Generative Al 36 LFI Local File Inclusion
21 HITL Human-in-the-Loop 37 CSRF Cross-site Request
Forgery
22 SSRF Server-side Request 38 RL Reinforcement Learning

Forgery
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Table 2: Comparison of major PenTesting standards and frameworks.

# Standard / Org. Stages Primary Focus Typical Use
Framework

1 SP 800-115 NIST 4 Formal methodology Compliance-driven
for security assessment security assessments in
and PenTesting. regulated and

enterprise
environments.

2 PTES PTES 7 End-to-end operational Professional red-team
PenTesting lifecycle and consulting
with explicit threat engagements.
modelling and
post-exploitation.

3 OSSTMM ISECOM — Quantifiable, Audit-grade
channel-based security assessments spanning
testing emphasising network, physical, and
metrics, trust analysis, human domains.
and repeatability.

4 ISSAF 0ISSG 4 Integrated Academic,
methodology covering  governmental, and
vulnerability multi-layered security
assessment, assessments.
PenTesting, and
managerial evaluation.

5 CKC Lockheed 7 Linear model of Threat modelling and

Martin adversary progression early-stage intrusion
from reconnaissance to detection/disruption.
actions on objectives.

6 ALC Mandiant 8 End-to-end attacker Incident response,
lifecycle with strong APT analysis, and
emphasis on purple-team exercises.
post-compromise
activity and
persistence.

7 ATT&CK MITRE 14 Knowledge base of Threat intelligence,
adversary tactics, detection engineering,
techniques, and red teaming, and
procedures (TTPs). adversary emulation.

8 OWASP OWASP 10 Community-driven Secure development,

Top 10 catalogue of the most web security testing,
critical web application and awareness
security risks. baselines.

9 PCI DSS PCI SSC — Requirement-driven Compliance testing for
guidance for testing merchants, payment
cardholder data processors, and
environments and financial institutions.
validating
segmentation.

10 PTF PTF = Practical, tool-oriented Operational

methodology with
step-by-step guidance
across multiple testing

domains.

PenTesting, hands-on
practice, and security

training.
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Table 3: Representative PenTesting tools and frameworks covered in this survey.

Seq. Category Tool/Framework Primary Role
1 Traditional toolkit Kali Linux PenTesting platform
2 Traditional toolkit Nmap Network scanning
3 Traditional toolkit Wireshark Packet analysis
4 Web testing Burp Suite Web proxy testing
5  Web testing OWASP ZAP Proxy and scanning
6  Credential attacks Hydra Online brute forcing
7  Credential attacks John the Ripper Offline hash cracking
8  Credential attacks Hashcat GPU hash cracking
9  Exploitation framework Metasploit Framework Exploitation framework
10  Exploitation framework Core Impact Commercial exploitation
11  Exploitation framework Immunity Canvas Commercial exploitation
12 Network scanner OpenVAS / GVM Vulnerability scanning
13 Network scanner Tenable Nessus Vulnerability scanning
14  Network scanner Qualys VM Continuous assessment
15  Network scanner Rapid7 InsightVM / Risk-based scanning
Nexpose
16  Web scanner Acunetix Web vulnerability scanning
17 Web scanner Invicti Web vulnerability scanning
18  Web scanner Nikto Web server scanning
19  Web scanner Arachni Web app scanning
20  Web scanner Wa3af Web attack auditing
21 Web scanner Skipfish Web crawling scanning
22 Web scanner Iron WASP Web assessment
23 Web scanner Wtuzz Web fuzzing
24 Web scanner Gobuster Content discovery
25  Web scanner Commix Command injection testing
26  Web scanner XSStrike XSS testing
27  Web scanner Qualys WAS Enterprise web scanning
28  Web scanner IBM AppScan Enterprise web scanning
29  Linux PrivEsc LinPEAS PrivEsc enumeration
30  Linux PrivEsc Linux Exploit Suggester Exploit suggestion
31 Linux PrivEsc PSPy Process monitoring
32  Windows PrivEsc WinPEAS PrivEsc enumeration
33  Windows PrivEsc PowerUp PrivEsc auditing
34  Windows PrivEsc SharpUp PrivEsc auditing
35  PrivEsc knowledge base GTFOBins Unix abuse primitives
36  PrivEsc knowledge base LOLBAS Windows abuse primitives
37  Wireless Aircrack-ng suite Wi-Fi attacks
38  Wireless airodump-ng Passive discovery
39  Wireless aireplay-ng Packet injection
40  Wireless Kismet Wireless mapping
41  Wireless Reaver WPS exploitation
42 Wireless Wifite Workflow automation
43  Wireless Fern WiFi Cracker GUI automation
44  Bluetooth BlueMaho Bluetooth assessment
45  Bluetooth BlueHydra Device discovery
46 IoT KillerBee ZigBee auditing
47 IoT Z-Wave Sniffer Traffic capture
48 IoT IoT Inspector Passive IoT analysis
49 BLE Gatttool BLE interaction
50 BLE BtleJack BLE sniffing
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Table 4: Common network ports and their default services

Seq. Port Transport Service

Description
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20
21
22
23
25
53
67
68
69
80
88
110
111
123
135
137
138
139
143
161
389
443
445
465
514
587
636
993
995
1080
1194
1433
1521
2049
3306
3389
5432
5900
6379
8080
8443

TCP
TCP
TCP
TCP
TCP

TCP/UDP
UDP
UDP
UDP
TCP

TCP/UDP
TCP

TCP/UDP
UDP
TCP
UDP
UDP
TCP
TCP
UDP

TCP/UDP
TCP
TCP
TCP
UDP
TCP
TCP
TCP
TCP
TCP
UDP
TCP
TCP

TCP/UDP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

FTP-Data
FTP-Control
SSH

Telnet

SMTP

DNS

DHCP Server
DHCP Client
TFTP

HTTP
Kerberos
POP3
RPCbind
NTP
MS-RPC
NetBIOS-NS

NetBIOS-DGM

NetBIOS-SSN
IMAP
SNMP
LDAP
HTTPS
SMB
SMTPS
Syslog

Mail Submit
LDAPS
IMAPS
POP3S
SOCKS
OpenVPN
MS-SQL
Oracle DB
NFS
MySQL
RDP
PostgreSQL
VNC

Redis
HTTP-Alt
HTTPS-Alt

File Transfer Protocol data channel
File Transfer Protocol control channel
Secure Shell remote administration
Remote terminal service (unencrypted)
Simple Mail Transfer Protocol
Domain Name System

Dynamic Host Configuration Protocol server
Dynamic Host Configuration Protocol client
Trivial File Transfer Protocol
Hypertext Transfer Protocol

Kerberos authentication service

Post Office Protocol version 3

Remote procedure call port mapper
Network Time Protocol

Microsoft RPC endpoint mapper
NetBIOS name service

NetBIOS datagram service

NetBIOS session service

Internet Message Access Protocol
Simple Network Management Protocol
Lightweight Directory Access Protocol
Secure Hypertext Transfer Protocol
Server Message Block file sharing
Secure SMTP (implicit TLS)

System logging service

Message submission service

LDAP over TLS/SSL

IMAP over TLS/SSL

POP3 over TLS/SSL

SOCKS proxy service

OpenVPN tunnel service

Microsoft SQL Server database

Oracle database listener

Network File System

MySQL database service

Remote Desktop Protocol

PostgreSQL database service

Virtual Network Computing remote desktop
Redis key-value store

Alternative HTTP web service
Alternative HTTPS service
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Table 5: Wireless hacking tools mapped to PenTesting phases.

PenTesting Phase

Key Wireless Tools and Roles

Reconnaissance

Gaining Access

Maintaining Access

IoT & Bluetooth
Reconnaissance

airodump-ng (Aircrack-ng): passive AP /client
discovery, packet capture; Kismet: passive mapping and
wireless IDS.

aircrack-ng: WEP/WPA/WPA2-PSK cracking;
aireplay-ng: packet injection, deauth/replay attacks;
Reaver: WPS exploitation; Wifite: automated
scan—capture—crack workflow.

Fern WiFi Cracker: post-compromise access
management and persistence validation.

BlueMaho: Bluetooth testing and service discovery;
BlueHydra: passive device discovery and mapping;
KillerBee: ZigBee auditing and key assessment.
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Table 6: Major CTF platforms, hacking practice environments, and testbeds.

# Platform Category Type Link

1 Hack The Box CTF/Lab  Online machines &  hackthebox.com

(HTB) networks
2 TryHackMe CTF/Lab  Guided online labs tryhackme. com
3 picoCTF CTF Educational picoctf.org
challenges

4 VulnHub CTF/Lab  Downloadable VMs  vulnhub.com

5 OverTheWire Wargame  Progressive levels overthewire.org

6 Root-Me CTF/Lab  Online challenges root-me.org

7 CTFlearn CTF Online challenges ctflearn.com

8 PentesterLab Training Guided web labs pentesterlab.com

9 Hacker101 CTF CTF Online challenges ctf.hackerl101.com
10 Bugcrowd University Training Learning modules bugcrowd.com/. ..
11 CryptoHack Wargame  Cryptography cryptohack.org

challenges
12 UnderTheWire Wargame  Windows challenges underthewire.tech
13 RingZer0 CTF CTF Online challenges ringzerOctf.com
14 Pwnable.kr Wargame  Binary exploitation pwnable.kr
15 Pwnable.tw Wargame  Binary exploitation pwnable.tw
16 CyberTalents CTF Competitions & labs |cybertalents.com
17 HackMyVM CTF/Lab  Downloadable VMs  hackmyvm.eu
18 CMD Challenge Wargame  CLI exercises cmdchallenge.com
19 SmashTheStack Wargame  Exploitation levels smashthestack.org
20 CTFtime Index Event listings ctftime.org
21 CSAW CTF Competition Annual event csaw. ...nyu.edu
22 Google CTF Competition Annual event withgoogle.com
23 BattleHack Competition Event-based battlehack.org
24 GOAD (Game of Enterprise  Full AD network lab github.com/.../GOAD
AD)

25 DetectionLab Enterprise  AD security lab github.../DetectionLab
26 PurpleCloud Enterprise  Azure AD lab github.../PurpleCloud
27 BadBlood AD Tool  AD population tool github.../BadBlood
28 AD Security Labs Enterprise ~ Custom AD Varies

environments
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https://csaw.engineering.nyu.edu/ctf
https://capturetheflag.withgoogle.com
https://battlehack.org
https://github.com/Orange-Cyberdefense/GOAD
https://github.com/clong/DetectionLab
https://github.com/NetSPI/PurpleCloud
https://github.com/davidprowe/BadBlood
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Fig. 23: PTGroup workflow, reproduced from |
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Fig. 24: The prompt chains in PTGroup, reproduced from |\ under fair use
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Fig. 25: ICSSPulse Architecture, reproduced from \\ under fair use
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Fig. 26: High-level architecture of AutoPenBench, reproduced from under
fair use
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Fig. 28: Ablation studies, reproduced from under fair use

Table 7: Formally published PenTesting systems (most recent to oldest)

# System Year Venue / Publisher

1 PenTest2.0 [11] 2026 AINA 26 — Springer (LNDECT)
2 PenForge \\ 2026 ICSE-NIER 26 — ACM

3 HackingBuddyGPT 2026 EMSE — Springer

4 AutoPenBench 2025 EMNLP ’25 — ACL

5 AutoPT [166] 2025 TIFS — IEEE

6 Cybench \\ 2025 ICLR 25 — ICLR / OpenReview
7 LLM Pentest Benchmark 2025 UMAP Adj. '25 — ACM

8 Cochise 2025 TOSEM — ACM

9 PenTest-++ [6[7] 2025 CyBAI 25 (CiSt) — IEEE

10 PenHeal 2024 AutonomousCyber '24 — ACM
11 Al-Augmented Ethical Hacking 2024 STM 24 — Springer (LNCS)

12 PentestGPT \\ 2024 USENIX Sec. 24 — USENIX

13 PTGroup \ 2024 ICIC 24 — Springer (LNCS)

14 GenAl for PenTesting 2024 1JIS — Springer

15 Wintermute 2023 ESEC/FSE 23 — ACM
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Fig.29: Emergent LLM-based PenTest benchmarking: Humans execute LLM-
suggested actions, provide feedback to the tool, and evaluate its performance,
reproduced from under fair use
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Fig. 30: Overview of Cybench, reproduced from |\ under fair use.
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Fig. 31: High-level architecture of HackSynth, reproduced from [100] under fair

use

Table 8: Preprint LLM-aided PenTesting systems (most recent to oldest)

# System Year Publisher

16 ICSSPulse 2026 CoRR / arXiv
17 CyberExplorer \\ 2026 CoRR / arXiv
18 WiFiPenTester 2026 CoRR / arXiv
19 HPTSA [186 2025 CoRR / arXiv
20 VulnBot [83] 2025 CoRR / arXiv
21 RapidPen [103 2025 CoRR / arXiv
22 Incalmo \\ 2025 CoRR / arXiv
23 HackSynth [100] 2024 CoRR / arXiv
24 AutoAttacker \\ 2024 CoRR / arXiv
25 LLM Agents Exploit 1-day Vulns 2024 CoRR / arXiv
26 LLM Agents Hack Websites 2024 CoRR / arXiv
27 BreachSeek 2024 CoRR / arXiv
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Table 9: Taxonomy of LLM-aided PenTesting Systems by Scope and Capability

Subsection Category

Desc

1) Early LLM-as-
Advisor Systems

Prompt-based advisors for planning, vuln explanation,
and command suggestions without autonomy (e.g., )

2) Initial Exploitation
Systems

Agents exploiting externally reachable vulnerabilities to
obtain an initial foothold (e.g., PenTest++).

3) Post-Exploitation
Systems

PrivEsc agents using shell commands and environment
reasoning on compromised hosts (e.g., Wintermute).

4) Web-Focused Sys-
tems

Black-box HTTP agents discovering and exploiting web
vulnerabilities automatically (e.g., PenForge, AutoPT).

5) Benchmarking
Frameworks

Platforms evaluating LLM PenTesting capability and
risk without executing real attacks (e.g., Cybench)

6) Emerging Domains

Systems targeting wireless, IoT, cyber-physical, cloud, or
hybrid environments (e.g., WiFiPenTester, ICSSPulse).

7) Near
Systems

End-to-End

Multi-phase frameworks lacking full autonomy and re-
quiring human oversight (e.g., PenHeal, Incalmo).
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Table 10: Attack-phase coverage of LLM-aided PenTesting systems
# System Initial Ex- Post- Notes
ploitation  Exploitation
1 PenTest2.0 X v PrivEsc (assumed breach)
2 PenForge v X Web vuln. exploitation
3 HackingBuddyGPT X v Linux PrivEsc (assumed
breach)
4  AutoPT v X Web exploitation tasks
5 Cybench NA NA Benchmark (cTF evaluation)
6 LLM Pentest NA NA Benchmark (penTesting tasks)
Benchmark
7 Cochise X v Enterprise AD (assumed
breach)
8 PenTest++ v X Multi-phase PenTesting
9 Al-Augmented v v Demonstrative
Ethical Hacking multi-phase PoC
10 PentestGPT v v Interactive PenTesting
guidance
11 PenHeal v v PenTesting automation
with remediation module
12 GenAl for v v Conceptual general
PenTesting framework
13  Wintermute X v Host exploitation focus
14 WiFiPenTester v X Wireless reconnaissance
and attack planning
15 LLM Agents for v X Autonomous web
Autonomous vulnerability
Website Hacking discovery /exploit
16 AutoAttacker v v Primarily post-exploitation
with limited initial access
(multi-stage benchmark)
17 LLM Agents Exploit v X Exploitation of 14 CVEs + 1
1-day Vulns academic vulnerability
18 HPTSA v X Exploitation of 14
zero-day vulns (relative to
LLM knowledge cutoff)
19 RapidPen v X Prioritises rapid initial access
20 Incalmo v v Multi-stage offensive
operations
21 VulnBot v X Vuln exploitation agent
22 AutoPenBench NA NA LLM PenTesting benchmark
(automated evaluation)
23 HackSynth NA NA LLM agent + benchmark for
CTF-style tasks
24  CyberExplorer v X Open-environment web
exploitation benchmark
25 ICSSPulse v X ICS protocols: scan +
R/W; no PrivEsc/lateral
26  BreachSeek v X Single-host automated
exploitation + reporting
27 PTGroup v X Automated exploitation

via ReAct 4+ multi-agent
prompt chains

Legend: Initial Exploitation = gaining initial access; Post-Exploitation = activities
after compromise (e.g., PrivEsc, lateral movement, pivoting, persistence); NA = Not
Applicable (benchmark frameworks rather than operational PenTesting systems).
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Table 11: Core capabilities of PenTesting systems across key attack phases

Priv- Lateral Report
# System Scan Enum Exploit Esc Move Persist Gen
1 PenTest2.0 X v X v X X v
2  PenForge X 4 v X X X X
3 HackingBuddyGPT X v X v X X X
4 AutoPT X v v X X X X
5 Cybench NA NA NA NA NA NA NA
6 LLM Pentest NA NA NA NA NA NA NA
Benchmark
7 Cochise X v X v v v X
8 PenTest++ v v v X X X v
9 AI-Augmented NA NA NA NA NA NA NA
Ethical Hacking
10 PentestGPT X v v X X X v
11 PenHeal X v v X X X v
12 GenAl for NA NA NA NA NA NA NA
PenTesting
13  Wintermute X v X v X X X
14 WiFiPenTester v v v X X X v
15 LLM Agents for X v v X X X X
Auto. Website
Hacking
16 AutoAttacker X v v v v X
17 LLM Agents X v v X X X X
Exploit 1-day
Vulns
18 HPTSA X v v X X X X
19 RapidPen X v v X X X X
20 Incalmo v v v v v Xt X
21  VulnBot v v v X X X X
22  AutoPenBench NA NA NA NA NA NA NA
23 HackSynth NA NA NA NA NA NA NA
24  CyberExplorer X v v X X X X
25 ICSSPulse v v v X X X v
26 BreachSeek X v v X X X 4
27 PTGroup X v v X X X X

Legend: Scan = network host discovery; Enum = service and vulnerability
discovery; Exploit = initial system compromise; PrivEsc = privilege escalation;
Lateral Move = movement to additional hosts; Persist = maintain long-term access;
Report Gen = automated report generation. NA = Not Applicable for benchmark
datasets or conceptual frameworks that do not execute attack steps. CyberExplorer is
not marked NA because its agents actively perform reconnaissance and exploitation
within the simulated environment. T Incalmo deploys malware via a C&C server but
does not explicitly implement persistence as a dedicated attack phase.
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Table 12: Autonomy, architecture, execution model, and governance of LLM-

aided PenTesting systems

# System Auto Arch Exec Gov
1 PenTest2.0 HITL/SA PE/Multi Shell/Tools Strong
2  PenForge SA PE/Multi Web tools Med
3 HackingBuddyGPT HITL/SA PE Shell Med
4 AutoPT FA PE Web tools Low
5 Cybench — — — —

6 LLM Pentest — — — —
Benchmark

7  Cochise SA/FA PE/Multi Tools Med

8 PenTest++ HITL/SA Single/PE  Shell/Tools Strong

9 Al-Augmented HD Single Advice Strong
Ethical Hacking

10 PentestGPT HD Single Advice/Tools Med

11 PenHeal SA PE Shell/Tools Low

12 GenAl for HD Single Advice Strong

PenTesting

13 Wintermute SA PE Shell/Tools Med

14  WiFiPenTester HITL/SA PE Tools Strong

15 LLM Agents for SA Multi Web tools Low

Autonomous
Website Hacking

16  AutoAttacker FA Multi Tools Low

17 LLM Agents Exploit SA Single Tools Low

1-day Vulns

18 HPTSA SA Team Tools Low

19 RapidPen FA PE Tools Low

20 Incalmo FA PE/Multi Tools Low

21  VulnBot SA PE/Multi Tools Low/Med

22 AutoPenBench — — — —

23 HackSynth — — — —

24  CyberExplorer FA Multi Tools Low

25 ICSSPulse HD Single Tools Strong

26 BreachSeek SA PE/Multi Shell/Tools Low

27 PTGroup SA Multi Shell/Tools Low

Legend: Auto. = autonomy (HD: human-driven; HITL: HITL; SA:

semi-autonomous; FA: fully autonomous). Arch. = architecture (Single; Multi; PE:
planner—executor; Team: hierarchical teams). Exec. = execution (Advice: text-only;
Shell: OS command execution; Tools: calls external pentest tools/APIs; Web tools:

browser/HTTP actions). Gov. = governance/safety (Low/Med/Strong: approval

gates, blacklists, containment, logging).
—= Not Applicable (benchmarking/evaluation frameworks rather than operational
PenTesting systems).
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Table 13: Use of state-of-the-art reasoning and guidance techniques
# System CoT ReAct Hints RAG Tools PTT
1 PenTest2.0 v X v v v v
2 PenForge X v X v v X
3 HackingBuddyGPT v v X X v X
4 AutoPT X X X X v X
5 Cybench — — — — — —
6 LLM Pentest — — — — — —
Benchmark
7 Cochise v v X X v v
8 PenTest++ v X X X v X
9 Al-Augmented — — — — — —
Ethical Hacking
10 PentestGPT v X v X v X
11 PenHeal X X X v v v
12 GenAl for PenTesting — — — — — —
14 WiFiPenTester v X v v v X
15 LLM Agents for X v X v v X
Autonomous Website
Hacking
16 AutoAttacker v v X v v X
17 LLM Agents Exploit X v X v v X
1-day Vulns
18 HPTSA X v X X v X
19 RapidPen v v X v v v
20 Incalmo X v X v v X
21  VulnBot X v X v v X
22 AutoPenBench — — — — — —
23  HackSynth — — — — — —
24  CyberExplorer = = = - = =
25 ICSSPulse X X X X v X
26 BreachSeek X X X X v X
27 PTGroup X v X X v X

Legend: CoT = CoT reasoning; ReAct = interleaved reasoning and acting; PE =
planner—executor architecture; Hints = human-provided guidance during execution;
RAG = retrieval-augmented generation; Tools = programmatic tool invocation; PTT

= explicit task-tree planning; VulnBot uses a PTG, not a PTT.
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Table 14: Platform, target, availability, and eval. of LLM PenTesting systems

# System Platform Target OSrc Eval. Method
1 PenTest2.0 |11] Linux Network / Host ~ Yes  Controlled lab
PenForge [71] Cross Web Yes CVE-Bench (40
web vulns)
3 HackingBuddyGPT (65| Linux Network / Host Yes  PrivEsc tasks
4 AutoPT [166] Linux Web Yes  Custom
benchmark (20
vulns)
5 Cybench [179]  Linux Benchmark Yes  Benchmark eval
6 LLM Pentest Cross Benchmark Partial Benchmark eval
Bench. |75]
7 Cochise [62] Windows Network No AD lab
(GOAD)
8 PenTest++ [6] Linux Network / Host ~ Yes  Controlled lab
9 Al-Aug Btbical Cross Network / Host ~ No  Case studies
Hacking [12
10 PentestGPT [40] Linux Network + Web ~ Yes  Case study
11 PenHeal |72] Linux Network + Web ~ No  Lab tests
(Metas-
ploitable2)
12 GenAlI for Linux Host No Lab tests
PenTesting [70] (PumpkinFesti-
val)
13 Wintermute |59] Linux Host Yes CTF
environment
14 CyberExplorer [126] Cross Benchmark No Benchmark eval
(40 vuln. web
services)
15 WiFiPenTester [10] Cross Wireless Partial Wireless lab
Network
16 HPTSA [186) Linux Web No  Controlled 14
zero-day CVE
benchmark
17 VulnBot [83] Linux Network / Web  Yes  Bench. eval.
(AutoPenBench +
Al-Pentest-Bench;
vuln. hosts)
18 RapidPen [103] Container / Docker Remote Host No  HTB lab (Legacy)
19 Incalmo [140] Linux Multi-host Yes  Net benchmark
Network (MHBench)
20 AutoPenBench [54] Linux Benchmark Yes  Benchmark eval
21 HackSynth [100] Linux Benchmark Yes  CTF benchmark

(PicoCTF:120 &
OverTheWire:80)

22 AutoAttacker [17 Cross Host NoO  Cont. lab (14 MITRE
(post-exploitation) ATT&CK tasks)
23 LLM Agents Exploit  (Cross Web No 15 CVEs
1-day Vulns [47)
24 LLMs Hack Cross Web No 15 Web-related
Websites [48| vuln. tasks
25 ICSSPulse |148] Cross ICS Prot. Yes  Simulated ICS
(Modbus/OPC UA) .
scenarios
26 BreachSeek [19] Linux Network + Web  Yes  (Metasploitable2)
27 PTGroup [167] Linux Network / Host ~ No  controlled 1ab

(Metasploitable2,
Vulhub, Win VMs)

Platform: Experimental OS; (Linux typically implies Kali Linux). OSrc (Open Source): Yes =
publicly available code; Partial = limited release (e.g. no 6 uses external, open-source tools such as
PentestGPT and VulnHub VMs, but no standalone benchmark code released); No = no software
released (prompts or steps may still be described in the paper).
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